
 

 
 

 
Notice of Meeting: 
I hereby give notice that an ordinary Meeting of the Audit & Risk Committee will be held on: 
 
Date:  
Time: 
Meeting Room: 
Venue: 

Tuesday 5 September 2017 
1.00pm 
Committee Room One 
Municipal Building, Garden Place, Hamilton 
 

Richard Briggs 
Chief Executive 

 

Audit & Risk Committee 
OPEN AGENDA 

 

Membership   

Chairperson: External appointee - Paul Connell 

Membership: External appointee – Keiran Horne 
Mayor Andrew King 
Chairperson of the Finance Committee – Cr Garry Mallett 
Chairperson of the Growth and Infrastructure Committee – Cr Dave 
Macpherson 
Chairperson of the Community and Services Committee – Cr Paula Southgate 
Deputy Chairperson of the Finance Committee - Cr Rob Pascoe 

Meeting frequency: As required – no less than four times a year 

Quorum: Four members (including one external appointee) 

 
  

Lee-Ann Jordan 
Governance Manager 

 
29 August 2017 

 
Telephone:  07 838 6439 

lee-ann.jordan@hcc.govt.nz 
www.hamilton.govt.nz
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Purpose: 
The Audit and Rick Committee is responsible for: 
1. Providing objective advice and recommendations to the governing body on the adequacy and 

functioning of the Council’s risk management, control and governance frameworks and processes. 

2. Ensuring Council fulfils its legal responsibilities. 

3. Monitoring the Council’s external and internal audit process. 

4. Ensuring the independence and effectiveness of Council’s Internal Audit processes. 

5. Monitoring existing corporate policies and recommending new or amended policies to prevent and 
prohibit unethical, questionable or illegal activities. 

6. Providing a communication link between management, internal auditors/external auditors and 
Council. 

7. Supporting measures to improve management performance and internal controls. 

 

The Committee is delegated the following Terms of Reference and powers: 

Terms of Reference: 
External Audit  

1. Engage with Council’s external auditors regarding the external audit work programme and agree the 
proposed terms and arrangements of the external audit. 

2. Recommend to Council the terms and arrangements for the external audit programme. 

3. Review the effectiveness of the Annual Plan audit and 10 Year Plan audit. 

4. Assess management response to audit reports and the extent to which external audit 
recommendations concerning internal accounting controls and other matters are implemented. 

Internal Audit  

5. In conjunction with the Chief Executive, agree the scope of the annual internal audit work programme. 

6. Monitor the delivery of the internal audit work programme. 

7. Assess whether Internal Audit’s recommendations have been properly implemented by management. 

8. Review the annual Internal Audit Plans to ensure appropriate organisational structures, authority, 
access, independence, resourcing and reporting arrangements are in place. 

Other Matters 

9. Review the effectiveness of the risk control environment established by management to safeguard 
Council’s financial and non-financial assets, including the adequacy and appropriateness of insurance 
policies in place and management’s actions to mitigate risks. 

10. Review the effectiveness of the systems for monitoring the Council's compliance with laws (including 
governance legislation, regulations and associated government policies), Council's own standards, and 
best practice guidelines, including on health and safety. 

11. Engage with internal and external auditors on any specific one-off audit assignments. 
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12. Conduct and monitor special investigations in accordance with Council policy and approved budget, 
including engaging expert assistance, on matters within its Terms of Reference. 

 

The Committee is delegated the following recommendatory powers: 
• The Committee has no decision-making powers. 

• The Committee may make recommendations to the Council and/or the Chief Executive, as 
appropriate. 

 

Special Notes: 
• In fulfilling their role on the committee, members shall be impartial and independent at all times. 

• Members are appointed for an initial term of no more than three years that aligns with the triennial 
elections, after which they may be eligible for extension or reappointment. 

• Council appoints the external members of the committee; the terms of the appointment to be 
recorded in a contract.  External member contracts are to be reviewed and assessed six (6) months 
after each triennial election. 

• The Chief Executive and Internal Auditor are required to attend all meetings but are not members and 
have no voting rights.  Other Council officers may attend the committee meetings, as required. 

 

Oversight of Policies: 
• Risk Management Policy 
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1 Apologies  
   

2 Confirmation of Agenda 
The Committee to confirm the agenda. 
 

3 Declaration of Interest 
Members are reminded of the need to be vigilant to stand aside from decision making when a 
conflict arises between their role as an elected representative and any private or other external 
interest they might have.  

 

4 Public Forum    
As per Hamilton City Council’s Standing Orders, a period of up to 30 minutes has been set aside for 
a public forum.  Each speaker during the public forum section of this meeting may speak for three 
minutes or longer at the discretion of the Chair. 
 
Please note that the public forum is to be confined to those items falling within the terms of the 
reference of this meeting. 
 
Speakers will be put on a Public Forum speaking list on a first come first served basis in the 
Committee Room prior to the start of the Meeting.  A member of the Council Democracy Team will 
be available to co-ordinate this.  As many speakers as possible will be heard within the allocated 
time. 
 
If you have any questions regarding Public Forum please contact Democracy by telephoning 07 838 
6439.  
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Committee: Audit & Risk Committee Date: 05 September 2017 

Author: Amy Viggers Authoriser:   

Position: Committee Advisor  Position:   

Report Name: Audit and Risk Committee Unconfirmed Minutes - Open - 13 June 2017 
 
 

Report Status Open  
 

Staff Recommendation 
1. That the Audit and Risk Committee confirm the Open Minutes of the Committee Meeting held 

on 13 June 2017 as a true and correct record. 

Attachments 
Attachment 1 - Audit and Risk Committee Unconfirmed Minutes - Open - 13 June 2017  
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Committee: Audit & Risk Committee Date: 05 September 2017 

Author: Barnaby Pace Authoriser: David Bryant  

Position: Risk Manager  Position: General Manager Corporate  

Report Name: Organisational Improvement Programme Update Report 
 
 

Report Status Open  

Purpose 
1. To inform the Audit and Risk Committee on the status of Council’s Organisational 

Improvement Programme. 

Staff Recommendation 
2. That the Audit and Risk Committee receives the report. 

Discussion 
3. Council’s risk management programme includes the completion of internal audits conducted 

by PricewaterhouseCoopers and external audits by Audit New Zealand. 

4. Actions and recommendations resulting from these audits are recorded and monitored 
through the Organisational Improvement Programme Register (Attachment 1). 

5. There are currently 7 open items on the Organisational Improvement Programme Register. 

6. There are no overdue items. 
 

Attachments 
Attachment 1 - Organisational Improvement Register Aug 2017  
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Committee: Audit & Risk Committee Date: 05 September 2017 

Author: Andre Chatfield Authoriser: David Bryant  

Position: Risk and Insurance Manager  Position: General Manager Corporate  

Report Name: Risk Management Report 
 
 

Report Status Open  

Purpose 
1. To provide a quarterly update to the Audit and Risk Committee on progress managing Council’s 

Material Risks. 

2. To refer matters from the July 2017 Material Risk workshop for discussion by the Audit & Risk 
Committee. 

Staff Recommendation 
3. That the Audit and Risk Committee receives the report. 

Discussion 
4. On 6 July 2017 Council’s Material Risk register was reviewed at a workshop held by elected 

members and senior staff with the purpose of ensuring it reflected a current view of the 
significant risks facing the organisation.  

5. The attached draft Material Risk register has been updated to reflect the outcomes of the risk 
workshop. Each risk has also been updated to reflect the current status of risk mitigation 
actions. 

6. A discussion occurred at the risk workshop around whether the material risk ‘Reputation of 
Hamilton’ should remain on the register. Elected members present at the workshop requested 
further discussion on this matter by the Audit and Risk Committee. 

7. A further discussion occurred around whether the material risks ‘Cyber Attack’ and ‘Failure of 
Business Continuity Plans’ should be integrated with the material risk ‘Failure of Critical 
Assets’. Again elected members present at the workshop requested that this matter be 
referred to the Audit and Risk Committee for consideration. 

8. A new material risk, ‘Council’s Financial Strategy Failures’, was proposed for inclusion on the 
Material Risks register by both the Chief Executive and the Mayor. After some discussion it was 
agreed to add this material risk to the register.  

9. The Material Risk register will be finalised by management once the Audit & Risk Committee 
has discussed the matters described in paragraphs six and seven above.  

Attachments 
Attachment 1 - Material Risk Report  
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Committee: Audit & Risk Committee Date: 05 September 2017 

Author: Dan Finn Authoriser: David Bryant  

Position: People, Safety & Wellness 
Manager  

Position: General Manager Corporate  

Report Name: Health and Safety Report 
 
 

Report Status Open  

Purpose 
1. To inform the Audit and Risk Committee on the Health and Safety activities and key 

performance indicators for the previous 12 months. 

Staff Recommendation 
2. That the Audit and Risk Committee receives the report. 

Attachments 
Attachment 1 - Health and Safety Annual Report  
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Committee: Audit & Risk Committee Date: 05 September 2017 

Author: Tracey Musty Authoriser: David Bryant  

Position: Financial Controller  Position: General Manager Corporate  

Report Name: Audit NZ Interim Management Report 2016/17 
 
 

Report Status Open  

Purpose 
1. To inform the Audit and Risk Committee on the Audit NZ Interim Management Report for 

2016/17. 

Staff Recommendation 
2. That the Audit and Risk Committee receives the report. 

Attachments 
Attachment 1 - Final Interim Audit Management Report 2016/17  
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Committee: Audit & Risk Committee Date: 05 September 2017 

Author: Tracey Musty Authoriser: David Bryant  

Position: Financial Controller  Position: General Manager Corporate  

Report Name: 2016/17 External Audit Update 
 
 

Report Status Open  

Purpose  
1. A verbal update for the 2016/17 Annual Report will be given by Audit New Zealand at the 

meeting. 

Staff Recommendation 
2. That the Audit and Risk Committee receives the report. 

Discussion 
3. Audit New Zealand is still working on the audit of the 2016/17 Annual Report. 

4. Significant issues will be discussed at the meeting.   

5. Audit New Zealand will be providing a further update that the report is compliant and fairly 
reflects Council’s financial position for the year ended 30 June 2017. 

Attachments 
Attachment 1 - Audit NZ Memo to Hcc's A&R Committee Sept 2017
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Committee: Audit & Risk Committee Date: 05 September 2017 

Author: Tracey Musty Authoriser: David Bryant  

Position: Financial Controller  Position: General Manager Corporate  

Report Name: 2016/17 Internal Audit Update Quarter 4 
 
 

Report Status Open  

Purpose 
1. The purpose of this report is to update the Audit and Risk Committee on PwC’s Internal Audit 

progress for FY16/17 engagements. 

Staff Recommendation 
2. That the Audit and Risk Committee: 

a) receives the report; and 

b) notes that the 2016/17 internal audit programme has been completed except for one part 
of the unusual transactions analysis which is due to be completed by 8 September 2017. 

Discussion 
3. Delivery of the internal audit programme has been completed except for one part of the 

unusual transactions analysis engagement. A summary of the status of the FY16/17 Internal 
Audit Plan engagements is detailed below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1 Q1 Cash handling processes and controls Complete. 
Report finalised. 

2 Q1  Payroll process and controls Complete. 
Report finalised. 

3 Q1  Procure to Pay processes and 
controls 

Complete. 
Report finalised. 

4 Q2 Cyber security governance maturity 
assessment  

Complete 
Report being finalised 

5 Q3 Unusual transaction analysis In progress. 
First Report finalised – stage 1-3 
Stage 4 in progress 

6 Q4 Procurement  Completed. 
Report finalised 
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4. Engagements in progress 

a. Cyber security – governance maturity assessment 

• The IS team have a culture where security is considered an important part of their function. 
There are however parts of the HCC wide IT environment outside the direct control of the IS 
team, where security governance and security control are less rigorous. This is, in part, 
because of their focus on delivering services to the community and security is not front of 
mind. 

• During our assessment we identified that there are a number of security governance 
activities in place within the IT function, however these could be improved upon and 
applied at a level that encompasses the whole organisation. 

• Now that we have completed the governance maturity assessment and reported 
recommendations to management, we are now undertaking the next stage of an overall 
cyber security assessment with an engagement that will focus on the operational controls 
and provide an assurance map of how risks are mitigated. 

• The reports from both engagements will be provided at the December Audit and Risk 
Committee meeting to provide a comprehensive overview of cyber security. 

b. Unusual transaction analysis: The scope of this engagement is in four parts:  

• Data analysis performed across specific payroll, procurement and conflict of interest areas 
has been completed.  

• A high level data maturity assessment to assist management in prioritising the areas of 
focus to enhance their current data governance framework has been completed.  

• Journal analysis has been completed.  

• Purchase order and vendor analysis is still in progress due to complexity of data 
requirements. 

 

Financial Considerations 

5. This is a regular operating activity funded through the Long Term Plan. 
 

Attachments 
Attachment 1 - PWC Internal Audit Report Strategy Procurement Framework Assessment 2016/17 

Attachment 2 - PWC Internal Audit Report Usual Transaction Analytics 2016/17  
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Committee: Audit & Risk Committee Date: 05 September 2017 

Author: Tracey Musty Authoriser: David Bryant  

Position: Financial Controller  Position: General Manager Corporate  

Report Name: Draft Internal Audit Plan for the 2017/18 Year 
 
 

Report Status Open  

Purpose 
1. To inform the Audit and Risk Committee on the draft Internal Audit Plan for the 2017/18 year. 

Staff Recommendation 
2. That the Audit and Risk Committee: 

a) receives the report; and 

b) approves the proposed development of the three year internal audit plan,  the 2017/18 
internal audit plan and the commencement of the next phase of internal audit work 
relating to cyber risk. 

Discussion 
3. Staff commenced an RFP for internal audit services for Council in March 2017.  This process 

concluded in June 2017 and resulted with PwC being reappointed as Council’s internal auditors 
effective 1 July 2017.  This appointment is for a three year term with the ability for Council to 
extend for two further years (at yearly intervals).   

4. A significant factor in the assessment of respondents was the ability to maintain a robust 
internal audit function whilst adding value to Council. The PwC proposal demonstrated how 
this could be achieved through the use of specialists in innovation forming part of the internal 
audit team and aligning internal audit with Council’s strategy. 

5. The first step identified is to bring Council’s strategy to the forefront when setting the longer 
term internal audit plan. In addition it is appropriate to consider other inputs including the 
updated Material Risk register, existing lines of defence and Council’s overarching risk 
appetite. This will be achieved by PwC leading a strategic planning workshop with SLT.  

6. The outcome of this workshop will inform the direction of the three year audit plan.  This will 
then be prioritised to establish the 2017/18 internal audit plan. 

7. The draft three year internal audit plan will be brought to the December Audit and Risk 
Committee meeting for approval. 

8. In the interim, Internal Audit activity will continue and be focussed on cyber risks and controls. 
This engagement will follow on from the Cyber Governance review, which has recently been 
completed, and test key controls and mitigations in place at an operational level. 
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Item
 12 

Financial Considerations 

9. The total annual cost to complete this work is $150k which is funded through the 2017/18 
Annual Plan. 

 

Attachments 
There are no attachments for this report. 
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Resolution to Exclude the Public 

Section 48, Local Government Official Information and Meetings Act 1987 

The following motion is submitted for consideration: 

That the public be excluded from the following parts of the proceedings of this meeting, namely 
consideration of the public excluded agenda. 

The general subject of each matter to be considered while the public is excluded, the reason for passing 
this resolution in relation to each matter, and the specific grounds under section 48(1) of the Local 
Government Official Information and Meetings Act 1987 for the passing of this resolution follows. 

General subject of each matter to 
be considered 

Reasons for passing this 
resolution in relation to each 
matter 

Ground(s) under section 48(1) for 
the passing of this resolution 

C1. Audit and Risk Committee 
Unconfirmed Minutes - 
Public Excluded - 13 June 
2017 

 

)  Good reason to withhold 
)  information exists under 
)  Section 7 Local Government 
)  Official Information and 
)  Meetings Act 1987 
) 

Section 48(1)(a) 

 

This resolution is made in reliance on section 48(1)(a) of the Local Government Official Information and 
Meetings Act 1987 and the particular interest or interests protected by Section 6 or Section 7 of that Act 
which would be prejudiced by the holding of the whole or relevant part of the proceedings of the meeting 
in public, as follows: 

   
Item C1. to maintain legal professional privilege Section 7 (2) (g) 
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