9 Hamilton

Te kaunihera o Kirikiriroa

Notice of Meeting:
| hereby give notice that an ordinary Meeting of the Audit & Risk Committee will be held on:

Date:

Time:

Meeting Room:
Venue:

Tuesday 13 September 2016

1:30pm

Committee Room 1

Municipal Building, Garden Place, Hamilton

Richard Briggs
Chief Executive

Audit & Risk Committee
OPEN AGENDA
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Members

Quorum:

Meeting Frequency:

Mr Paul Connell

Mr Tony Steele

Her Worship the Mayor J Hardaker
Cr A O’Leary
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Three Members (including one external appointee)
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Acting Democracy Manager

7 September 2016
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Mary.Birch@hcc.govt.nz
www.hamilton.govt.nz
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Terms of Reference:

The role and scope of the Audit and Risk Committee is defined in the Audit and Risk Committee
Charter.

Special Notes:
= The Chief executive and Internal Auditor are required to attend all meetings but are not
members and have no voting rights.
= Members are appointed for an initial term of no more than three years that aligns with the

triennial elections, after which they may be eligible for extension or reappointment.
= Appointment of external members is by contract.

= External member contracts are to be reviewed and assessed six (6) months after each
triennial election.

Power to act:
= The committee has no decision making powers.
= The committee may request expert advice through the Chief Executive when necessary.

Power to recommend:

This Committee may make recommendations:
= To Council.
= To the Chief Executive.
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1 Apologies

2 Confirmation of Agenda
The Committee to confirm the agenda.

3 Declaration of Interest
Members are reminded of the need to be vigilant to stand aside from decision making when a
conflict arises between their role as an elected representative and any private or other external
interest they might have.

4 Public Forum
As per Hamilton City Council’s Standing Orders, a period of up to 30 minutes has been set aside for
a public forum. Each speaker during the public forum section of this meeting may speak for three
minutes or longer at the discretion of the Chair.

Please note that the public forum is to be confined to those items falling within the terms of the
reference of this meeting.

Speakers will be put on a Public Forum speaking list on a first come first served basis in the
Committee Room prior to the start of the Meeting. A member of the Council Democracy Team will
be available to co-ordinate this. As many speakers as possible will be heard within the allocated
time.

If you have any questions regarding Public Forum please contact Democracy by telephoning 07 838
6772.
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p Hamilton City Council

Te kaunitiera o Kirkirroa

council report
Committee: Audit & Risk Committee Date: 13 September 2016
Report Name: Audit and Risk Committee - Author: Mary Birch

Open Minutes - 8 June 2016

Status Open

Recommendation

That Committee confirm and adopt as a true and correct record the Open Minutes of the Audit and
Risk Committee Meeting held on 8 June 2016.

1. Attachments

2. Attachment 1 - Audit and Risk Committee - Open Minutes - 8 June 2016
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Attachment 1

2~ Hamilton |

Te kaunihera o Kirikiriroa

Audit & Risk Committee

OPEN MINUTES

Minutes of a meeting of the Audit & Risk Committee held in Committee Room 1, Municipal
Building, Garden Place, Hamilton on Wednesday 8 June 2016 at 2:30pm.

PRESENT

Chairperson
Members

In Attendance

Democracy Advisor

Mr Paul Connell

Her Worship the Mayor Julie Hardaker
Cr Angela O’Leary

Cr Rob Pascoe

Richard Briggs — Chief Executive

Sean Hickey — General Manager Strategy & Communications
Lance Vervoort — General Manager Community

Blair Bowcott — Executive Director Special Projects
Kelvyn Eglinton — General Manager City Growth

Sean Murray — Executive Director H3 & Events

Chris Allen — General Manager City Infrastructure
Barnaby Pace — Risk Manager

Tracey Musty — Financial Controller

Tracey Stevenson — Health and Safety Manager

Diane Crawford — Senior Communication Advisor

Paul Gower - Programme Manager - Growth And Assets,

Andrew Holmes PriceWaterhouseCoopers
Yoonyoung Y Lee - PriceWaterhouseCoopers

Mary Birch

1. Apologies

Resolved:

(Crs O’Leary/Pascoe)

That the apologies from Her Worship the Mayor (for lateness) and Mr Steele be received and accepted.
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Confirmation of Agenda
The Chair advised that a late item regarding Vibrant Hamilton Trust would be included at the end of
the Open section of the meeting.

Resolved: (Mr Connell/Cr Pascoe)

The Committee to confirm the agenda, subject to the inclusion of the late Item — Vibrant Hamilton
Trust — Audit of Accounts in the Open Agenda.

Declarations of Interest

No members of the Council declared a Conflict of Interest.

Public Forum

Not required.

Minutes of the Audit and Risk Committee Meeting Open - held on 23 March 2016

Resolved: (Crs Pascoe/Q'Leary)

That the Committee confirm and adopt as a true and correct record the open Minutes of the Audit
and Risk Committee Meeting held on 23 March 2016.

Audit and Risk Subcommittee - Action List (Open) - 8 June 2016
The Risk Manager confirmed that the majority of residential home insurance policies covered

underground infrastructure and that beyond the boundary, was Hamilton City Council’s (“HCC”)
responsibility.

Resolved: (Crs O'Leary/Pascoe)

That the Report be received.

Recommended dates for reports to be presented to Audit and Risk Committee

It was requested that the 30 August 2016 meeting, to consider the draft Audit Report, was to be
included in the recommended dates schedule.

Resolved: (Mr Connell/Cr O'Leary)

That the report be received.
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Attachment 1

Risk and Opportunities Report to 30 April 2016

The Financial Controller introduced this Item, explaining that it was an update of the Report that
had been provided to the Finance Committee.

Resolved: (Mr Connell/Cr Pascoe)

That the report be received.

Organisation Improvement Programme

The Financial Controller and the Risk Manager introduced this Item, taking the report as read. A
considerable amount of work had been undertaken to facilitate better tracking of Items. It was
noted that the priority had been to close off actions; staff were asked to include an explanation
regarding the target date, where appropriate (e.g. it had been determined to align with the Long
Term Plan). It was noted that:

e Monthly Reconciliations — Although previously behind, this issue had been addressed.

e Ungerboek - Concerns had been raised regarding the interface of the Ungerboek system,
used exclusively by H3, and its interface with AX. Numerous meetings had been held and
it was not anticipated that there would be an issue at Year End.

e Legislative Changes — All roles should be aware of any legislative changes in their area of
responsibility.

e Risk and Insurance Manager — Andre Chatfield had been recruited and was introduced to
the Committee.

e PMO - Natalie Young had been recruited to this role and was introduced to the
Committee.

e Conversations had already taken place with the CCOs and that staff would continue to
work closely throughout the process to ensure that Council’s expectations were fully
understood.

Resolved: (Cr Pascoe/Mr Connell)
That:
a) the report be received, noting that some of the comments are a work in progress; and

b) ongoing improvements would be introduced into the programme.

Iltem 12 was taken next, to accommodate staff availability.
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10.

11.

Update on Capitalisation and Asset Management activities

The General Manager — City Infrastructure and Programme Manager - Growth And Assets
introduced the report. It was noted that whilst historically there had been challenges, a
considerable amount of work had been undertaken in this area. Staff updated the committee on
the following:

e The figures included in the report were updated through to the end of May. During May
2016, throughout the organisation, a total of $30.9 million had been cleared from the
Work in Progress (WIP).

e It was anticipated that a large proportion of the remaining $20 million would be cleared
during June 2016.

e Additional resources had been brought in across the organisation, including engineers,
project managers and financial assistance from PwC had enabled such progress to have
been made over the past three months.

e To ensure that this momentum was maintained, a two day workshop, with the relevant
staff from across the organisation, had mapped the current processes and identified
where improvements could be made to ensure that capitalisation could occur in a more
accurate and timely manner.

e Lean processing techniques had been utilised, with the assistance of a Kaisen facilitator.

Resolved: (Her Worship the Mayor Hardaker/Cr Pascoe)

That the report be received.

Her Worship the Mayor Hardaker joined the meeting (2.55pm) during the discussion on the above
ltem.

Item 11 was taken next to accommodate staff availability.

Local Government Risk Agency and Insurance Update

Executive Director Special Projects and the Risk Manager introduced this report. LGNZ and
Treasury had proposed a business case for the establishment of the Local Government Risk
Agency. Its purpose was to increase risk awareness. Significant changes were being proposed to
the 60/40 government disaster recovery fund, with improvements required to probable maximum
loss modelling needed to align with this. As a result, insurance cover would need to increase
substantially which would be factored into the 2016/17 insurance renewal programme. The
requirement to increase cover levels would have budgetary implications, though at this point, the
quantum was unknown.

Resolved: (Her Worship the Mayor Hardaker/Cr Pascoe)

That the report be received.

Councillor O’Leary left the meeting (3.25pm) during the above Item and was not present when the
matter was voted on.
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12.

13.

14.

Health and Safety Update

The Health and Safety Manager introduced the report and tabled the updated Health and Safety
Management System document. She advised that the Waikato LASS Health and Safety Working
Party had negotiated a contract to deliver a contractor health and safety pre-qualification system;
it was anticipated that this would go live in 2016. New KPIs would be introduced for the Senior
Leadership Team and Audit and Risk to align with the new legislation and the Health and Safety
Business Leaders Health and Safety Forum.

Resolved: (Crs O'Leary/Pascoe)
That the report be received.

Councillor O’Leary re-joined the meeting (3.30pm) during the above Item and was present when
the matter was voted on.

Audit New Zealand Audit Arrangements Letter

The Financial Controller introduced the report. It was confirmed that the report was a
formalisation of what had been discussed and agreed with Audit NZ at the previous Audit and Risk
Meeting. The fee was the same as last year, as Audit NZ was contracted for a three year period.

Staff and Committee members were comfortable with the timetable detailed in Appendix 2 to the
Audit Arrangements letter.

It was requested that the Financial Controller contact Audit New Zealand regarding Appendix 3 to
the Audit Arrangements letter, to request a detailed timetable for the additional areas of interest
for this year’s audit.

Resolved: (Mr Connell/Cr O'Leary)

6. That the report be received.
7. That the Audit and Risk Committee recommends to Council that the Mayor signs the Audit
Arrangement letter on Council’s behalf.

LGOIMA Process

Resolved: (Her Worship the Mayor Hardaker/O'Leary)

That the report be received.
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15.

PWC - Internal Audit Update

Andrew Holmes, Yoonyoung Y Lee and Nick Meier - PriceWaterhouseCoopers introduced this
report. It was noted that a new internal Audit plan would be tabled at the next Audit and Risk
Committee meeting in September, once the Committee’s input had been captured during the 30
August workshop. Going forward PwC specialists would co-present any reports.

Resolved: (Mr Connell/Cr Pascoe)

That the report be received.

The additional Item — Vibrant Hamilton Trust Letter, as noted in the Confirmation of the Agenda, was taken

next.

16.

Vibrant Hamilton Trust Letter

The Chair tabled a letter that had been received from Thomas Gibbons, Chairperson of the Vibrant
Hamilton Trust (“the Trust”). Mr Gibbons sought the Committee’s guidance regarding the Trust’s
breach of their statutory requirement to adopt audited accounts by 30 September each year.
Audit NZ was not able to complete the audit within the required timeframes. This was due to GMI,
the Trust’s fund manager, not being able to provide its audited report on internal controls in a
timely manner. The time delay would be an ongoing issue.

Resolved: (Mr Connell/Cr Pascoe)

That:
a) the letter from the Chair of the Vibrant Hamilton Trust be received; and
b) the Committee notes that the breach is unavoidable and leaves the matter to the Trustees
to make a decision.

Resolution to Exclude the Public

Section 48, Local Government Official Information and Meetings Act 1987

The following motion is submitted for consideration:

That the public be excluded from the following parts of the proceedings of this meeting, namely
consideration of the public excluded agenda.

The general subject of each matter to be considered while the public is excluded, the reason for passing
this resolution in relation to each matter, and the specific grounds under section 48(1) of the Local
Government Official Information and Meetings Act 1987 for the passing of this resolution follows.

General subject of each matter Reasons for passing this Ground(s) under section 48(1)

to be considered resolution in relation to each for the passing of this resolution
matter
C1. Minutes of the Audit and ) Good reason to withhold Section 48(1)(a)

C2. PWC - Internal Audit

Risk Committee Meeting - ) information exists under
Public Excluded - 23 March ) Section 7 Local Government
2016 ) Official Information and

) Meetings Act 1987
)
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Reports

C3. Legal Update from
Tompkins Wake

This resolution is made in reliance on section 48(1)(a) of the Local Government Official Information and
Meetings Act 1987 and the particular interest or interests protected by Section 6 or Section 7 of that Act
which would be prejudiced by the holding of the whole or relevant part of the proceedings of the meeting
in public, as follows:

Item C1. to enable Council to carry out commercial Section 7 (2) (h)
activities without disadvantage Section 7 (2) (i)
to enable Council to carry out negotiations

Item C2. to enable Council to carry out commercial Section 7 (2) (h)
activities without disadvantage

Item C3. to maintain legal professional privilege Section 7 (2) (g)

The Meeting adjourned (3.55pm to 4.05pm) and moved into a Public Excluded session (3.55pm to
5.05pm).

The Meeting was declared closed at 5.05pm.
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p Hamilton City Council

Te kaunitiera o Kirkirroa

council report
Committee: Audit & Risk Committee Date: 13 September 2016
Report Name: Audit and Risk Committee - Author: Mary Birch
Open Action List - 13
September 2016
Status Open

Recommendation

That the report be received.

1. Attachments

2. Attachment 1 - Audit and Risk Committee - Open Action List - 13 September 2016

Audit & Risk Committee Agenda 13 September 2016- OPEN Page 13 of 128

Item 6






AUDIT AND RISK

Action List - 2013-16 OPEN
GM Responsible Action DUE DATE Status Notes
Ref. for reporting back | (relative to due
by date)
CE SLT to undertake review of revised insurance cover and provide a 08-Jun-16 [Tyl S Renewals process is underway with annual insurance renewals currently being
timeline to the Committee accordingly. processed for November. Initial meeting for Insurance valuations held on the 24th
2 August. A detailed revaluation timeline will be reported to the Audit and Risk
Committee meeting on 13 September as part of the Annual Insurance Review Update
report.
GM Corporate Staff to report back on outcomes of the Risk Management 08-Jun-16 omp d An update will be provided to the 13 September Audit and Risk Committee as part of
11 Workshop the Risk Management Report.
GM Corporate Arrange a workshop to facilitate Committee Member input to the 08-Jun-16 omp d Arranged for 10am to 12pm on Tuesday 13 September 2016 (the same day as the
13 internal audit programme Audit and Risk Committee Meeting).
GM Corporate Gifts and Hospitality Policy - review and update Committee 08-Jun-16 | In progress Policy currently under review by Procurement and will be completed by October
17 Members 2016. Is also noted on Organisational Risk Register.
GM Corporate Organisational Improvement Programme to include an 13-Sep-16 omp d Timeframes are determined between the auditor and auditees at the time of the
explanation regarding the target date, where appropriate (e.g. it audit and are set as part of the management response. A rationale for the
20 had been determined to align with the Long Term Plan) timeframes given could be reflected in the management response for future audit
items.
21 GM Corporate 30 August meeting date to be included in the recommended dates 13-Sep-16 [efe]yyls d Date included in the recommended date’s schedule.

schedule
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h Hamilton City Council

Te kaunihiera o Kirkirroa

council report
Committee: Audit & Risk Committee Date: 13 September 2016
Report Name: Recommended dates for Author: Jessica Ashworth

reports to be presented to
Audit and Risk Committee

Status Open

Recommendation

That the report be received.

1. Attachments

2. Attachment 1 - Recommended Schedule of Reports to Audit and Risk Committee 2016

3. Purpose of the report

4, This report provides detail of recommended dates of reports to the Audit and Risk Committee
for 2016.

Signatory

Authoriser David Bryant, General Manager Corporate
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Attachment 1

Updated: %0916

Audit and

isk Committee Rep

wformal Non-Aadit and Risk
01358919 Audit and Committee Meetings
Dudit and Risk Commiltiee Meetings Risk
Committes Coundl G a
. o
Neting Wortkshop
| Presenters | mNotes 23/03/16 | 08/06/16 13/09/16 | TBCHMOV 30/09/16 10/03/16 Sept
Standard Reports
Or ganisation finproverment Report Lorporse
Rk Marage ment Repart Corporste/Risk
Heakh and Safety Update Corporate/Health & Salety
Fitch Credit Rating Repon! Corporate/Fiance
lessance Resewal Corpoiae
Cyhor Secaity Updale Corparae
Audit and Rk Committee Self Review Chairperson
Annual Report Related
ik and Opporiundies feport (FC) Corporate/Finance
Lega! Beview (Contingen] LbilRies] - Public Bxohaded Conpos ate/Oe o 1oy
Annual Beport Planning Update Finante Group
Review al Diaft Finaoc ksl Statements Hiance Group
Annual Begort [reccommendatiun 1o Counol| Hnance Group
Internal Audit {PricowaterhousaCoopars)
Oraft inter nal Audit Plan PWC S Conponate
Update on Previoas Audit Ponts (follows Org Imp rove ment
Repont) "W
leternal Madit Update PWC
el At - Repoets (Public Excluded ) PWC s requlied
Rek Waorkshop Pwi
External Audit [Audit New Zealand)
IS Assamance Roport as reqilired |
Aodit anm'mﬂﬂlw/mnm Arrangeme s Letteg Audk NI
It rien Management feport At N7 as reguied
Cearance to Avdn 3nd Rk Committee Aoadt N7
|s=oe of Audit Opinbe Audit NZ _
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b Hamilton City Council

Te kaunihiera o Kirkirroa

council report

Committee: Audit & Risk Committee Date: 13 September 2016
Report Name: Risk Management Report Author: Andre Chatfield
Report Status Open

Strategy, Policy or Plan context

This activity is funded by the Risk and Emergency

Financial status Management Unit budget

Having regard to the decision making provisions in the LGA
2002 and Council’s Significance Policy, a decision in
accordance with the recommendations is/is not considered
to have a high degree of significance

Assessment of significance

1. Purpose of the Report

2. To provide an update to the Audit and Risk Committee on Council’s key material risks following a
detailed review.

3. Discussion

4, The Audit and Risk Committee requested that senior management refresh Council’s material risks.
The Audit and Risk Committee were engaged in this refresh process.

5. A report of the key material risks identified as a result of this review is attached to this report.

6. A number of actions are underway lead by the senior management team to mitigate these risks to
minimise the likelihood of occurrence.

Recommendation from Management

That the report be received.

7. Attachments
Attachment 1 - HCC Material Risk Report

Signatory

Authoriser David Bryant, General Manager Corporate
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Material Risks Summary

Rank

Risk Description

Inherent
Risk Rating
(May
2016)

Residual
Risk Rating
(May
2016)

Report

Target Risk

H&S - Staff
Failure to create and maintain a safe
environment for staff leading to death, serious

Injury.

Extreme®

Vi

o
-

H

~ Medium |

HE&S - Community

Failure to create and maintain a safe
environment for the community leading to
death, serious injury.

“Very High |

AeryTigh |~

(&
c
3

High"

|

edlum

Failure of critical assots

Incorrect investment (timing and/or amounts)
results in the unexpected failure of critical
assets (loss of levels of service).

Inadequate civil defence response

Fallure 1o respond adeqguately during a civil
defence emergency results in undue harm to
members of the community and delays in
restoring the city to an cperational standard.

Extreme
 Extreme

O3 58

|

Cyber attack

Inappropriate access and/or use of Coundil
Infermation or ratepayer data, or inability to
operate Councll systems due to a cyber-attack
resulting in reputational, legal and finandal
damage and potentially loss of service
continuity.

Very High

@

=
m
o
e
3

Reputation of Hamiiton

Lower than desired reputation of Hamilton
contributes to sub-optimal economic and social
outcomes for the city and its community.

&
<
I
)

Very High

Poor data, analysis and response

Inaccurate data, weak or incorrect analysis
leading to inaccurate growth forecasts,
financlal medelling and untimely responses to
trends resulting in Inappropriate levels of
Investment in public assets,

©

Failure of BCP

Fallure of, or inadequate Business Continuity
Plans {when they are required), resuitin
unacceptable business interruption and
disrupted customer service.

Very High

O

Medium

=
£
3

* There is a very strong refationship between the likelihood and severty (conseguence| of H&S incidents. The likelihood of minor injuries is
much higher than an incident which could result in & desth,

** Wa taka the safety of our pacple and the community seriously and are working hard to reduce the likelihood of a senous harm
incident. Due to the focus and definition of this risk relsting to death or a sericus injury, the ruk um. {and by extension the target risk
rating} can never reduce below 'Hgh' b we derthe r

to be *
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Material Risk Heat Map
Inherent Risk

CONSEQUENCE

Residual Risk

UKELHOOD

CONSEQUENCE

Target Risk

LIKELIHOOD

CONSEQUENCE

o
S
g

** Note: Risk 1 and Risk 2 (which both relate to health and safety) are captured in separate heat
maps in the individual risk pages.
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Risk Description Rank
H&S - Staff 1
Failure to create and maintain a safe environment for the community
leading to death or a serious hard incident.

Risk Owner David Bryant Category People
(GM Corporate)

Risk Triggers

* Inadequate understanding of the scope of HCC's health and safety responsibilities
* Human error

* Underinvestment in infrastructure

Inherent Risk
CONSEQUENCE Thers is 4 very strong
relationship batween the
| serous | Major _[Catustrophic|  asthood andseverty
— = (consequance) of H&S

incidents, The likeihood of
minor mjuries is much higher
than an incidant which coukd
rosult in @ death,

Rizk of serlous injury or
death

LIKELIROOD

Risk of other serious harm
incidents {as defined in the
Health and Safaty at Work
Act).

Existing Controls and Mitigations

* Health and Safety management program

* Policy and procedures for all high risk areas
Residual Risk

CONSEQUENCE Thare is s very strong

relstionzhip between the
I
g 3 (consequance) of H&S
incidents. The likeShood of
minor mjurks is much highar
than an incident which could
result in o desth.

Rigk of serious injury or
death

Risk of other serious harm
incidants (as defined In the
Health and Safety at Work
Act),
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Further Actions Required

« [Establish a governance framework for the engagement and
management of contractors

* Enhance the safety behaviours / culture program (take it to the next
level of maturity)

e Design and implement an appropriate monitoring approach (audits
and reviews (by both external parties and leadership inspections}) and
reporting framework to ensure oversight and focus on resolving
actions

* Asset Management Planning Centre of Excellence will review Asset
Management Plans to ensure sufficient investment to minimise health
and safety risks

* Enhance understanding of key risk scenarios and commonality of
critical controls. Ensure ongoing monitoring of effectiveness of critical

_ controls,
Target Risk Rating

We take the safety of our people and the community seriously and are working hard to

reduce the likelihood of a serious harm incident. Due to the focus and definition of this risk

relating to death or a serious injury, the risk rating (and by extension the target risk rating)

can never reduce below 'High” because we consider the consequence of a death or serious
injury to be ‘catastrophic”.

ActionOwner
David Bryant (General
Manager Corporate)

High

Medium
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Risk Description Rank
HE&S - Community 2
Failure to create and maintain a safe environment for the community
leading to death or a serious hard incident.

Risk Owner David Bryant Category People
(GM Corporate)

Risk Triggers

* Inadequate understanding of the scope of HCC's health and safety responsibilities
* Failure in planning or controls

* Human error / inappropriate behaviours

® Under investment in infrastructure

Inherent Risk

CONSEQUENCE There is & very strong
relationship between the
likelihood and seventy
{conmquance) of H&S
inciklents. The likeihood of
minor injuries is much higher
than an incidant which could
tosult in w daath.

Risk of serous injury or
death

LIKELIROOD

Risk of other sericus harm
incidents {as defined in the
Health and Safety at Work
Act}.

Existing Controls and Mitigations

* Health and Safety management program

* Policy and procedures for all high risk areas
Residual Risk

CONSEQUENCE Thare isa very strong
relationzhip between the
likalihood and saventy
(conmquaence) of H&S
incidents, The likeShood of
minor mjuries is much higher
than an incident which coukd
result in » desth.

Rizk of serious injury or
death

[~
(=
<
=
-

Risk of other serious harm
incidants {as defined in the
Health and Safety at Work
Act].
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Further Actions Required

« Design and implement an appropriate monitoring approach {audits
and reviews (by both external parties and leadership inspections)) and
reporting framework to ensure oversight and focus on resolving
actions

e Asset Management Planning Centre of Excellence will review Asset
Management Plans to ensure sufficient investment to minimise health
and safety risks

* Enhance understanding of key risk scenarios and commonality of
critical controls, Ensure ongoing monitoring of effectiveness of critical
controls.

Target Risk Rating

We take the safety of our people and the community seriously and are working hard to

reduce the likelihood of a serious harm incident. Due to the focus and definition of this risk

relating to death or a seérious injury, the risk rating (and by extension the target risk rating}
can never reduce below ‘High' becausa we consider the consequence to be ‘catastrophie’,

ActionOwner
David Bryant (General
Manager Corporate)

High

Medium
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Risk Description Rank
Failure of critical assets 3
Incorrect investment (timing and/or amounts) results in the unexpected
failure of critical assets (loss of service levels).

Risk Owner Chris Allen Category Financial
(GM Gity
Infrastructure)
Risk Triggers ]

* Lack of focus on critical assets

* Financial constraints

* Inappropriate asset management maturity level for activity/poor asset management planning
discipline

* Notmeeting and maintaining asset management maturity level

¢ Governance and executive level decision making

Inherent Almost Inherent Catastrophic | Inherent Risk Extreme

Likelihood Certain Consequence Rating

Drivers . .

Safety &

Wellbeing,

Financial,

Service

Delivery,

Compliance

Social and

Cultural

Existing Controls and Mitigations

e Asset management plans prepared and overseen by the GM City Infrastructure to drive
consistency

* Asset Management Centre of Excellence is in place to drive organisational consistency of asset
management overseen by the GM City Infrastructure

* Expert peer reviews of asset management plans with a focus on identification and treatment of
critical assets

* Financial peer reviews of asset management plans’ proposed budgets

* Engagement at governance and executive level on asset management plans

Residual Unlikely | Residual Catastrophic | Residual Risk Very High

Likelihood Consequence Rating
. Drivers .

Safety &
Wellbeing,
Financial,
Service
Delivery,
Compliance
Social and
Cultural
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“Further Actions Required ActionOwner |
* Ientify critical assets providing a critical service Chris Allen {General
* Develop asset condition management strategy Manager City
* Increase detailed budget planning from 10 year to 15 year period Infrastructure)
* Complete formal asset management plan in time to inform the 10 year
plan process
e Engage independent review across all Asset Management Plans
focused on critical asset identification
* Infrastructure performance measures to enable ongoing monitoring
should be reported to the ARC,
Target Risk Rating High

Q
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Attachment 1

Risk Description Rank

Inadequate civil defence response 4

Failure to respond adequately during a civil defence emergency results in

undue harm to members of the community and delays in restoring the city

to an operational standard.

Risk Owner Kelvyn Eglinton Category Disaster Recovery
(GM City Growth)

Risk Triggers
* lLack of experience with real life emergency situations

* Turnover of trained staff

Inherent Likely Inherent Catastrophic | Inherent Risk Extreme
Likelihood Consequence Rating

@ oo e) '
Safety &

Wellbeing,
Service
Delivery,
Social,
Cultural and
Environment

Existing Controls and Mitigations
Simulation exercises are conducted every 3 months
Program of training staff to civil defence standards
Dedicated emergency operations centre
Civil Defence Standard Operating Procedures
Annual self-assessment of HCC's preparedness for a civil defence emergency
¢ __Audits from the Ministry of Civil Defence and Emergency Management every 3years
Residual Unlikely Residual Catastrophic | Residual Risk Very High
Likelihood Consequence Rating
@ Driver . O
Safety &
Wellbeing,
Service
Delivery,
Social,
Cultural and
Environment
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Further Actions Required Action Owner
* Looking to put in place a long term service relationship with the Group | Kelvyn Eglinton
Emergency Management Office (Regional Council) to provide staff to {GM City Growth)
run day to day civil defence obligations. This will provide access to best
practice thinking and training for HCC staff to help lift capability
* Review and communicate emergency response procedure to lift civil
defence awareness through the organisation
« Determine feasibility of "loaning’ relevant staff to other
districts/councils in times of emergency to build practical experience
* Develop succession plan for critical Emergency Management
knowledge
Target Risk Rating High

Audit & Risk Committee Agenda 13 September 2016- OPEN
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Attachment 1

Cyber attack

continuity.

Risk Description

Inappropriate access and/or use of Council information or ratepayer data,
or inability to operate Council systems due to a cyber-attack resulting in
reputational, legal and financial damage and potentially loss of service

Rank

Risk Owner

David Bryant
{GM Corporate)

Category

Technology/
Information/ Data
Management

Risk Triggers

* Inadequate IT security environment
* Staff not following IT security procedures

Inherent
Likelihood

Possible

O

Inherent
Consequence
Driver
Information
Management/
Information
Technology,
Service
Delivery,
Safety &
Wellbeing

Catastrophic

Inherent Risk
Rating

Existing Controls and Mitigations

«  Ability to log

Technical expertise at HCC
Data and system back ups
Technical support from key vendors - Microsoft and Fujitsu
IT Security and Information Management Policies and Procedures subject to scheduled internal
review and internal audit

External security audit and review

z in and monitor the water system remotely

Residual
Likelihood

Unlikely

Residual
Consequence
Driver
Information
Management/
Information
Technology,
Service
Delivery,
Safety &
Wellbeing

Catastrophic

Residual Risk
Rating

Very High

Audit & Risk Committee Agenda 13 September 2016- OPEN
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O

Further Actions Required Action Owner
* Enhance understanding of key activities where we need back up or David Bryant
manual intervention. Develop action plans to ensure there is a backup | (General Manager
in place for critical activities. Ensure ongoing monitoring of Corporate)
effectiveness of critical controls.
* Develop and implement procedures for monitoring unusual network
activity.
Target Risk Rating Medium
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Risk Description Rank
Reputation of Hamilton 6
Lower than desired reputation of the Hamilton contributes to sub-optimal
economic and social outcomes for the city and its community,
National reputation of Hamilton can mean:
* lack of investment in the city (e.g. Business decides to set up head
office in Tauranga rather than Hamilton).
* People don't want to move to Hamilton.
* Hamiltonians don’t feel proud of the place they live in.
Risk Owner Sean Hickey Category Reputation
{GM Strategy &
Communications)
Risk Triggers

e  Low awareness of poéitivé Ehanges in Hamilton dty.
* Low awareness of Hamilton's potential role in national growth story,
« Events that result in negative media attention,

Inherent Likely Inherent Serious Inherent Risk Very High
Likelihood Consequence Rating
@ | | O O
Social &
Cultural
Existing Controls and Mitigations

* Mayor has a good national media profile.
e Communications Plan (primarily Waikato focussed).
e Good relationships with some individual stakeholders/influencers.

Residual Likely Residual Serious Residual Risk Very High
Likelihood Consequence Rating
. Drivers O

Further Actions Required Action Owner |

« Develop a communications strategy which addresses the national Sean Hickey (General
perception, It needs to articulate how we want Hamilton to be Manager Strategy &
perceived nationally and a plan for how we go about affecting that. Communications)

* Develop and communicate the role Hamilton can play as an economic | Kelvyn Eglinton
enabler of the “national growth story” and a solution to Auckland (General Manager City
housing issues, Growth)

* Develop a Stakeholder relationship strategy and management plan to | Kelvyn Eglinton
segment and manage key customers and stakeholders. (General Manager City

Growth)
Target Risk Rating Medium

Audit & Risk Committee Agenda 13 September 2016- OPEN
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| Risk Description Rank
Poor data, analysis and response 7
Inaccurate data, weak or incorrect analysis leading to inaccurate growth
forecasts, financial modeiling and untimely responses to trends resulting in
inappropriate levels of investment in public assets.

Risk Owner Kelvyn Eglinton Category Strategic
{GM City Growth)

Risk Triggers

+ Inadequate modelling and scenario planning
* Inadequate data inputs

« Poor cross-organisational sharing of data

* Inadequate access to analytical skills

Inherent Likely Inherent Major Inherent Risk Very High
Likelihood Consequence Rating
o | @ O
Social,
Cultural and
Environment
Existing Controls and Mitigations
* Hamilton Plan is developed by the Senior Leadership Team and approved by the Council

Council Long Term Plan is developed by the Senior Leadership Team and approved by the
Council every 3 years and reviewed and audited annually
District plan renewed every 10 years and undergoes a rigorous consultation and appeal process
Future proof growth modelling around sub-regional plans are reviewed by the Executive Director
Special Projects

* Growth forecasts and modeliing around developer contributions reviewed by General Manager
City Growth

« Quarterly reviews {part of the Hamilton Urban Growth Strategy) to monitor progress against the
plan in terms of serviceable land availability. Results of the monitoring are reported through to
the Senior Leadership Team for discussion and action

« Expert peer review of asset management plans

* Use of centralised trusted data sources and access appropriately qualified data

Residual Unlikely Residual Serious Residual Risk Medium

Likelihood Consequence Rating O

Driver
O Social, O
Cultural and

Environment

14
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Further Actions Required
s [Establish a process of rigorous modelling and scenario planning
= Establish a suite of relevant, trusted data sources

Action Owner

Kelvyn Eglinton
(General Manager City
Growth)

Target Risk Rating

Medium

O
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Risk Description Rank

Failure of BCP 8

Failure of, or inadequate Business Continuity Plans (when they are

required), result in unacceptable business interruption and disrupted

customer service,

Risk Owner David Bryant Category Disaster Recovery/
{GM Corporate) Business Continuity

Risk Triggers

* Business Continuity Plans are not communicated effectively

* Untested Business Continuity Plans

* Business Continuity Plans haven't contemplated all the scenarios

* Business Continuity Plan solutions are inadequate

* Business Continuity Plans are not up to date

« Business Continuity Plans don't cover off all critical areas of the business

Inherent Likely Inherent Serious Inherent Risk Very High
Likelihood Consequence Rating
@ o @ ‘
Service
Delivery
Existing Controls and Mitigations

* Business Continuity Plans in place for all critical activities

e Business Continuity Plans are reviewed annually by Risk Manager

* Business Continuity Plans are reviewed as part of asset management planning
* Business Continuity Plans are reviewed on an ad hoc basis by Internal Audit

Residual Unlikely Residual Serious Residual Risk Medium
Likelihood Consequence Rating
0 Driver @

Service

Delivery
Further Actions Required S Action Owner
* Improve visibility and ownership of Business Continuity Plans at the David Bryant (General

Senior Leadership Team level Manager Corporate)

* Review Business Continuity Plan testing plans
Target Risk Rating Medium

Audit & Risk Committee Agenda 13 September 2016- OPEN
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Item 9

s

Hamilton City Council

Te kaunitiera o Kirkirroa

council report

Committee: Audit & Risk Committee Date: 13 September 2016

Report Name: Organisation Improvement Author: Barnaby Pace

Programme Report

Report Status Open

Strategy, Policy or Plan context Organisation Improvement Programme

Financial status

This activity is funded through the internal audit
programme.

Assessment of significance

Having regard to the decision making provisions in the
LGA 2002 and Council’s Significance Policy, a decision
in accordance with the recommendations is not
considered to have a high degree of significance

N

Purpose of the Report
To provide an update on the status of the Council’s Organisation Improvement Programme as
at June 2016.

Recommendation from Management

That the report be received

Attachments
Attachment 1 - Org Improvement Register Q4 2016

Discussion

30 items have been closed and 13 new items added since the last reporting period.

Process for Signoff and Closure of items has been discussed and approved with Audit NZ and
PWC.

There were no overdue items for this reporting period.
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Over Due

02 4 6 8 10121416 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54 56 58 60

50

mmm Completed

Completed Total

~ -
N \/
N\

= Open

® /
20

D U T T T . T T .
Feb Mar  Apr  May Ju

Jan n Jul

Signatory

Aug

Sep

Oct MNov Dec

Authoriser David Bryant, General Manager Corporate
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Attachment 1

ganisational Improvement Programme Register: Database (Open Items)

1 Commemt

0 Popa No project portfoko management framework Is  PWE Fropa Mgt

Audit Information

Agree Maragement Response

n lod

dge that a postiollom apgeoach 1o HEC projectsisthe prefecred and ideal

Improvement Action Plan

Tarpet
Completing
Dute
09/16

Action 1obe Taken Ownes

Fortiolio MNgm t Framework - Under action - PMO will be actively wocking with

Managemenmt in place. Fram ework page b crwirormsent i which to manage the organisstion's progects. Busne ss plinning and project prioritsssbon are Bur e ss bnprovement [pecfically Tares Hemmann andd Trecey Mancock | as o Manager Corporste
Framewors assesunent 20 May curtent activities that are acknowledged aswnder resoacced - recruitment has jud been successiul for the Sollow on to the O o busgness exercive 1o identify where
2024, Tim D 1415095 W of a busoe ss pl w oedadig who wik contribaste significantly to thésarea of the husdness However peogresscan be made.
thism gy not ocoes for another 12-18months A simple priceitisstion tool s s been developed |l sinesy Must be miewdinl of change “impact on the budness” s s deasaonson
Improvement Unit/PMNO combined effort ) and sccepted by SLE. The basiness planning framenork (aspart of the steps for change are peagmatic and minimise impact as possible.
Busine ss npeovem ent Unit - Organisstional Development Groep) is seen as 2 key contrbator to asasting the Portiolio Owner — Under action in relation to waork being undertaken between
orgonissBon 1o e tablsh greater sisibiity of project acSvities. Agreement isin ploce with SLT that scivities would be + B and PMO -
reviewsed in S month time periods. The Bu e 55 Planning 1ole {appointed in May 2014 wil be weking to address = Prioeitisyson componeit Under action - SUT hayve identified 21 poority peece s of
thismatter and wil continue 1o work dosely wath PMO on thes work for the 2014/15 year — on going work to continue to addre 55 priceiti sabon
is pat of the basiness planning process and will be auively masaged through
the new resource { Tracey tancock s
Update comment 30.00.16
Currantly being review bu the newly sppaimied 2MO

199 O Propct Maturity of M nl.n'liu's- recuIres Improvement PWC Propat Mgt 'ﬁndtq &2 The approach taken 1o date has been to provide & PO 1hat is “enabiing” not 'wrmolﬁug' This s been T Mbmﬂv mcv.':r‘s - Actioned and iugnr‘— with commencement of (nmmunily. PO Mana 300916 oM
Managemem Feam ework page 7 mtentional with the PM0 de sgned to address HUU sneedsin an incremental way, of practice meetings— held monthdy and coordinated by PO Corporste
Frameraork assesunemt 20 May Management arknovdedge Miat o moce deective Sne i likely to have ackioved a Tasten resull, in terms of Update commant 30.06,16

2004 Trim D-1419095 engagement with and of the PMO. However o daective approach was consdered 1o reguae o greater leyel of Qurrently being review bu the newly sppoimted PMO
stafirg than the current PO was able 1o provide Inabdity to meet demand crested by a directive approach in
U0 1o the added burden on the ogan sation This sppeoach would o eato wire conddered dgnificant ks 1o
the PO S ongoing sicoe ss
The M Policy can be revidted in Ight of the recomm endstion 10 provide direction on engagement veth the PO
ard Can b updated to nckede 3 sigle peop et lifecycle. This G be completed vithin the licst quartes 2014015
Since the commencenm st of Bes asse sen ml prooess 37 wall have completed dl e ee prop ot managen ot
motule s and & community of practice has been established, %33 emasaged thet 1his will enable o monthly forem for
PMS 1o meot on an ongoing bads The pramary obwctive & te continue 1o develop HOC' s PM capabality aod continuw
1o strengiin e PMO s vistdity and positive working relaSon g across the onganisati
Itisingended that the P in hou s Isning coutses wil contirmse, HCC bas engaged o geovider who is d o delvering i
squivalent PM teineng 1o Watkato Regaonal Coundl and We stem BOP. D wessonsbetweon the arcanging staft at =
e s Coungils Fuas Deen on e basis of smalling ooss over 1o enalile Drainiy wssons 10 he Bed, &8 goig fonwarnd
the demund will be syen with more and ssore people having been captured
Trawing 1 actively promotod via ot aeet and direct with GMs and s1all elgibde 1o undertake the mext moedulo
HREbashesm roqiested 10 sappot PM trasenng Turthwy with onsyiag new s8all vecsive infaemation conceryning #M
Practice s and U airieg oppor iuritie s ut HOC
Buddying witl he poseie once JI staff who have completed the Rainng am in 2 podticn of being confidant with
Their i w 614 s hawe had experionce and succosswith applying thees
Thee PO carrently provides a buddying servioe theough the PMO manager - sath the increasing matunity of peoject
management and Impeoved capacity with staff completing the 3 tradeing motdes and successully Implementing
opctsmore Sl will be avaable 10 parSopate i s prooss and provdde Buddying 10 new PFMY
Ideally dl UM should sodermake Module 1 - howeves the practicadity of enweing attendance shwn workboads ae
&% GREicant s they 310 will continue 10 be 3 barrier. Ongong visibdity of the walnieg I planned by PRIO 2nd actve)

205 0 Propct Sub-optimal PM oy stem s and 1ools PWE Progect Mgt Fndieg 8  Carrent tools and system s support the current reporting lramevork. Management agree that an extenson beyond Sy om s and 1ools — No activity curcently planewd — actiity highlighted above PO Mana  20Y09/16 GM
Management Framework page 13 the existing roporting strucssre will require additiona imvestment in tochevology and 1@ ources o the FMO 10 on repor teg and in conunction with Bl wil determine outcomes in this aea Corporate
Framouork assesement 20 May o erdde additional seodces. Thare ace curantdy no plans 16 extend sither,

2004, Tovm D-141909%
MS Progwect | s avaiable 10 Al tatt on the o trid e twoek — it isuniikely 1o be changed becaa se this s currently the WS Project = as Indicated in management respoose — No change In curmen
13714 w0st cost e lfoctive way of managing Soondng costs Agresment oo the what tools will mod effoctively sepport HOC Practice is emwissgod

PMs isrequiced ahead of investment in this area. Thisd soe secn will be cogoaing and held in congnction with the i

B shne 6 I peovem ent Unit as ba dne ss plinning change s are amplemented evers e next 12.18 months = P and organisationad repocting tood [s under development and antiopated for
rehaw earky 2od guanes
Upcate comment 30.06.16
Qurrently being review bu the newly appoinmed PMO

106 o vent There 15 alack of toemal raview of event planning PWC Intemal Audit  Finding 83, Managemeont are cwrently in the process of developing an Event Ordes conbematon report withen EBMS. This Marugem ent have developed an Event Ovder confinm ation report wetin GM Events  01/12/16 GM H &

Management 10 envere that appropriate wrdoes we provided  Evant Manages ent Fage 12 report vl de tadl ol sonvicos soud 1 oges st5 that the dient hasmade and vall be regeieed to be sgned off by the chiemt Ungerboeck. Thisrepodt detals 28 senvices avd Tegue a4 thas the chem has & Events
to chenta Feview and event co or dinator prios to the commencement of an event. Thes vl 35952 in ensunng that all dient reqeests made and is required 1o be sgned off by the dient and the event co ordinator  Economic
10 un13 are ralwed as service orders Thisreport is due for releass in 11 June 2013, pesar to the commencement of an event. Thes vdll asdd In enswring that al Developen
W agree with ol the other recommendations detaiked in thw outcome of the review and will be pattng together a clent reque sty 310 raed as wivice order s ent
1213 project team o aeate 3 dear and smple proce ss sippocted by a detailed checklist for our entiee event staff. The Macagem ent agrees with al of the other recommendations detailed in the

timedine for this vl be incorporated imto the overarching prograssme of changes

outcome sof the review and has put in place a groject team to reate a dear and
dmple peoce ss wpported by a detalled chackhst for cur entire event gaft. The
tmeline for this will be ncorpocated into the overarching programme of
changes

Update - 9/5/16 This will be addressed as part of H3's Quotes, EOC & Inwoice
Project and processes are 1o be developed toresclve the audit
recommendations by Decermmber 2016

This project has been pushed back due to resourging.
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195 0 De lop il appicability PWE Assesamentof  Fewding 12, Assessments are captured in » temporary database that can theoretically be linked to Authoeity Tor ceporting The current wluBions remains 51 Tor purpose winlst Surther inve stigation Chiel 01/09/16 GM Gty
Contribution aswssment s are ot captured and information Deeelopment page 8 pwrposes, howeyves o sgnificant smount of work is needed to do this and/or implement 3 more sable salation. inuesin ling whuti Firssnciad (rowth
Protessesand  on development contributions cannot be Contribuson There s a need to setup or abbe anvd wel de d roce ss for linking charge s calculated by the Updated comment 30.06.16 Officer
Controls reported on moe teviewed lor s thority. Processe s und Devedopement Contributions Mode 1o the charge ciloslanion spoead sheet aml the oniiew GIS wever, Thisvell PwC have condusted » review af the Devel openentt contribution Maodel snd

Controly, 3 Ma 2014 require o sgificant amount of work but is on hold dee Yo other peiorities. Additional e source vl be eeded if thys found it it for purposs, D-1840684
Trm D-3385227 s to be compdeted within reasonable tmeframe, As previondy reported.
13/14

19 0 Develogunem Evidence of e campilifion o Baw harges” by PWC Assosamentof  Finding 15, A are captued in & temp v database that can theore tically be finked 1o Auttsocity Tor ceporting The current swlutions remains §1Tor porpow v Berther i tigation DC Team 01/09/16 GM City
Contribution catchment has not been retsned. Development page 16 perposes, hoseever o sgnilicant amoumt of work is needed 10 do this and/or implement o more sable sokstion. continuesin modeleyg sokstions rowth
Provesses anid Contribuson There is o need to setup o repeatable and wel d d proce ss for linking chasge s calculated by the Update -17.00.16 The <D tewn s currently warking on @ business csse to
Controls Processe s and Developenent Contributions Moded 1o the chage caloslation speead dwot and the onlioe GIS viewsr, Thiswil adddrass this lssue, This d pleticn of $ie busk s end el

Controls, 3 Mar 2014 require 3 sgnificant amount of work but is on hold dee 30 other peiorities. Additional resoprce %l be reeded if this Aupast.
Trim D-A355727 ¥5 10 be comgile ted within regsonatde tene frame, As previou sy reported Updated comment 30.00.16
Pt have conducted & review of the Develcpenent contribution Madel and
13714 found It it for purposs, D-1840682
110 0 fvent Thare bs oo formadsod and indopendent fevien PWE ktemal Audit  Finding 87, As part of the over dl upgrade, peogramons management will inftiate 3 project to facdinate 1he rapet | Managens ent vill addess Thisivess as part of the overall spgrade programme  GM Bants 01/12/16 GMHI &
Management performed 10 ensire operational evet Event Manages ent Page 17 cecommendations Where posdbde we will autom se the geocesses within EBMS. The intemal event it process o of ERMS with core HOC finance systems & Events
[[ETeT duros o follvaed. Pavien stl 20 be developod and expactod to be complete by the ond of the year, Update - 9/5/16 This will be addressed as part of H3's Quotes, EOC & Inwoice  Economic
10 un 13 Projact and pe aretobed ped olve the sudit Devwlopes
dunti corns by D bar 2016 et
1213 This project has been pushed back due 10 resourging.
43 O Property, plant  inpeove the qualdity of mlorm ation in the asset Asda NZ 2018 Fmal 18 page 10 On-H060g COVBNUOUS Improvement s 30 hosag made 10 35w 1 tonm ation shem theee ae 0 wuroe s wadable 10 do npcovemonts identifiod by AECOM are incorporated in the Water, Wate s o1/0/26 GM Ciry
A eQuUIpMEnt  management vy stem by anplem ensing the Myt Repert o Thecagh the 201525 10 year plaey. Sending s 1o source allocation N been reque sted 1o enadie the serificant Wastowater, STormwater and SoldWaste AMPFS for 200545 0 addition e Manager Infastructu
Identified changes in the AFCOM repoct 19 Now 2004 Mems to be adde ssed. raft 2.1525 LTF has budget alocation iy opex 10 enabie lurther inpeovment s "
|Trim D-2678444) In the quainy of infermation.
Improvements 10 Pump S1ation aswis have boen completed, and planning 10
1415 @ 210 4 yoar impi programme for weatment plantsis

undervway.

Faltow Up comment 19.05.16

An organisational improvement plan is in place to address the quality of asset

information is the Water, Wastewater and Refuse area Coundl are focusing

resourdng an add essing the [ssue, This ssue will take the Coundl a while 1o

|address.

305 O Property, plant  Capitalise completed progects timely inthe fixed  Aedit NZ Manageoent [ 3 Staff agroe, the amount of WIP whuch should have been capealised is high. We @@ note tha the miséignment doe s Follow Up Comment 18.05.16 Financial 30/06/16 GaM

and ogquipment  asd regisie Fopect, Mach 2016 001 fe wlt ina materal misatement. An mssel =3 o al i plan has been put in place  Controlher Corporate
Business p are being improved. Thisindedes the establi of a Copetal itering Groop lead by the 10 address this Issue. The work In progress balances are belng monitored
Coporate Sorvices Manager 10 enwre dofvery of the asset programme and Its capitab athon. rmonthly with reports provided 1o stalf (theough the asset management
Counch has v b d a centre of | o aser A and one of th it taksisto i portal) and Senior Leadership Team. During our imteries visit, we
review and condder infoemation gaps in WIP or business proce sses to improve organisstional perform ance around noted there is still a number of assets that need to be capitalized and the WIP
capiral ation of assets and capitali sation, |balance is still very high. This should be completed by 30 June 2016,
106 O Property, plant  Assel Maragers provide timely information to Awdit NZ Management P2 Staff agroe, the amount of non capetall sed vested awsets on the WIP schedule ishigh. We also note that the Follow Up Comment 18.05.16 Centrefor  30Y06/16 GM
and equipment  Snance saff to ensure vested assests av Fapoct, March 2016 i sligrement does ot e ltina materlal misstatement as the s non capltallsed vested aswe1s were land whidh is An asset R plan has been put in place  Excellence Corporate
capetalised in a timely manner not deprecated. 10 address this Issue. During our first Interim visht, we (dentified that there Manager
Basine 55 proce s s are being developed. Pant of thes proce ss devel and g o 15 %0 ensure vested vested asset WIP balance was $26.8m. There stil appears 1o be an lssue
5wt Informanon ls obtaned from asset managess to enable lisatlon In a timely mannee, i |around Smely capitalisasion. However, we understand that this & a foous foe
Councll bsys s imitiated a centre of excelence approach 80 a swt mamagem ent and one of the imtial tasksisto the Coundll and we expect to see a significant reduction before 30 June 2016,
revsews and condder ink Rapsin capi von of vested assets Additional staf! rescurces are being employed 10 help with the backiog of
@ssets not being capitalised.
07 O Properey, plant  Enwire d posal and additions in the asset Andit NZ Management [ Staff agree. Honsen 8 was ooly partially operations lor parks assets in 2014/2015. From 1 Joly 2015 Hanwen 8 1s Foftow Up Comment 18.06.16 Financial  30y06/17 aM
nd equipment  management systemns are reconcided to the Fapoct, March 2010 bring wsed by Parks and Open Spaces and Hamiton Gardens Three waters reticulation asse ts vall be operstion in An asset o i fmpr plan hos been put in place  Controller Corporate
fmancial system on a monthiy basis and also 145 by the end of December. Feconclatons hetween 18 and AX financal are being prepared monthly from Jly 10 nddress this issue, Currently, monthly recondliations between the asset
formalise the process arcend d posals and 2015 j |management systems and the finance systems are not beirg performed.
capitalisationy AS we are developing new wstem s policy and procedures need (o be documented. We have idensSed that with the | Further work (s required to ensure thet the systerns are genersting datas thit
charges i reponsibdities foe the mansgement of assetindormation there is 2 need for more raring snd can bereconcled easily on a frequent basks 5o this process Is not time
devetopment of formal polides consuming and ditficut.

e O Property, plat Enwire all parksgaedens snd building asets are  Andit NZ Manapement " Staft sgree. Councl isin the develop sage ofimpl ting mew system s and plan to have all out parks, Follow Up comment 18,085,160 NSO Y0617 oM
and equipment  added to the Hansen 8 system s nfornation is. Repoet, March 2016 gardens and bulding aswets data held in Hansen 2 Zoo anime endosures have been added to Hansen B There are s9 some Community

all contaimed with one 4 st saragement Cowndil baswitiasted o contre of ] peeoach 1o assel g and one of the iritial tasks is 1o review parks and porcen nisets that are being d on e peesds

wystem and congder mlomation gaps in appropriate sy ems Staff need to be provided training on how to use the Hansen B system prior 1o
|transterring the remaining asset data over. Unt! shis s completed, staff will
|comtinue to records suet dista using the current systers. |mpraversent in
quality and cormpletaness of asset deta remains o focus for the Coundil,

100 O Ststement of Adopt appropriate processes to ensure that the  Andint NZ Management (43 Staff agroe. To acheeve this we will implement a busne ss proce ss 1o revsew and audit ssvice performance data NO IN0B/17 GM Stategy
Servioe e vathin the Hansen B systent is scourae amnd  Repoet, Miech 2016 within Hinsen to provide eddence of dats iefiace. ; a
Performance can be relied upon for reponting purposes Commurscst

lons
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s O Othert lesy Wt el eveen pesormed over H3 S revenun Awdit NZ Management " SAMT e e and the newly appointed H3 finance Marger wil be acdiress e mattes s s foflows Foflow Up commaent 105,16 NGO 06T GMHIE
sgnificant and expenditure wtems 1o ensare adequate Frpoct, March 2016 Anmtegratiry Comrol registes vall be et ablished within 13 Group to manage the recording of key miegrity checks. From our review of the revenue systems ot HiL we have (densified thet Lventy
mattes controlsare in place Thiswill be reportedto management as a part of the regualr imtemal reporting. management do not see any risks around Involces not being Independently

mewhmwamwnwmwumam

d ) d Thisks® every Invalce or new debtor Is
wmd bv s and s would lain Is the
|Invaicad would be Incorrect,
We have noted thet for refunds & formal form bs now required to be

and suth d price to pay
Froen our review of the sxpanditire system &1 N3, we hve idetified o
|eraditor masterfile change repart s not Being run or independently reviewnd,
We noted a creditors was processed by M3 from instruction that had been
ived from the p nent team. This had not been signed off by the

|procarement manager,
We mwmm nwvdluﬁwu-b“vmdlndhmbom
ind the revi Wit hot sigring or dating the
mmwmm‘r timadiness of the review,

36 O Otfwy lesy Faview of HE's year-ond proceswe s 10 wnwire 1hat Audit NZ Management "~ Tt (econchog of i g ech in th imecicing and p plans which ace Feked 1o cantiacts, Brough the Fallaw Up commant 18.05,16 N/O o617 GMHI R
sgnificant ot -off is pesformed correctly and revenee is Frpoct, Maech 2016 umaboe(ln wystem, H3 Group will revies: ot each sagor pesiod Event bookings and, where matesiol, will scorue the H3 imtand to parform their cwn yesr-end processas to snsurs thit cut-off i fvents
mates Tecognised in the appropeiate peviod PP |and vy o costs) in the spgeopeiate perdod. This vl forss past of the ha year and T d correcty and revenue is recogrised in the appropriate period. We

Yo el OIOCe sy v‘MlMtdufnw final sudit vist.
) O (TControly el the process lor sdding, snending and Andit NZ Maragement "~ Thw on-boar ding, and ofl-bow ding process generdlly workswells This pueSionslr ecample Blly outside the noem. An Follaw up camment 19.05.16 o Iyoe7 oM
1008 0Vng user' soetwork acoess Fopoxt, Mach 2016 UL has heen completed 10 ensure no other anomales Cowncil |sime ging @ furhtor autom ation 1o reduce the We noted that the process for adding and removing users is 1l not alwarys Cofporate
posshility of this hagpenng aan being foliowed crectly. We wers unable 10 canfirm tha access had been
remoyved pramptly when twe Group Managers lnft this yasr,
|Ancther Sxed term persen had not had her access removed due ta IT not
baing notified,
1y O Generalledger  From our review of monthly reconcitations, we  Awdat N2 Fact Sheet P1% Based on our review of the sup acccumt reconciati we have identified that these were sither not peepared| Foffow up comment 30.06.10 financial 10716 (8]
reconikutions  identified the folovwiy: HOC ¥terin Ageil 2006 i timedy munnes or not teviesed dependently, We noted the December 2015 reconcifiation lad not been |Manugersent Is current in the process of reviewing Inteckm sction ltermssnd  Controller Cotporse
. The wpernse accountswere not prepared untd Febeuary 2016 and was not indepeadently reviened. The Febeuary 2016 vweas not independently |formulmting actioms for the next Audt NZ update report,
always prepared or when they were prepared revieveed uotd April 2016
Hhury were not dhwares dated so we coull
evidence the imefine ss of the review, Thew The ﬁud-mc ucmniunm were onfy prepared for Rovember 2015 and March 2016, These reconclistion bad

24 O Tranportagen T T Asda N2 Fact Shoet [Z3) We mu Tollow upa vuum whwthir areviow cves Dowrer perfocimance kformation seess has heen complated. Faflow Lp comment 30.06.16 N/O Y0617 GMiny

Meamre ;’(’:"‘f:"’ peagoTipa/mant kand risms HCC nterim sl 2016 b current in th, of revfewing Interim acticn ftems and Infastructur
We recomm ended the Oty Councd ensure sthe frmbatin g uctices for She e Auds 2z updateYeery. 2
independent audit incledes 2 review of the
Dowvner's performance infoemation

Lined

326 O Ministry of W Contirwe 10 ote lt-(‘fl-v?ouulllnum Aotk NZ T3t Shoot (723 W vl folkos wp 3 ywar-end adsether a roview over e 330000 E aeoral has heen cosgdeted. Edawwmmm Q08,16 NO 0617 OM City
Tranwport outsandbng payvabde 10 My of Transport Jor  HOC fterim Ageil 2006 s current in th of reviewing Intecim sction tems and Infrasiructu
Accweal traffic infrimgements payable 10 the Mini sry that Mcmmhthnmnmmmm 3

wire collectod from the public try thw Councl
Thee anmoent thist s been acaued is $1.25
mlliort weciuded in this, i an amourst of $1.1
mdlion which eelates 1o pedodsbetwenn 2006
and 2010

28 O ITisae - We noted durkg our reviow of Dynamics AX Asda NZ Fact Shoot P25 Follow up comment 30.06.16 NO Y0617 oM
Drpnamics AX Bl wyem w00 s mat ey ware Lalf HOC bteren Agell 2016 s cuwrremt inthep of rediewing imecim sction terns and Corporate

wser profiles who had been assigaed incorrect peofilesin the
wystom and stalf who had left bat not removed.
Wo aso noted that staft are disabled in the
st But 0ot sessorend wihwis My brace the
council and that the workfow which manages

" A 3t th

*ppi

ramu' Decau s vl drange s i not been
updated In the workflow system,

We discussed these with the Procurement
AManages and comections hase oo bee made

10 the profike s

We under stand that ssatf aa working 1o coarect

the workflow for o

Ll

Impcovements need 1o be made to procedures

Sou adding and removieg U s and managng
Mesmthemru chant and workflow for

i

Givon the amount of change that coundll has
undergooe recently, a full reviews of all roles
shoald be performed in Dynamics AX and

Aatholty,

|fomaulating actions for the net Audt NZ update regort,
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39 1T iswe - No We have noted in poor yess that Coend has Mt NZ Fact Stet (223 The 1T ORF is wveni Sy fina® sation vath e pending changes 10 Deskiog asa service, and smver hovting redendancy TRaow up comment 300816 06,17 ]
Orgnaisstional inued to defer the devel ool testing HOT Wferam Ageil 2006 service s ot enily under negotiation with Fajtsu and Aowre, B ourent inthep of reviewing Interim sction fterms and Corporate
Bainsess of an organisationa Do siness Continuity Plan and During the year the Ansre datacentre wosdoan for one day and there was no backup service available to the |formulmting actions for the next Audt NZ update report.
Contiowity Mae  an 1T Disaster Becovery Man counil
o 1T Disaster Responsitality for Qugars sstional Busness Continuity lies with another ared within councl,
Recovery Plan  We contirme 1o recommeend that Councl We contiree to 1ecommmend that counal d: ps ol tedds isational by sne ol IF disaster
prionitiee s development s testing of recovmy plind
Orguew | B sirve 53 Contimaty and (T
Disaster Becovery plans
Ugpease in 2015, The peoge ot 10 oulsomsece @ IT
wpport and dotacentie hosing to Fujitsn, will
Inctude development of pew 1T (8 syster
Facounty Management systems ant procs s s
330 T isaio - M DB R At N2 Fact Shoot (53] [Feliow up commant 300636 0617 G
Hecor ding of 1T 'm’m:";"?;“;:‘ﬂ':ﬁm‘_? HEE wterim Ageil 2016 ™ b currant b th of ravlewing Intarim action fterns and Corporate
m‘m:: belng updsted with Anti-irus software and may furmulmting sctions for the next Audt NI updete report,
1ot be patched on a regola bass
Fujitsy have acmovdedged this and are veorking
on apropct 1o mprove asset recording and
reporting
Thisis part of the project 10 move to Deskinp as
T 1T bswie - Regabar Notht NE Fact Sheet (3 Falow up comment 3.06.10 Y0617 @]
patching of The monthiy bugtss report contains HOC imteram Ageil 2006 |Management ks current In the process of reviewdng interim acticon ftems and Corporate
councils desktops incons sencesin numbers of IT assets owned by 4 actions for the next Aud't NZ update report.
council, raring the risk that not ol IT devices we
heing updated with Amti-Virus software and may
not be patched on a regular basis
Fujitsn have acknovdedged this s are working
on 3 geojct 1o mmprove asset recoeding and
reporting
Thisis part of the project so mow 1o Deskiop ay
4 Service
Prionty should continue to be grven tn ensuting
all Comncits desktops ane recorded, managed aned
patod with Anti Views updates and patches
337 Crediton The crecitor mastesfle change report (o be Audit 82 Interm " Fallow up cormment 050716 w0 GM
masterfie updsted 1o mckede the ratere of changes o Tl management report Managerent Is current In the process of reviewing Interim action fterms and Corporate
change repant  Itcan b reviewnd Tor reasonabloness AF pww on the audr of formulating ections for the net Audt NZ update report,
spgdier changes anid bank stooont chrge s Hamiton Gty Connd
independently revievsed against supporting for the year ended 30
docums wtation lune 2006
338 Creditor Wovw Gapplior fomm s apptmd by B Audit N2 ntoremn (@ Falow e commant 05.0716 WD G
mistor e PEOCUERMENE manager prion 1o o dungesmade At ent i port |Managemant is current in the process of reviewing interim action iterms end Corporate
change made i the system, on the audt of |farmulming sctions for the net Audit NZ updete report,
withoet prioe Hamiron Gty Councl
appeoval for the year ended 30
June 2016
£V Adoption of Thw Lemsdative Complisce Policy formally Audic M2 Interan " Fallow up comment 05.07.16 w0 GM
Wogistasve approved by Council and made avafable 1o stalt  management report Management is current in the process of reviewing interim action iterns and Corporate
LR the 018 on the sudr of foemulming acticen for the next AuSt NZ update report,
pokey Hamdton Gty Conrnd
for the year ended 30
lunw 2016
g2 Revlow of o of the recent change s in exganésational Audit N2 Intorm r Follow up comment 05.07.16 wo GM
gl and appoi of nevs key ANt eport Managersent is current in the process of reviewing irterim action iterns end Cotporate
compliance persanned, Coundcd to consder atevew of on the sudt of formulming actions for the next Audt NZ update report.
1espongbiliny lagsdative requikements applicabile to Hamilton  Hamiton Gity Councd
Cony Coundil and condador wirys bo ¢ e that for the year ended 30
stalf are aware, and take owner ship, of Tune 2006
responsbiize s apphcable Lo them.
EX3 ) [+ s AxX mpe made 10 the intermal conrod Audit N2 Intoram P2 Follow up comment 05.07.16 ND oM
wser profiles proceduresfor adding and remeving users and  management report Management Is current in the process of reviewing interim acticn items and Corporase

implemeont procedures 1o manage changes 1o on the sudt of
| d authoeities in the AX irs City Councl
system. foe the year ended 30
June 2016

formulaning actions for the nest Audt NZ update report,
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ER N Recording of T Prionty given 1o ensure St ol Comndil's AUt 82 interan s Fallow wp comment 05.07.18 No oM
st and ther  desktops are recorded. managed and updated marnagement report \Managerant Is current In the process of reviewing Intecim sction terms and Corporate
avtrines status  with anti- wrns updates on the audit of \formutming actions for the next Audt NZ update report.

Hamiton Gy Councd
o for the year ended 30
lune 2016

13 Regular hin ) ching of de ktopsr dto Audit N2 Interan 23 Follow up comment 050716 D GM

of City Coenclis  enwire impeoved seaurity to the Clty Counal management report Management is current in the process of resfewing interim action Items and Corporate
O dew ! on the sudt of & actions for the next Audt NZ update report.

Mﬂm Gty (oumd
44 Astrategy for the A strategy document ("Operationad Propesty Plan M( fatenal Audl 1] Management hoekd refred the Grategy document and cleaty deline the strategc ebpctives and the strategy 1o be) A Straregsc Plan for the management of Councd’s propesty will be developed  Stiatogic N11/16  GM Strategy
e of S Hassiton Ciry Cownx i) was dafted ie in Smaegic leaw ToBowwd for groper Ty manag activities Induding & posal and mun Propenty acguidton Once developed, and sbwsitted 10 Councl for approval, Progerty &

strategid lease  March 2011 Thes document inclsded objectves Property Frocess the sirategy should be submated 1o Coundl for approv and ingdy Unit Commurscat
o PIOpU S0 for propesty management acthisies and 3 Assesauant Thw strategic objective s delined loc the SPU dhould Align 1o the strategy and leng torm goals of the Coundl Manager o

hoskd be strategy 1or achiveing tha s objectives. Howover Exampdo s of srategio s thal could be employed indude:

developed and  itwas oot pee wnted 1 Coundil o spgeoved. 1. Mantemance nl-l Passhe uwﬂw’ulmm W TH & Tae et return oo investnint of dround 9-12% (wrgew ed)

344 Property PG ntermal Audit 12 M imph ncndc reporting on property performs ance atindsidoal property level. dividual property perf metrics vall be developed together with a Sratepc I11/16 OM Strategy
performance Thete is mived Torm dised monitoring and Strateghc Lease Performance tegort|s) should be revieveed on aregular bads to assesswhere indwidoa properties are not regubar revew schedule in cony jon with the devek of an overdl Property &
showld be reporting of proper ty pesformance al an Froperty Frocess petfoeming 1o expectation. Thes assesyment shoukd indoem decisions 1o divest or irvest barther capitaf (e, through property sategy Unit Lommurécat
monitored at an  individual property kvel Assesgment renovations) to improve the propesty syield or overall abikty to achieve its set targets Marager ons
ndwdod W aknosdedge that oves all bu diwss soit To facilitate the objective review of property perform ance, shoud ader impl W and
property vl performance i reported regulirly, The srategic meawring perlormante aganst defined Krs

O onarvegular and  loase property postolio is & w redened by the
ongoing bads  SPU every thee pear s a8 3 part of the gracess ol
developing and updating the coundl's 10 Yew
Flan. During mis roview, indeddua properties are
assissad 10 determine if shey should be sold o
retained 3 paet of the Coundl’ speoperty
port tolia

144 The SPU shoeld  The Council s deleganons of authority policy PWC termal Aucit 1= Whale we dge el were blished asaresult olpmvdeddmsm wverd veusgn!hl The appeoval proce ss and delegations will be rewiened o coninchion with the  Strategic IN11/16 OM Strategy
Do Tunhwey states that authonistion must be granied by Strategic Leaw ended with untlund oulcomes, it may now be time for 10 Consid development of w overal propesty Srategy Progrerty 1)
enabled 1o Comx i s Fimance Committes for the sde, Property frocess virwctaress (o, # the Coondl s property portiolio doeld be mesaged by o CCO) which vill allow negotistions o be Unit Commumicat
wnder take purchase of groperty, wnd for entering into o Assessment wnder taken m o commercial mannes. Manager 0oy

iaf and ity beaw 17 10w eexisting structeee is denmed 1o be wppeopwiate, mirg 1t dronkd cons W Uhe gt ol process
o Uedsve Tor evegotiativg progeer by Iransec tions [inchiding property pocchase s or sales] 1o ensble 12 ponsive negolistions.
negotiations with Additiorsty, maugement dould congder if the spproval proce ss and authodity delegations for the negotistion of
Tegieds o the peopeee by celated Dansactions ould be moded to allow price negotiations vathin & defined thee dwold 1o skt
purchase, sbe vahee,
o leasng of
PP Ty

347 Maoritonng Appr ol controls are in place across stralegc PWC el Audit r11 iors iy vall be devedoped sl imple d asrec ded 10 Stisten IN116 OM Strateay
controls should  10ase property M aagemont proce sses 1o nai e Strategic leaw anaie nm al b s higew Doy wq-lamy approend and on-going wase Property B
Deimplomented  1hat Transactions entered inlo we sppeoprisle Property Frocess anagern e is per formsed indine with prooess Unit Commuricat
10 ensure Nowwu we identibed that there are no Asyessment Managet oy
apertional lised datoctive 0 place to sdontity
Hoper Ty wheee aggrovals e 0ot been obtained s
madgement  equired by HOC processe s and proceduces.

PLOCRSSS e

Toliowwd

o Management shoedd implem ent detectho controd s to Idenssy leases where all ecessiry ops haw not occuned

For example:
1. Amonthly review should be performed to ldenl“c all mew beaswe lraemmu entered mio. For all identified new
loase s, manag shoukd I dence that bs have been appropriately cbtaned.
Lmawwmn-m-mlmm:kdlumﬂed ing lease ag: s for the ded
apreements, should " d evik that lease [ have been
fobowed.
Lvidenice of the revievsperformed should be docemented and retained.

348 Budgeting We were advsed that 3 finandal per formance PWC nternal Audit P12 Management shosld coneder setting property by property pesform ance targets based on indiiduad budgetsand ndividual property badgets wik be developed In corunction with the Counal’s  Strategic 1116 GM Strategy
aswmptions taget Is st for the overadl SPU each year dunieg Strategic leaw Fvoauited JUmMpoons. annual budget cycle. Properey &

° ol be HOC' s annuad budgeting process However, wo Propesty Process Unit Commuricat
consdesed atan identified tst indadual property by property Assessnent Manager oo
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p Hamilton City Council

Te kaunitiera o Kirkirroa

council report

Committee: Audit & Risk Committee Date: 13 September 2016

Report Name: 2015/16 Health and Safety Author: Tracey Stevenson

Annual Report

Status Open
Strategy, Policy or Plan context Health and Safety annual report
Financial status Budget allocated from operational budgets.

Assessment of significance

Having regard to the decision making provisions in the
LGA 2002 and Councils Significance Policy, a decision in
accordance with the recommendations is/is not
considered to have a high degree of significance

1.

Purpose of the Report
This report provides the Audit and Risk Committee with an update against the 2015/16 Health
and Safety key performance indicators and activity.

Recommendation

That the report be received.

Attachments
Attachment 1 - Annual Report - Health and Safety - 2015/16

Discussion

The 2015/16 year’s results are mixed. There has been reduction in the number of injuries
across Council but an increase in the severity. This has resulted in increased lost time overall
and one fatality.

Additional resources were allocated to the Health & Safety team in 2015/16 to support
improvements in Council’s Health & Safety performance and risk culture.

The Health and Safety at Work Act (2015) came into effect on 4 April 2016 replacing the Health
and Safety in Employment Act 1992. This represented a major change to New Zealand’s health
and safety legislation. Workshops were conducted to educate Council staff on these changes to
ensure all staff understands their role and responsibilities under the new Act. Further training
material was also provided to staff to reinforce this training. Council’s system and processes
have been updated to reflect the legislative change.

Further workshops are planned in October focusing on critical risk management using a “Bow
Tie” methodology. This process identifies critical risks and controls to prevent the risk
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eventuating. Additionally mitigation actions are identified to reduce the consequence should
the risk eventuate.

10. The Waikato Local Authority Shared Services (LASS) Health and Safety Working Party has
identified several projects which include a contractor pre-qualification scheme, combined
training initiatives and a collaboration portal through Bay of Plenty LASS to share health and
safety documentation.

Signatory

Authoriser David Bryant, General Manager Corporate
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1.0 Executive Summary

The Health and Safety Unit has had a significant year which has seen a substantial amount of work
undertaken. This includes leading the investigation into the fatality at the Zoo in September 2015, the
introduction of the Health and Safety at Work Act 2015 and new regulations in April, participation and
leadership in projects/initiatives identified through the Waikato Local Authority Shared Services (LASS)
Health and Safety Working Party and development of a revised Health and Safety Management System
along with business as usual which has put the unit under substantial pressure at times to deliver its
outcomes while supporting and advising across the organisation.

The new Health and Safety Management System is being developed to align with national and international
industry best practice, with the development of a suite of standards and tools to enable operational units
to align their practices and provide the Senior Leadership Team with an assurance of a consistent approach
to managing critical risks.

The Health and Safety policy has been updated and approved to reflect new responsibilities and obligations
under the Health and Safety at Work Act 2015, supporting regulations, ACC’'s Workplace Safety
Management Practices programme and reflects international best practice. This policy has been through a
consultation process with management and staff, with feedback received and considered. It has also been
reviewed and approved by Tompkins Wake to ensure it meets the requirements of the Health and Safety at
Work Act 2015.

The health and safety engagement and participation structure currently in place, specifically the Health and
Safety Group Committees, has contributed to an improved health and safety culture. Senior leaders are
developing relationships with health and safety representatives and have improved visibility of the issues
and improvement opportunities within their business.

The Health and Safety Unit has had approval for two additional positions to support the organisation in
meeting its legislative obligations. Successful recruitment for the additional Health and Safety Advisor
position was made in April and a secondment was made to the Health and Safety Administrator position.
This position has been approved as permanent in the next financial year.

Summary of Key Performance Indicators (KPls)

The 15/16 medical treatment injuries have reduced by 16 from the previous year from 69 to 53, which is a
significant decrease. However, there has been an increase in the number of lost time injuries, which
indicates the severity of harm has increased and/or stay at work rehabilitation plans have not been
managed. There will be focus made on injury management during the next twelve months to ensure
managers understand rehabilitation processes.
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Key Performance Indicators

2.1 Definitions

Lost Time Injury — work related injury/illness resulting in a whole shift off work

Lost Time Injury Frequency Rate — frequency rate of lost time injuries/illnesses that occur for
every 200,000 hours worked

Near Hit — event, under different circumstances, could have caused an injury or damage
Corrective actions — actions identified to prevent harm/damage and comply with legislation
Observations/Audits — inspections and observations carried out by Council workers in the
workplace, whether scheduled or sighted as part of a walk through

Lead Indicators

Leading performance indicators are used to monitor the effectiveness of control systems and
give advance warning of any developing weaknesses before problems occur. They can show the
condition of our systems before harm, damage or failure occurs and will help us to respond to
changing circumstances to avoid unwanted outcomes. Conducting observations and
inspections, reviews of near hits and monitoring the implementation of hazard controls will
provide management with assurances that the Health and Safety Management System is being
effectively implemented.

Lag Indicators

Lagging performance indicators show us what the final outcomes are from our business
activities, however, may not provide enough information to guide our actions and ensure
success. There is usually delay between information being received and us responding.

Notifiable Event [lag) — [2x serious harms, 1x fatality)

n Lost time injuries(lag)
' 139 First id (lag)
_ No Treatment [lag)

201415 2015/16

Figure 1: Performance Indicators for Incidents year end 30 June 2016.

2.2 Analysis and commentary
Serious Harm
In 2015/16 there were three serious harm injuries reported to WorkSafe New Zealand relating
to workers:
1. Laceration to right foot from a crowbar whilst breaking out asbestos cement pipe,
resulting in an overnight stay in Waikato Hospital and six days off work.
2. Tiger incident resulting in a fatality.
3. Broken bone in foot when stepping on acorns. This injury resulted in fourteen days off
work and a return to work plan was developed.
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An internal investigation was carried out on item 2 by the Health and Safety unit, with 21
recommended preventative/corrective actions identified. An external investigation was carried
out by WorkSafe New Zealand, which resulted in a prosecution for failing to identify a hazard
that caused serious harm to worker.

All serious harm injuries were internally investigated to identify the root cause of the incident.
The root causes of the above have been categorised as:

1. Procedures not followed

2.  Work practices, engineering controls

3. Risk assessment, hazard not identified

Lost Time Injuries

Lost Time Injuries are medical treatment injuries that have resulted in at least one whole
shift/day off work due to a work related injury. The total of 31 lost time injuries is an increase
on the previous year by nine. Six of these have resulted in seven days or more off work.

Lost Time Injuries/llinesses

Jan Feb Mar A

Jul Aug Sept  Oct Nov  Dec

o B N W b~ U O N

pr May  Jun

m 2014/15 m2015/16

Figure 2: Lost time injuries/illnesses 2014/15 and 2015/16

Lost Time Injuries Frequency Rate
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Figure 3: Lost time injuries are injuries/illnesses that have resulted in a whole shift off work. Lost time frequency rates (LTIFR) are a
rolling average based on 200,000 hours worked to enable benchmarking against the Business Leaders’ Health and Safety Forum
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Medical Treatment Injuries

2015/16 has seen another reduction from previous years, with 53 injuries receiving medical
treatment, compared to 69 in 2014/15, 84 in 2013/14 and 92 in 2012/13. A significant number
of these continue to be precautionary visits, for example bee stings or rose thorn puncture
wounds, which often result in first aid or no medical treatment. These have prompted
discussions to consider redefining “medical treatment injuries”.

ACC - Experience Rating

Experience rating takes into account a business’s ACC claims history when calculating its levies.
Under the experience rating framework, employers who have lower-than-average injury rates,
with better-than-average rehabilitation or return to work rates, may receive a discount on their
ACC work levy. Those with worse-than-average claims experience may receive a loading on
their levy.

The graph (Figure 4) shows the trending of Council’s experience rating discounts/loadings
received since ACC commenced with the Experience Rating Scheme.

ACC Experiencing Rating

10
NS
£ 5 N
>
2 \
o 0
% . j /
£ \ /
el

-10
3 N
- 15

2011 2012 2013 2014 2015 2016

= | 0ading/Discount % 6.35 -0.15 -1.06 -12.31 -5.94 -2.06

Figure 4: 2011 — 2016 ACC Experience Rating Results (loading and discount percentages received from ACC for experience rating)

The above lost time injuries and the fatality may affect our Experience Rating levy over the next
three years. While, the frequency rate for lost time injuries is continuing to stay stable at 3, we
cannot forecast these costs as the loadings/discounts are also based on the performance of our
industry peers.

2015 saw Council drop to a 5.94% discount on the 2015/16 levies invoice. The reduction in
discounts has continued in 2016, being 2.06% which has equated to a discount of $7,485 in the
16/17 levies. The maximum possible loading/discount will be up to +75%/-50% of Council’s
standard industry levy rate.

Cover Year Total Work Claims Number of Medical ACC Days Paid
Ending 31 March Accepted Claims > $500
2014 74 8 544
2015 84 17 213
2016 79 11 375

Table 1: ACC Experience Rating claims data
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3.0

ACC use the previous three years of claims history to calculate the levy discount/loading. The
figures are impacted by the number of claims lodged by Council workers that have resulted in
medical treatment exceeding $500 per claim or the claimant has received compensation due to
being off work for seven days or more (with a cut-off at 365 days).

Benchmarking

Benchmarking against the Business Leaders’ Health and Safety Forum now sees us in a much
more favourable position. From January 2013 to December 2015, the Forum reported a slight
LTIFR increase from 1.6 to 1.66 (lost time injuries per 200,000 hours worked).

The introduction of ACC’s Experience Rating system in 2011, has given us the ability to compare
with our industry peers. Council’'s performance against our industry peers will result in a
discount or loading dependent on the national averages. Council has been trending downward
in relation to the number of claims accepted and the cost of treatment. However, the number
of compensation days has increased from the previous year, which indicates that, either the
‘return to’ or ‘stay at work’ plans are not being actively or consistently implemented or
managed.

Near Hit Reporting
We continue to encourage near hit recording and reporting. The benefits of management
knowing of near hits include:

1. enabling pro-active control of hazards before a tragic or costly incident occurs,

2. opportunities for engagement (of all workers at all levels) in solving problems,
3. increasing health and safety ownership and reinforces workers’ self-esteem,
4. exposure of valuable information that otherwise might not be discussed,

5. contribution to a positive health and safety culture.

The organisational target of 883 near hits was achieved for 2015/16. This is the first time this
key performance indicator has been achieved in the last three years and provides a quantitative
indication that workers feel safe reporting near hits and understand the benefit of reporting
them. These are investigated by Team Leaders/Supervisors with preventative actions identified
and implemented.

Activities

3.1 Audits and Reviews

An external audit schedule has been implemented, focussing on operational areas with activities
associated with our organisational critical risks, which will be conducted monthly. Three have
been completed at the time of this report at Hamilton Gardens, Claudelands and Stadia. There
were no significant issues or non-compliances identified.

Workplace inspections are scheduled to occur throughout the year. Health and Safety
Representatives carry out at least one inspection per year. They involve a walk-around of each
facility/workplace across council, working through a checklist to identify any uncontrolled
hazards, expired certifications and the level of health and safety knowledge held by workers.
Representatives completed 23 inspections across Council this year, with 33 non-compliances
identified. The majority of these related to low-medium risks. All inspections are recorded in
Vault, with non-compliances assigned to managers to rectify and close out.
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The ACC Workplace Safe Management Practice (WSMP) external audit was carried out in April.
The audit involved the requirement of evidence to show the management system was being
implemented at a site nominated by ACC. This year Waterworld was selected by ACC as the
area of focus for the audit. Evidence was insufficient to retain the Tertiary status, which
resulted in the organisation being accredited with secondary. The ACC levy discount we will
now receive as a result in this decrease in status from Tertiary to Secondary will be from 20% to
15%.

3.2 Harassment and Bullying monitoring
Council has a zero tolerance approach to bullying and harassment in the workplace. All
allegations are taken seriously. Reporting of alleged bullying and harassment occurrences are
captured and categorised by:

1. Peer support contact (early intervention)

2. Informal reports (investigated internally)

3. Formal reports (investigated externally)

The peer support network is a group of trained workers that can advise on options to those who
feel that they may have been bullied or harassed. Five peer support reports were received from
the peer support network during the 2015/16 year. This provided opportunity for early
intervention methods to be applied. It has been pleasing to see that this group is also being
approached by staff about other wellbeing matters affecting our people. This continues to
highlight the level of trust that the peer support have developed. This is a fully confidential
programme and we are unable to identify who uses this service. After receiving education and
support from a peer support member, the worker may address the respondent, resolving the
matter or decide that there is not an issue of bullying or may choose to raise an informal or
formal complaint and therefore may be counted more than once in our statistics.

Informal reports are from workers who have raised an issue with their manager or Human
Resources Advisor. These people have asked that the behaviour stops and do not wish for a
formal investigation to take place. Six people have raised an informal complaint. Actions for an
informal complaint are most likely to include a facilitated meeting between the parties, where
desired outcomes are usually achieved for both parties.

Formal reports relate to a written complaint regarding a bullying, harassment or conflict issue.
There were three formal complaints during the year all of which were investigated. One of
these cases resulted in disciplinary action being taken and the respondent being removed from
the workplace. Some required corrective actions around their general behaviour towards
others which was addressed by one-on-one coaching. Research shows that bullying has a high
threshold. Many complaints are about unacceptable behaviour that needs to be addressed and
stopped before it becomes bullying.

Peer Support reports - Nature of Complaint
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5.0

Figure 5: Graph showing types of complaints received of alleged unacceptable behaviours

3.3 Waikato Local Authority Shared Services (LASS)

The Waikato LASS Health and Safety working party continues to function well, with ongoing
initiatives identified to provide a consistent approach by all participating Councils and to share
resources.

The first major project is the development of a contractor health and safety pre-qualification
scheme. The project aim is to identify services to share that recognise best practice within local
government, and allow local authorities to assess contractor capabilities in their health and
safety practices so that we meet with legislative compliance.

This project is now well underway, with an IT vendor currently developing an online system for
contractors to submit their application and once pre-qualified, be listed in the online database.
This will assist in giving us assurance on contractor health and safety systems, and contractors
only need to apply once to be pre-qualified for all Councils in the group.

Another significant cost savings initiative was to obtain a pricing proposal with one training
provider to deliver specialist health and safety training eg first aid, working at height. The
pricing was offered to Waikato and Bay of Plenty LASS. These proposals have been accepted,
with master agreements to be put in place for both LASS’ enabling all Councils to have access to
reduced training rates and combine attendees to fill courses.

Other projects include:

- Combined trainings

- Health and Safety Committee Terms of Reference

- Vault responsiveness

- Collaboration portal

- Standardised Key Performance Measures (KPI’s) and Personal Performance Measures
(PPI’s)

- Standard governance and reporting measures.

Monitoring

41 Observations and audits

There has been a focus and drive on workplace/worksite audits, inspections and safety
observations throughout 2015/16. These have highlighted improvement opportunities and non-
compliance which has enabled Council to take action before harm or damage has occurred. The
majority of non-compliances related to poor housekeeping.

4.2 Drugs and alcohol

A number of drug and alcohol tests have been carried out, following the occurrence of incidents,
or reasonable cause. All workers that returned a positive were given the opportunity to sign
onto the voluntary rehabilitation programme.

The Drug and Alcohol Policy is currently under review, with ‘random testing’ of “safety sensitive
areas” to be included into the policy. Unions and workers will be consulted on any changes and
a legal review will occur before it will be approved by the Senior Leadership Team.

Committees
5.1 Worker participation system agreement
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Council had a Worker Participation System Agreement with PSA, First Union and AWUNZ. This
agreement was due to be reviewed in June 2015. However, the unions and Council have agreed
to not review this as it is now covered comprehensively in the new health and safety legislation
regulations and the soon to be released Current Best Practice - Worker Engagement.

5.2 Health and Safety Leadership Committee

This committee is made up of the Chief Executive, General Manager Corporate, General
Manager Growth, General Manager Infrastructure, Health and Safety Manager, People and
Culture Manager, General Manager Community, with the Chief Executive chairing the meetings.
The purpose of this group is to provide health and safety leadership and meet tri-monthly. The
committee approve key projects that align with the health and safety organisational strategy,
monitor issues involving critical risks and review health and safety performance.

5.3 Health and Safety Leadership Committee and Unions

The Health and Safety Leadership Committee meets formally with the three Unions (as per 5.1)
represented in Council twice a year. This has been beneficial in keeping unions up to date with
health and safety projects and enabling them to support what Council is doing in this area.

5.4 Health and Safety Group Committees
The five established Health and Safety Committees have been operating very well with the
following benefits being:
e the topics/issues/initiatives discussed/identified at meetings are relevant to the group
and their business activities/risks
e General Managers have visibility and understanding of operational risks/issues in their
group
e improved communications between staff and management around health and safety
matters
e improved compliance around committees and worker participation legislative
requirements.

Wellbeing

6.1 Wellbeing Programme

Council offers a range of benefits and initiatives that contribute to the wellbeing programme.
These include flu vaccinations, peer support programme, Employees Assistance Programme and
participation in national/regional campaigns e.g. Mental Health Awareness Week, Bike Wise
month. For 2015/16 a total of 232 employees received flu vaccinations.

6.2 Staff benefits

Council was able to provide the annual health checks this financial year (15/16) and 207 staff
registered for this opportunity. A report provided by Life Care Consultants for health checks
conducted identified:

Number of staff attended: 207
Males 43%
Females 57%
Attendees aged 29 or younger 20%
Attendees aged 30-39 20%
Attendees aged 40-49 33%
Attendees aged 50-59 19%
Attendees aged 60+ 8%
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The following trends were seen when results were compared with tests from previous years:

Hearing Overall decline
Vision Overall decline
Lung Function Overall decline
Blood Pressure Consistent

BMI Overall decline
Blood Glucose Overall decline
Cholesterol Overall decline

NB: These are voluntary health checks and the same staff may not necessarily attend each year’s registration for
comparison trending data, this is only an overall general comparison between years.

Premium Health Assessment Comparison for
Hamilton City Council - 2013-2016

No. Staff

Hearing Vision Lung BP BN Glcose Cholesterol
Function
# No. Staff Tested 2016 M Staf Outside Normail Range 2016
i No. Staff Tested 2014 § Staf Outside Normal Range 2014
@ No. Staff Tested 2013 w StaFf Outside Normal Range 2013

Life Care advised that vision and hearing results were in overall decline, with 23% of workers
showing deterioration in hearing. A majority of staff tested had a BMI higher than the Heart
Foundation recommendation of 25, encouraging activity and offering education would assist this
group. One other concern was that there with 11 staff with a glucose reading outside of normal
range, up from 6 in 2014. Over 60% of staff tested had cholesterol reading that is considered
outside of normal range which is an increase from 53% in 2014.

The Health and Safety Unit were notified immediately of two staff having seriously high blood
pressure at the time of their check, with one requiring hospitalisation. This highlights the
benefits of providing this for our people.

Strategic Direction - Leadership

7.1 Legislative changes

Leading up to the introduction of the Health and Safety at Work Act 2015 on the 1 April 2016,
the Health and Safety Unit have been developing a new Health and Safety Management System.
The system includes the development of a suite of “Current Best Practice” standards that have
been created using national and international industry standards where practicable. There are
also a number of new and modified tools and resources being developed to support the new
management system. A road show will be carried out from October to introduce and educate
the organisation on the new system.
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7.2 Senior Leadership Team

The Health and Safety Leadership Committee have participated in a workshop facilitated by
Chris Alderson of Price Waterhouse Coopers. The purpose of this workshop was to provide an
increased understanding of health and safety risk assessments and provide solutions to
minimise the consequences should an event occur using the bow-tie methodology. Workshops
will be held with Unit/Business Managers and rolled out within the operational units for use on
all critical risks.

Council is a financial member of the National Business Leaders Health and Safety Forum, with
the Chief Executive having attended at least one meeting and the Health and Safety Manager
attending a workshop.

7.3 Health and Safety Unit

Following the organisational restructure, the Health and Safety Unit now reports to the
Corporate General Manager, with a name change from the Safety and Wellbeing Team to the
Health and Safety Unit. There have been title changes to two positions, the Safety and
Wellbeing Advisor title has changed to Health and Safety Manager, with the Safety and
Wellbeing Compliance Officer changing to Health and Safety Advisor. These title changes reflect
the current activities and functions being carried out due to organisational and legislative
demands. Two new positions have been created within the Unit, being an additional Advisor
and an Administrator. Wellbeing is now a shared function between People and Culture and
Health and Safety Units.

7.4 Looking forward
The 2016/17 will be a year of significant deliverables and outcomes, with two major projects
being completed and implemented, such as the Health and Safety Management System and the
Waikato LASS contractor pre-qualification project. Other key focus areas include:
e updating the Health and Safety Management System to align with new organisational
structure and new branding
e  participation in the Waikato LASS Health and Safety Working Party initiatives
e finalising and implementing the 2016/17 health and safety strategy as part of the
Connected programme
e  preparing and conducting a BS OSHAS18001:2009 self-assessment
e continuing to make incremental improvements to the health and safety culture
e  focussing on improved workplace exposure and occupational health monitoring.
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7.5 2015/16 Health and Safety KPI’s

Health and Safety Key Performance Indicators

- ACC Experience
Rating - lower
than industry
peers

Objectives KPI Measure Timeframe | 14/15
- reduce harm Lost Time Injury Frequency Rate <3.0* Jun 2016 | NA
- ready for new

legislation Increased near hits recorded 883 Jun 2016
- build a best in (10% increase on 14/15 target)

business health | Increased safety observations/audits 420 Jun 2016

and safety (1 per Unit/team per month)

management

system y .
- develop and No overdue corrective actions 0 Jun 2016

p
embed a “just” Staff Engagement Survey - Health
culture and Safety category score

15/16 | Update

86%

Achieved

Year end figure includes 363 safe behaviour
observations and site inspections conducted by
Alliance staff. 278 were recorded in Vault by other
areas of HCC.

Highest scoring category in survey. Unable to
compare this survey with previous surveys due to new
provider and different scoring and questions.

Attachment 1

LLTIFR is a rolling year to date figure
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p Hamilton City Council

Te kaunitiera o Kirkirroa

council report

Committee: Audit & Risk Committee Date: 13 September 2016
Report Name: Insurance Update Author: Barnaby Pace
Report Status Open

Strategy, Policy or Plan context Organisational Insurance Programme
Financial status There is budget allocated

Having regard to the decision making provisions in the
LGA 2002 and Council’s Significance Policy, a decision
in accordance with the recommendations is/is not
considered to have a high degree of significance

Assessment of significance

1. Purpose of the Report

2. To provide an update on the 2016/2017 insurance renewal programme.

Recommendations from Management

That the report be received.

3. Attachments

4, Attachment 1 - Hamilton City Council Revaluation Project Plan 2016

5. Background

6. Insurance Brokering was collectively tendered by the Lion Partnership for a group of Waikato
Councils led by Hamilton City Council in March 2016. The contract was awarded to Aon NZ.
7. The purpose of the process was to leverage the regions’ collective insurance requirements to

deliver economies of scale through reducing brokerage costs and reducing the exposure to
market increases in premium costs while also ensuring adequate coverage of risk. A collective
programme across the Waikato councils commenced from 1 November 2012.

8. Renewals and Revaluation Programme

9. We are currently working through the 2016/17 renewals programme across all insurance
policies and will be able to provide detailed information on these at the next Audit and Risk
Committee meeting.

10. A draft timeline (Attachment One) has been set for the above ground asset revaluation
programme. This is a tri-annual revaluation programme for all council properties and other
above ground assets. This programme of work will be completed and reported in detail at the
next Audit and Risk Committee meeting.
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Authoriser

David Bryant, General Manager Corporate
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p Hamilton City Council

Te kaunitiera o Kirkirroa

council report

Committee: Audit & Risk Committee Date: 13 September 2016

Report Name: PWC Draft Internal Audit Plan ~ Author: Tracey Musty

Report Status Open

Strategy, Policy or Plan context Internal Audit Plan

There is budget allocated

Financial Status Amount §150,000 per annum (5 year contract)

Having regard to the decision making provisions in the
LGA 2002 and Councils Significance Policy, a decision in
accordance with the recommendations is/is not
considered to have a high degree of significance

Assessment of significance

1. Purpose of the Report
2. The purpose of this report is to present the draft Internal Audit plan for FY16/17 to the Audit
and Risk Committee for approval.

3. Discussion
4, The draft internal audit plan for FY16/17 is to be reviewed at the Audit and Risk Workshop on
13 September. Following this workshop it will presented to this committee for approval.

Recommendations from Management
That:
a) the report be received; and

b) the draft Internal Audit plan for FY16/17 is approved.

5. Attachments

6. There are no attachments for this report.
Signatory
Authoriser David Bryant, General Manager Corporate
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Hamilton City Council

Te kaunitiera o Kirkirroa

council report

Committee: Audit & Risk Committee Date: 13 September 2016
Report Name: PWC Internal Audit Update Author: Tracey Musty
Report Status Open

Strategy, Policy or Plan context Internal Audit Plan

Financial status

There is budget allocated
Amount §150,000 per annum (5 year contract)

Assessment of significance

Having regard to the decision making provisions in the
LGA 2002 and Councils Significance Policy, a decision in
accordance with the recommendations is/is not
considered to have a high degree of significance

Purpose of the Report
The purpose of this report is to update the Audit and Risk Committee on PwC'’s Internal Audit
progress for FY17 Quarter 1.

Recommendation from Management

That the report be received.

Attachments
There are no attachments for this report.

Discussion

PwC have been working with management to formulate the internal audit plan for FY16/17
which is being submitted for Audit & Risk Committee approval.

A summary of the status of quarter 1 engagements is detailed below:

FY16/17
1 Q1 Cash Handling processes In progress.
and controls
Draft reporting progressed.
2 Q1 Payroll process and controls | In progress.
Draft reporting progressed.
3 Q1 Procure to Pay processes In progress.
and controls
Fieldwork being finalised.
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David Bryant, General Manager Corporate
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p Hamilton City Council

Te kaunitiera o Kirkirroa

council report

Committee: Audit & Risk Committee Date: 13 September 2016

Report Name: Internal Audit Update - Author: David Bryant
Governance Reporting

Report Status Open

Strategy, Policy or Plan context Internal Audit Plan

There is budget allocated

Financial status Estimated costs incurred to date 547,048.29

Having regard to the decision making provisions in the
LGA 2002 and Council’s Significance Policy, a decision
in accordance with the recommendations is not
considered to have a high degree of significance

Assessment of significance

1. Purpose of the Report
2. To update the Committee on work undertaken in response to PwC’s Governance Reporting
Final Report, presented to the Committee on 16 September 2015.

3. Recommendation from Management

That the report be received.

. Attachments

4
5. Attachment 1 - PwC Internal Audit Assessment - Governance Reporting
6 Attachment 2 - Governance Reporting Actions - Status Update

7

Attachment 3 - Governance Reporting Process

8. Keylssues

9. Background
10. The Internal Audit Assessment on Governance Reporting was presented to the Audit and Risk

Committee on 16 September 2015. A copy of that assessment is attached (Attachment 1).

11. Management have focused on the following key themes and actions in response to that
Assessment:

. People
- Provide support and training to report writers.

- Articulate expectations clearly and consistently across Council.
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12.
13.

14.
15.
16.

17.
18.

. Process
- Develop and implement a new report template.
- Establish clear governance reporting process.
- Develop and monitor performance metrics on the governance process.
. Technology
- Upgrade software used for the preparation of reports, agendas and minutes.

- Review IS personnel support for technology used in the governance reporting
process.

Status Update

Attachment 2 provides a status update on the above themes and actions. Ongoing issues
include:

. Instability of current system software, particularly for the Democracy team.

. Delays in finalising reports and the number of late reports presented, impacting on the
compilation and circulation of agendas to Council and Committee members.

It is intended that these matters will continue to be addressed by the actions noted below.
Next Steps
The key initiatives going forward are:

. Continuation of, and embedding, a training and support programme for governance
reporting.

. Upgrading InfoCouncil in early 2017.

. Upgrade of computer hardware used by Democracy to assist with agenda and minute
compilation.

. Launch of new report templates.

. Implementation of robust KPIs to support the effective measurement and monitoring of

governance metrics.

Financial and Resourcing Implications

The costs incurred to date across the various workstreams, which fall within existing
operational budgets, are as follows:

Training & 6 x Report Writing Training Sessions (May/June and $30,648.29 (excl
Development September 2016) GST)
IS Upgrades InfoCouncil Upgrade (December 2015 and Q1 2017) | No cost — part of
annual fee.
PDF Converter (3 Heights) Upgrade (December 2015) | $1,400.00
IS Staff Cost (Estimate only) $15,000
TOTAL $47,048.29
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19. The estimated IS staff cost above is based on work that commenced from 1 July 2016 to review
the existing InfoCouncil application issues and the development of a resolution plan.

20. Risk

21. As noted in the Internal Audit Assessment, weaknesses in the governance reporting processes
—including a lack of transparency and accountability - and not embedding the cultural change
required to address such weaknesses, have a direct, adverse impact on:

. the timely preparation and review of reports;

° the quality of information provided to Council and Committee members in order to
make effective decisions; and

. the Council satisfying its statutory obligations under the Local Government Act 2002 as
to conducting its business in an open, transparent, and democratically accountable
manner.

22. The actions taken to date, and those yet to be implemented, are intended to address and
mitigate these risks.

Signatory

Authoriser David Bryant, General Manager Corporate
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Mr Richard Briggs
Chief Executive Officer
Hamilton City Council
Hamilton

By Email: richard.briggs@ hee.govt.nz
8 September 2015

Dear Mr Briggs

Hamilton City Council — Governance Reporting

We report our findings of Governance Reporting undertaken at Hamilton City Council ("HCC"). Our report is issued in accordance with the Terms of
Reference dated 11 March 2015.

Our reportis divided into an Executive Summary and our Detailed Improvements Plan, with management responses.

When you have had the opportunity to review the report we would be very happy to discuss it with you.
Yours sincerely

Y’T—/" =

Andrew Holmes
Partner

Auckland

T: +04 9 1355 8633

* PricewaterhouseCoopers, 188 Quay Street, Private Bag 92162, Auckland 1142, New Zealand
T: +64 9 355 Booo, F: +64 9 355 Boor, pue.co.nz
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Section 1 — Executive summary

Introduction

This report sets out the findings arising from our assessment of HCC's
Governance Reporting Framework, in accordanee with our Terms of
Reference dated 11 March 2015, Our assessment was performed during
April and May 2015.

Background

HCC has the responsibility and mandate to govern financial and non-
financinl performance, strategies. plans and policies, To effectively action
this HCC has delegated o number of activities to specific committees and
sub commiltees.

Committee members have identified that the relevance, reliability and
limeliness of reports providing information to these committees on which
they make informed decisions requires improvement. While Committee
Chairs have introduced actions to mitigate these weaknesses, such as the
‘hot review” process, this has not addressed the root cause of poor report
quality. As such our assessment of the existing governance reporling
framework looks to provide management and committee members with
recommended improvement actions,

The preparation, review and use of governance reports at HOC involves
Her Worship The Mavor, Councillors. the Chief Executive, General
Managers, Principal Advisors and the Democracy unit. The existing
governance reporting framework is based on management-approved
guidelines. However, there is no formal organisation-wide policy or
documented procedures in place. At a high level the framework is as
follows:

* The *Agenda ltems Schedule’ and the ‘Reporting Deadlines
Schedule’ are in place These schedules detail:

o the timing and standard agenda items for the committees and
subcommittees. Committee workplans have a degree of
flexibility, which can result in agenda items changing during

PwC
Governance Reporting Framework Assessment
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the course of the year.

o reporting timeframes from agenda setting to publication of an
agenda

« Agenda selling meetings are held prior to each committee
meeting: These meetings are normally held two weeks prior to when
the agenda is to be published. The purpose is for the Chair/Deputy
Chair of a committee/subcommittee to confirm with management the
agenda item. add any additional items as necessary, confirm the
action required from the committee (e.g. for approval) and
compliance with legislation.

+ Democracy prepares the Committee report packs: Committee
reports are prepared by the relevant team(s). After writing, review and
General Manager authorisation, the reports are collated by the
Democracy team in order to issue the agenda. Agendas are distributed
to elected members and made available to the public nhead of the
meeting in accordance with agreed serviee levels and statutory
requirements.

« Reports presented: Reports are presented by management for
discussion and for approval during the committee meeting.

«  Minutes: Minutes of committee meetings are drafted by the
Democracy team, reviewed by the respective Chair and circulated for
approval. Minutes include the agenda for the next commillee meeling,

Management acknowledge that HCC's governance reporting framework
requires revision and is currently not aligned to either the local
government reporting best practice guidelines,
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Objective and scope
The objectives of this assessment were to:

« assess the design and operating effectiveness of key controls across the
following governance reporting sub-processes. against good practices
(for both the private sector and local government organisations):

o agenda identification

o reporl preparation

o report review and approval

o report submission

o agenda and report accessibility for Councillors and the public

e provide recommendations for improvement where key control gaps or
operating deficiencies are identified to assist management achieve
their desired future state of accountable. effective, and timely
governance reporting.

Our assessment focused on the Finance Committee and Strategy and Policy
Commitlee and considered the processes and controls in place which
address the following areas:

* expectations of the Chairs of the Finance Committee and Strategy and
Policy Committee

e accurate financial information
« clear accountabilities

« timeliness and relevance of reports in relation to the Committee’s
terms of reference

« management of risks. including reputational risk,

For the basis of onr assessment we considered:

PwC
Governance Reparting Framework Assessment
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« Terms of reference for the Finanee Committee and Strategy and Policy
Committee and their subcommittees (for the purpose of understanding
and assessing the processes for reporting through to the parent
commitlees)

« HOCS policies and procedures including delegations of authority. roles
and responsibilities, and significance and engagement

« Legislation such as the Local Government Act 2002 and Local
Government Official Information and Meetings Act 1087

* Existing guidelines such as The Auditor-General's Good Practice Guide
(Managing the Relationship Between a Local Authority's Elected
Members and its Chief Executive) and the International Integeated
Reporting Council Framework (ITRC Framework)

*  Good practice process and controls across other local government and
private sector organisations.

The scope excluded an assessment of data integrity. writing style or
formatting as these are covered by other audit processes.

Approach
Our approach included:

« gaining an understanding of the key framework processes and controls
in place guiding the preparation and review of reports included in
Council, Finance Committee and Strategy and Policy Committee
agendas through:

o reading relevant documentation, such as policies, Council and
Committee terms of references, procedures and guidance

interviewing staff within HCC's Democracy team involved in
setting procedures and guidance

o interviewing a sample of key personnel at HCC (including Chairs of
each committees, Principal Advisors to each committee and
members of the IT team where appropriate) who are involved in
preparing and reviewing reports, refer to Appendix 2 for the
scheduled meetings and Appendix 3 for the documents inspected.

o inspecting evidence of key framework processes and controls, such
as a limited sample of reports. review noles ete,
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« assessing the design of key reporting processes and controls against
good practices for both private sector and local government
organisations

« identifying and reporting any framework process, control gaps or
suggested improvements

¢ developing and agrecing ‘fit for purpose’ recommendations, with the
HCC Executive Sponsor for this assessment and the Chair of the
Council.

Key messages

Our assessment identified that a number of framework controls which are
not in place or are not designed effectively across the areas in scope. Some
of the weaknesses with the current governance reporting framework are
due to the lack of transparency on the process, contributing to untimely
report preparation and review, This has a flow on effect to the quality of
information provided to the committee members and their ability to make
decisions effectively,

To aid management in addressing these weaknesses, we have set outa
number of recommendations for HOC's consideration which aim to
address the root causes, including revising and formalising the process
with input from key stakeholders, training and the introduetion of
measures on which to hold people accountable.

The common weaknesses we have identified and our corresponding
recommendations have been summarised into key themes set out below,
Key weaknesses

We set out below a summary of the key weaknesses identified across the
governance reporting framework:

Peaple

« Role and responsibilities are unclear: the responsibilities of
General Managers in the preparation and presentation of reports is
variable across those interviewed, and Democracy’s role and
responsibilities across the reporting process were inconsistently
understood.

« Variable skills in report writing and presentation: there is

PwC
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variahility in the capabilitics of report writers to simplify complex or
technical subjects in a manner that can be understood by a reasonable
person and without prior knowledge of the item /issue.

Provess

« Complex, undefined process: no documented protocol exists to
mandate the independent review and for validation of the report
content and therefore General Managers do not consistently involve
themselves in report preparation or review prior to submission.

« Timeliness: the liming of agenda identification and report
preparation does not always allow for sufficient levels of review and
discussion with committee Chairs (if required) prior to submission. A
number of reports, supporting recurring agenda points, may not be
identified or prepared until after the agenda setting meeting.

Technology

« Transparency on report progress is variable: communication of
report writing progress, draft findings and initial recommendations is
inconsistent between management and Committee Chairs.

«  System support: Existing technology does not adequately support
the reporting framework from pre-agenda selting to minute collation
and staff action sheets,

Communication

« No clear quality and performance expeetations: accountability
mechanisms to drive quality reporting are not formally in place and
this contributes to missed agenda and report deadlines, quality reviews
not being performed prior to approval and insufficient representation
by senior management in Commiltee when presenting the reporl,

Key recommendations

Key recommendations are summarised below, with a more detailed
roadmap in Appendix 1. Due to the dependencies between each action we
have not proposed individual action imelines. With management's
agreement we have indicated immediate action be taken in accordance
with the suggested order set out in the roadmap.

People
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« Establish clear roles and responsibilities: every person/role
involved in the process should have a clear understanding of their
respansibilities which should be documented, and understand what
aspect of the process they are responsible and accountable for — from
the report writer to the Chair of the committee.

« Formally appoint and commumicate Democracy as the
‘owner’ of governance reporting process: by owning this process
with clearer roles and responsibilities, Democracy will be able to more
formally drive and monitor the 12 month reporting plan each vear,
which may include oversight of feedback from Committee Chairs and
producing monthly status reports on performance metrics.

« Provide support and coaching to report writers and
presenters: provide regular training and mentoring to report writers,
report reviewers and presenters to uplift the quality of agendas. reports
and presentations made at Committee meetings.

Process

¢ Continually improve the ‘optimal’ process: involve a ‘virtual
team' representing key stakeholders in revising the reporting process
to make it optimised and streamlined, ensuring each activity in the
process is value add and has ‘buy-in’ from those involved. Onee agreed
the process should be documented and communicated to elected
members and staff.

* Review process metrics periodically: a baseline of current report
quality should be measured and be considered in designing the optimal
process, Once implemented, the quality score of reports should be
regularly assessed by appropriate personnel (for example the
Democracy team) to measure if stakeholder expectations are being
better met and report quality improved.

Technology
« Enable the end to end process with appropriate workflow
technology: report preparation needs to be visibly managed, which

can be guided by the use of technology, whether through the existing
Info Council system or a new/enhanced system depending on whether

PwC
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the existing tool can support the new optimal process. The
technological framework should facilitate ease of access and use by all
appropriate parties.

Communicaltion

* Articulate expectations clearly and consistently across HCC:
based on the output of these recommendations, define the revised
governance reporting process, selting out performance and
behavioural expectations for all the people involved in the end to end
reporling process, including:

o Roles and responsibilities
o Preparation, review and approval timeframes.

Use key performance indicators where appropriate to hold individuals
to account, Consequences for failing to meet such indicators should
also be set and communicated to staff.

Our detailed improvements plan is set oul in Section 2.

Given this interconnectivity of recommendations and the complexity
associated with the findings, we have not provided individual risk ratings
for each finding, Rather, we have assigned one rating of high risk to our
findings in accordance with the risk assessmenl framework setoul in
Appendix 5.

Management Comments

The integrity of governance reporting is critical to the effectiveness of
democratic decision making. The organisation, led by the Chief Executive
has starled o governance reporling improvement programme. This will
include a review of the process and schedules, clear identification of
process owners and delineation of roles between key stakeholders, the
identification and reporting of key metrics, key performance indicators,
training and the upgrade to core software.

The improvement programme will be undertaken between now and the
end of 2015, and new processes will be implemented in the new calendar
year.
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Imherent imitations

Due to the inherent limitations of any internal control structure it is
possible that fraud. error, or non-compliance with laws and regulations
may occur and not be detected. Further, HCC's overall internal control
strueture. within which the control procedures that we have reviewed
operate, has not been andited and no opinion is expressed as to its
effectiveness.

An internal audit review is not designed to detect all weaknesses in control
procedures as itis not performed continuously throughout the period and
the tests performed are on a sample basis. Also, an internal andit review
does not provide all the evidence that would be required Lo form an audit
opinien of the design or operating effectiveness of the controls subject to
review.,

Any prejection of the evaluation of control procedures to future periods is
subject to the risk that the procedures may become inadequate because of
changes in conditions, or that the degree of compliance with them may
deteriorate.

PwC
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Appendix 1 — Improvements plan roadmap

ion

Action order with an immedinte start date

Articulate the issue and the impact Commumeate rofes, responsitulities and performance expectanions
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The above improvements plan roadmap is proposed for implementation by HCC with an immediate start date o ensure it has a governance reporting framework
that is aligned with legislative requirements, existing HOC standing orders. local government reporting best practice and corporate reporting best practice. We have
categorised the recommendations into Communication, People, Process and Technology. The improvements plan roedmap should be referred o as a programme of
work where workstreams and dependencies are well defined and managed. Detailed recommendations are set out below.

Communication

This improvement initiative is aimed al increasing transparency of the governance reporting framework across HCC. Onee the process has
been revised and other actions such as defining roles and responsibilities have been completed, effective communication of the process and
expectations should be considered, including:

1, Articulate the issue and impact Chief Executive
The importance of the governance reporting process, its curvent range of 1ssues and the impact of those wsues on HOC to carry out its duties under

the LGA should be communicated scross all stakeholder groups

2, Communicate deliverables Chief Executive
The goal of the improvement initiatives, when and how these improvements will be implemented as well as how they will be measured in a manner

should be articulated in & manner that resonates with each stakeholder group.

4. Articulate the expected cultural change | Chief Executive
Highlight the need for eultural change with the drive to heighten individual influence and accountability within the governance reporting framework. |
4- Communieate roles, responsibilities and performance expectations Chief Executive

Clear and consistent performance expectations should be expressed and cascaded to each stakeholder group (including elected members) and should

be perjodically reviewed against with shortfalls communicated s needing remediation.

5. Communicate the extended reporting deadline schedule (refer to point 9 below) Chief Execulive
Consider enhancing the transparency of the reporting deadline schedule. Cnee endorsed, all stakeholder groups should be taken through the kay

initiatives, timelipes and monstoning that will be performed against this plan

People
This improvement initiative is aimed at increasing stakeholder buy-in required to improve the governanee reporting framework at HCC,

6. Clarify General Manager roles and responsibilities Chief Exscutive
General Managers' roles and responsibalities in the governance reporting process should be clarified and agroed (including alignment with KPIs ).

7. Clarify Democracy roles and responsibilities | Chief Executive
Democracy’s should formally own the new governance reporting process and drive the extended agenda calendar each year, flagging any wdentified
trends. Should key performance indicators be introduced, Democracy could overses the reporting on these by each group, such as timeliness scores
against each Genaral Manager on a periodic basis,
8. Implement a report training and mentoring plan Organisational
To improve report writing and presentation skills across the erganisation, a training and mentoring plan should be implemented through an initial Development
pilot programme to determine the most effective style of uplifting quality. Corsider establishing report templates to gaide writers of the preferred

PwC Pageo
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9. Develop an extended reporting deadlines schedule

Democracy should extend the existing reporting dead lines schedule to include specified preparation, review and submission timetables and assignees
for these tasks m collaboration with Committee Chairs and General Managers in order for each group to measure progress against the agreed
reporting timeframes. (Refer to Step 11 below)

Chief Executive

10. Implement performance feedback from Committee Chairs
A governance reporting scorecand or other mechanism should be introduced for Genersl Managers and report writers to receive constructive
feedback from Committee Chairs, across repart quality and presentation skills. Timeliness scores from Democracy could also be included

Chief Execubive

“11. Track and report progress against ‘extended reporting deadlines schedule® Chief Executive
General Managers should manage report progress to ensurs reports are submitted for review and approval in a timely manner and aligned with their
KPlIs, while Democracy track progress against the reporting deadlines schedule on behalf of the Chief Executive and Committes Chairs, producing a
monthly status report to the Chief Executive one.g number of reports and group non-delivery as at & point in time,

Process
This improvement initiative is aimed at simplifying the inputs and outputs of the governance reporting framework at HCC,

12. Basecline eurrent report quality Virtual team
Abaseline of current report quality should be measured by selecting a sample of reports from each Committee and providing a quality score that
should be measured against once the report training and mentoring plan has been piloted

13. Re-design the governance reporting process Virtual team
The existing process should be streamlined and optimised by involving all parties in the redesign, ensuning each activity in the process is value add,

has a purpose and considers how exceptional or non-standard reporting will be dealt with

14. Determine process metries - 1 Chief Executive
The effectiveness of the new process should be messured perfodically, e.g. the number of reports deseloped to a partscular standand or withina

particular timeframe.

15. Implement a process pilot Virtual team
Onea a new procass hes been designed. it will need to be tested ina process pilot from start to finish with feedback being gathored at each stage to
gouge any refinements needed to the new process prior to full implementation

16. Implement new process Virtual team
Onee the final process has boen tested and agreed, it should be laanched with all parties involved including Her Worship The Mayor, Committes
Chatrs, Chief Executive, Democracy, General Managers and repoit writers

Performance metrics should be used by Democracy to measure the operation of the new process pariodically, which will help to understand whether
rofinements need to be made to ensure reports are meeting stakeholder expectations.

17. Review process and metrics T Virtual team

Technology

‘This improvement initiative is aimed at modemnising the governance reporting framework at HCC.

PwC
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A review of Info Council and other IT applications currently being used to support the governance reporting process should be reviewed and
evaluated to determine whether it & and will continue to be fit for purmpose

20. Technology market scan ' ' '

1f there are some significant deficsencies in the current suite of Info Council and other IT applicatsons in their ability to enable the new governance
reporting process, HCC should research inte other tools available

18. Review cnn!‘in; applicnlions Information Services

Information Services

21, Technology pilots
Shortlisted tools should be piloted to tnal their proof of concepts and evaluate their usefulness and usability for HCC

Information Services

22, Technology selection

Each tool should be evaluated after their pilot at HCC and this should form part of the technology selection process along with an evaluation of HCC's
relationship with the prospective technology vendor and tmplementer.

23. Technology implementation

The new tool should be tmplemented in a staged rollout, ensuring that all parties fully understand access security and how to use the technology to
support their role in the governance reporting process.

Information Services

Information Services

PwC
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Appendix 2 — List of interviewees

Below are the key personnel at HOC who were interviewed due to their involvement in preparing, reviewing or using reports:

Interviewee Title
Julie Hardaker | Her Worship The Mayor
~Angela O'Leary | Councillor and Chair of Strategy and Policy Committee
Rob Pascoe | Councillor and Chair of Finance Commitlee
' Richard Briggs | Chief Exeeutive Officer and Sponsor
" Paul Conder : Acting Chief Financial Officer and Principal Advisor to Finance Committee
David Gunn ' Acting Chief Information Officer
' Blair Bowcott | General Manager Performance and Principal Advisor to Strategy and Policy Committee
~Jason Dawson [ General Manager Customer Relationships
~Jude Pani 5 Democracy Manager
" Lee-Ann Jordan | Chief of Staff — Mayoral Office
Raniel Prasad Accounting Unit Manager
Iain Anderson | Accounting Manager
PwC
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Appendix 3 — List of documents

Below are the key HOC documents and reports inspected which were provided by interviewees:

Document Name

Council Meeting Open Agenda — Thursday 27 November 2014

" Council Meeting Open Agenda — Thursday 26 February 2015

Council/Commiltee Agenda [tems (SLT Visibility) = 31 March 2015

" Finance Committee Development Contributions Report — 14 August 2014

" Finance Committee Swimming Facilities Report — 14 August 2014

HCC Standing Orders — 27 March 2014

" Terms of Reference and Delegations for Council, Committees, Sub-Committees and Advisory Panels — 28 November 2013

PwC
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Appendix 4 — Important notice

PwC

This report has been prepared solely for the purposes stated herein and should not be relied upon for any other purpose.

To the fullest extent permitted by law, PwC accepts no duty of eare to any third party in connection with the provision of this Report and for any related information
or explanation (together, the “Information”). Accordingly, regardless of the form of action, whether in contract, tort (including without limitation, negligence) or
otherwise, and to the extent permitted by applicable law. PwC aceepts no linbility of any kind to any third party and disclaims all responsibility for the consequences
of any third party acting or refraining to act in reliance on the Information.

We have not independently verified the accuracy of information provided to us, and have not conducted any form of audit in respect of the Serviee Providers.
Accordingly, we express no opinion on the reliability, accuracy, or completeness of the information provided to us and upon which we have relied,

The statements expressed herein have been made in good faith, and on the basis that all information relied upon is true and accurate in all material respects, and
not misleading by reason of omission or otherwise.

We reserve the right, but will be under no obligation, to review or amend our report, if any additional information, which was in existenee on the date of this report
was not brought to our attention, or subsequently comes to light.

This report is issued pursuant to the terms and conditions set out in our engagement letter and the Terms of Business attached thereto.
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Appendix 5 — HCC’s risk assessment framework

Impact

_

High A significant weakness which could compromise Management's
internal control

Moderate | An issue which can undermine Management’s internal control and
should be addressed but with a lower prionty than High

Low A weakness which does not senously detract from the system of
internal control but which should nevertheless be considered by
Management

Likelihood

High

Risk 1s likely or almost cartain to happen (66-100%)

Mode rate

Risk is possible to happen (36- 65%)

Low

Pwi

Risk is unlikely or rarely will happen {0-25%)

Governance Reporting Framework Assessment
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Risk Category

Level Risk I Consoequences of Risk Ratings
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Governance Reporting — Internal Audit Assessment
Status Update
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[4) Hamilton City Council  Governance Reporting Process

Te kaunihera o Kirikiriroa

» Agenda Setting Precis & Action List Completed by EA’s and Report Writers
STAGE 1 « Approx. 17 clear working days in alignment with SLT Schedule
1 * Detailed precis with outline of reports is required
HCC STAFF AGENDA
PREPARATION « HCC Report Direction and Review Meeting )
: = - Pr Advi he X Managers & Staff ble,
+17 clear working days prior to ilisssssmslslesticansnbadepsan it
Meeting 2 * 15 clear working days
A N )
» Agenda Setting Precisto Chair and Principal Advisor
* 12 clear working days
STAGE 2 )
ELECTED MEMBER AGENDA R ~
SETTING * Mayor/ Chair/ Deputy Chair as applicable, Principal Advisor to the Committes, Democracy and GMs (if required)
: ' « Agenda setting precis updated pos meeting by Democracy anmd circulated to GMs, EAs and Business Managers
10 clear working days prior to + 10 dear working days Y
Meeting
* Report Finalised for Chair review
* General Manager authorised
* 8 clear working days

Reports
finalised for Chalr review
8 clear working
days

PRINCIPAL ADVISOR TO RESOLVE

-~

e Chalir review of Agenda and reports

e Chair feedback glven to Committee Advisor and Principal Advisor
by Spm

e 7clear working days )

STAGE 3

CHAIR REVIEW
10 clear working days prior to
Meeting

= Reports revised, if required, as per Chair's feedback
* & clear working days

Reports
finalised &
approved in InfoCouncil?
1pm, Sclear working
days

REPORT WITHDRAWN

« Final collation of Agenda
* Advance copy of Agenda provided to Principal Advisor
» 4 clear working days

STAGE 4
AGENDA LOCKDOWN PERIOD

- : D
5 clear working days prior to « Distribute Agenda to Elected Members
. * SLT advised of this by email
Meetlng * 3 clear working days
=7
~
* Agenda posted on website
* 2 clear working days
y,

LAST UPDATED: 6 September 2016
TRIM: D-1981343
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h Hamilton City Council

Te kaunihiera o Kirkirroa

council report

Committee: Audit & Risk Committee Date: 13 September 2016

Report Name: Audit NZ Interim Management Author: Tracey Musty
Report for 2015/16

Report Status Open
Strategy, Policy or Plan context Audit of the Annual Report
Financial status There is budget allocated

Having regard to the decision making provisions in the
LGA 2002 and Councils Significance Policy, a decision in
accordance with the recommendations is not
considered to have a high degree of significance

Assessment of significance

1. Purpose of the Report

2. The purpose of this report is to receive the Audit New Zealand Interim Management Report for
2015/16.

Recommendation from Management

That the report be received.

3. Attachments
4, Attachment 1 - Final Interim Audit Report 2016

Signatory

Authoriser David Bryant, General Manager Corporate
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AUDIT NEW ZEALAND

Mana Arotake Aotaaroa

Report to the Council on the interim audit of

Attachment 1

Hamilton City Council

for the year ended 30 June 2016
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Interim management report on the audit of Hamilten City Council
for the year ended 30 June 2016 Page 2

Purpose of the report

We have completed our interim audit of Hamilton City Council (the City Council) for the year
ending 30 June 2016. This reports sets out our findings from the interim audit and draws your
attention to the recommendations that we believe are appropriote for the Council's attention.

Work completed during our interim audit

Qur main focus for the Interim audit visits during April and June 2016 was to perform a high
level review of the City Council's control environment and to evaluate the City Council’s key
internal control systems for financial and non-financial information. Overall we are satisfied
that the control environment Is effective for the purposes of undertaking an efficient and
effective audit.

We also focussed on the areas that we as needing specific oudit focus in our Audit
Arrangements Letter dated 29 April 2016. Based on our work performed to date, our
comments on these areas are summarised os follows:

. We are pleased to note significant effort has been put in to improve asset
management practices ot the City Council. An Asset Management Centre of Excellence
has been established and this team has been driving a number of improvements this
year. An Asset Management Organisational Improvement Programme has been
implemented which draws on the recommendations that were raised in previous
reports. This includes improvements of processes to ensure that work-in-progress for
capital projects are better monitored and recorded timely.

. The Finance team also engoged with us early during the audit process after they
completed a foir valve cssessment of the City Council’s Property Plant and Equipment,
Their assessment highlighted the need for o voluation to be performed on land and
buildings due to a significant movements in the fair value. The water, stormwater and
wastewater reticulations assets have also been revalued this year. We will review the
valuations and the relevant accounting entries as part of our final audit.

. The sale of the Pensioner Housing took place in March 2016, Once all the disposal
information is avallable to us, we will ensure thot the disposal has been correctly
treated In line with accounting standards.

i We have reviewed the systems and controls in place at the City Council around the
new service performance measures that applies to the 2015-16 financial year. We
have not identified any significant areas of concern to bring to your attention.

- We are pleased to note that, to ensure a smooth consolidation process af year end,
the Finance team prepared Group Consolidation packs that have been distributed to
the City Council’s subsidiaries.

New issues identified during the interim audits

The following table summarises our new recommendations from our interim cudit and their
priority (on explanation of the priority roting system con be found in Appendix 1):

AUDIT NEW ZEALAND
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Interim management report on the audit of Hamilton City Council
for the year ended 30 June 2016 Poge 3

Par. | We recommend Priority

2.1 Creditor masterfile change report

The creditor masterfile change report to be updated to include the noture of Necessary
changes so that it con be reviewed for reasonableness. All new supplier
changes and bank occount changes independently reviewed agoinst supporting
documentation.

2.2 Creditor masterfile chonge made without prior approval

New supplier forms opproved by the procurement monager prior to o changes | Necessary
made In the system.

2.3.1 | Adoption of legislative compliance policy

The Legisiative Compliance Policy formally approved by Council and made MNecessary
available to staff throughout the orgaonisation.

2.3.2 | Review of legisiaiive compliance responsibility

In view of the recent changes in orgonisational structure and oppointment of Necessary
new key personnel, Council to consider o review of legislative requirements
applicable to Hamilton City Council and consider ways to ensure thot stoff ore
aware, and toke ownership, of responsibilities opplicable to them.

3.1 Dynamics AX user profiles

Improvements made to the internal control procedures for adding and removing | Necessary
users, and implement procedures to manage changes to delegated avthorities in
the AX Dynamics system.

3.2 Recording of IT assets and their anfivirus status

Priority given 1o ensure thet all Council's desktops are recorded, managed ond | Necessary
updated with ontivirus updotes,

3.3 Regular patching of City Councils desktops

Monthly patching of desktops reinstated to ensure improved security to the City | Necessary
Council information.

Monitoring of previous audit recommendation

In a previous year, the City Council implemented the use of an Organisational Improvement
Plan in which action plans for recommendations from various sources are listed and monitored
in a register. The Organisation Improvement Plan Register (OIPR) forms part of the standard
items presented to the Audit and Risk Committee for monitoring purposes. As mentioned
before, the newly established Asset Management Centre of Excellence prepored an Asset
Management Organisational Improvement Programme {AMOIP). This programme, amongst
other things, captures and consider recommendations that are relevant to this Centre.

We followed up on the progress the City Council has made in addressing recommendations
that we made in our annual audits as well as the 2015-25 Long Term Plan audit. Of the 32
matters outstanding In our previous report, 13 matters have been cleared; 18 have been
actioned and ore in progress; and one matter remains outstanding. In addition to this, the
seven matters raised during 2015-25 Long Term Plan (LTP) oudit have been actioned and are
being addressed as part of the AMOIP,

AXda . HOOHCE 14 - 10863014 WNNLEMD
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Interim management report on the cudit of Hamilton City Council
for the year ended 30 June 2016 Page 4

A further analysis on the status of previous audit recommendations is In section 4 of this report
and details are provided in the Appendices.

Thank you

We would like to thank the Council, management and staff for their assistance during the
interim audit

Leon Pleterse

Audit Director
6 September 2016
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Page 5

1 Assessment of your control environment 6
2 Interim audit findings 6
3 IT controls 8
1 Summary of previous recommendalions 9
Appendix 1: Explonation of priority rating system 11
Appendix 2: Status of recommendations cleared 12
Appendix 3: Status of recommendations In progress or outstanding 17
Appendix 4: Status of recommendations from the LTP in progress 26
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Interim management report on the cudit of Hamilton City Council
for the year ended 30 June 2016 Page 6

1 Assessment of your control environment

We have performed o high-level assessment of the control environment. This
assessment was performed for the purpose of planning the most effective and
efficient audit approach, In order to enable us to express an audit opinion on the City
Council's finandial statements and the non-financial information. We considered the
overall oftitude, awareness, and actions of the City Council and management in
establishing and maintaining effective menagement procedures and internal controls,

In performing this assessment we consider both the “design effectiveness”’ and
“operational effectiveness"? of intemal control. The explonation of these terms is
outlined below. However, it Is not the purpose of our assessment to provide you with
assurance on intenal control in its own right. As such we provide no assurance that our
assessment will necessarily identify ond detect all matters in relation to internal
control,

In performing this assessment we have identified areas where we believe the control
environment can be improved. These matters are discussed in section 3 of this report.

Internal controls

We reviewed the interncl controls in place for your key financial ond non-financial
information systems, as detailed below. Internal controls are the policies ond
processes that are designed fo provide reasonable assurance os to reliability and
accuracy of financial and non-financial reporting, as well as compliance with
significant legislative requirements. These internal controls are designed, implemented
and maintained by the governing body name and management. Both “design
effective” and “operationally effective" internal control is Important to minimising the
risk of either fraud or misstatement occurring. The responsibility for the effective
design, implementation and maintenonce of internal control rests with the governing
body.

2 Interim audit findings
2.1 Creditor masterfile changes report

We are pleased to note that the City Council during the financicl year introduced a
creditor masterfile change report that is being independently reviewed. We further
noted thot a sample of the transactions on the report are then reviewed to supporting
documentation,

From our review of the masterfile change report, we were unable to identify the type
of changes made in the creditor system.

The practice to do a review on a somple basis creates an additional risks that not all
bank account changes or supplier mosterfile changes made in the system are being
independently reviewed.

' Control Is effective to cither prevest or detect a molerial error in eithar e Fi ial and for fi il e ion, The comrel
W it for 13
2 Control hos operated effectively theoughout the period tested,
AUDIT NEW ZEALAND
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for the year ended 30 June 2016 Poge 7

2.2

2.3

2.3.1

1i wili be beiier proctice that all new supplier changes and bank account changes are
independently reviewed against supporting documentation to ensure all changes
made are valid.

We recommend that the creditor mosterfile change report should be updated to
include the nature of the change o the entire population of this type of changes can
be identified and for review purposes.

The creditor masterfile change report shows where bank accounts have been changed or
created within the creditor masterfile. In future oll new supplier and bank accounts
changes will be independently reviewed.

Masterfile change made without approval

During our sample testing of controls, we identified one new supplier form that had
not been signed off by the procurement manager prior to the procurement staff
updating the new supplier in the system.

This crectes a risk that the procurement team could make on invalid changes to the
supplier masterfile without receiving the appropriate approval.

For the City Councll, it is standard procedure to ensure that all new suppliers ore
approved by the procurement manager prior to making o change in the system.

We recommend that menagement ensure that the new supplier forms are approved
by the procurement manager prior to a change being made in the system. The
procurement team should be reminded not to process the change until this approval
has been given.

Management comment

Agreed. Whilst we believe this is an isolofed instance we occept the oudit
recommendation. The procurement feam will also be reminded not fo process the change
until this approval has been given.

Legislative compliance

Our review of the City Council's compliance with legislation Is focussed on the matters
that may have an impact on our oudit opinion. Our review should not be seen as
assurance given for compliance with all legislation applicable to the City Council. For
audit purposes, we use standard legislation checklists and we do not rely on controls
that the City Council may have in ploce to ensure compliance to legislation.

During our review of the control environment, we noted the following matters for the
Council to consider:

Adoption of legislative compliance policy

We have noted that the City Council has o draft legislative compliance policy in
place. At time of or review, this policy has not been formelly adopted.

ASTw - a0, D10 TOOM 3000

AUDIT NEW ZEALAND
Wave Amrebs Avurive

Audit & Risk Committee Agenda 13 September 2016- OPEN Page 98 of 128



Interim manogement report on the cudit of Hamilton City Council
for the year ended 30 June 2016 Page 8

2.3.2

We recommend this policy be formally approved and made cvailable to all stoff
throughout the organisation.

Management comment
The policy will be formally adopted by 1 December 2016.
Review of legislative compliance responsibility

Given there has been a number of changes in the City's Coundll organisation structure.
We noted that no formal review around the legislative compliance responsibility has
taken place since the change.

We recommend a review around all the legislation that the City Councll must comply
with be performed. The responsibility for each of the different legislation should be
documented ond formally communicated to each of the staff membaors with
responsibility. This will ensure that each staff member understands their areos of
responsibility around legislative complionce and can actively monitor the City
Council's complionce.

Management comment

Work is currently underway fo address this issue and will be cleared by 1 December
2016.

IT controls

Dynamics AX user profiles

We noted during our review of Dynamics AX financial system user access thot there
were staff who had been assigned incorrect profiles in the system and staff who had
left but not removed.

We also noted that staff are disabled in the system but not removed when they leave
the City Council, and that the workflow which manages delegated authority
approvals is not working correctly because staff changes have not been updated in
the workflow system.

We discussed these with the Procurement Manager and corrections have now been
made to the profiles.

We understand thot staff are working to correct the workflow for delegated
authorities.

We recommend improvements are maode to the procedures for adding, removing
users and managing changes for delegated authorities in Dynamics AX. Suppeorting
documentation should also maintained for changes being made to delegations during
the year.

Given the amount of change that City Council has undergone recently, a full review of
all roles should be performed in Dynamics AX and Authority (item 328).

ALZ0 - ORowCC 14 - 15001016,
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Interim management report on the audit of Hamilton City Council
for the year ended 30 June 2016 Page 9

Management comment

Improvements to processes governing user access have been identified and implemented.
A full review of system user profiles is being completed to ensure all users are current
stoff members and have appropriate access levels to match role responsibilities.

3.2 Recording of IT assets and their antivirus status
The monthly Fujitsu report contains inconsistencies in numbers of IT assets owned by the
City Council, raising the risk that not all IT devices are being updated with antivirus
software and may not be patched on a regular basis
Fulitsu have acknowledged this ond are working on a project to improve asset
recording and reporting.
This is part of the project to move to Desktop as @ Service.
We recommend priority should continue to be given to ensuring all the City Council’s
desktops are recorded, managed and updated with antivirus updates and patches.
(item 330 in the Orgaonisational Improvements Programme Register).
Management comment
Noted. A patching cycle has been implemenfed fo correct the compliance levels for
deskiop palching. Antivirus updates are now fully enabled on oll discoverable desktops.
3.3 Regular patching of the City Council's deskiops
Patching of the City Councils desktop devices is not being completed. This has been
raised with Fujitsu and o project is underway to commence patching.
We recommend monthly patching of desktops needs to be reinstated to ensure
improved security of the City Council information (item 331).
Management comment
Agreed. The regulor patching of deskfops hos now been reinsfoted ond will oceur
monthly.
4 Summary of previous recommendations
The following is a summary of the status and oction taken to meonitor recommendations
outstanding in our previous report:
Al WOaNOTAL - 0002016, WWZEAMND
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Interim management report on the audit of Hamilton City Council

for the year ended 30 June 2016 Page 10
Matters raised during previous annval audits:
Recommendations Number Number Number
of matters | of these of these
raised matters matters
fracked in | covered in
the OIPR | the
AMOIP
Raised during prior oudits and now cleared 13
Raised during prior annval cudits and being 1M
progressed
Raised during prior audits with no progress 1 1 0
Total 25 18 6
Please refer to Appendix 2 and 3 for details.
Matters raised during the 2015-25 LTP audit:
Recommendations Number Number Number
of matters | of these of these
raised matters matiers
these covered in
tracked in | AMOIP
OIPR
Ralsed during LTP audit and being progressed
Total
Please refer to Appendix 4 for detail.
Al MOACE | 4 - 20503016 WNWMND
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ltem 16

Hamilton City Council

Te kaunitiera o Kirkirroa

council report

Committee: Audit & Risk Committee Date: 13 September 2016

Report Name: Annual Report 2015/2016 and  Author: Tracey Musty

Audit NZ Clearance

Report Status Open
Strategy, Policy or Plan context Annual Report 2015/16
Financial status There is no budget allocated

Assessment of significance

Having regard to the decision making provisions in the
LGA 2002 and Councils Significance Policy, a decision in
accordance with the recommendations is not
considered to have a high degree of significance

3.

Purpose of the Report
The purpose of this report is to obtain a recommendation that the 2015/16 Annual Report be
adopted by Council.

Recommendations from Management
That:
a) the report be received; and

b) the Audit and Risk Committee recommends to Council the adoption of the
Annual Report 2015/16.

Attachments

Attachment 1 - Audit NZ Annual Report Memo

Attachment 2 - Annual Report 2015/16 (Under Separate Cover)

Attachment 3 - Annual Report Summary (2015/16) (Under Separate Cover)

4.
5.

Discussion

The Annual report is a requirement under the Local Government Act 2002. The report has
been prepared and is compliant with all applicable accounting standards.

The 2015/16 Annual Report has been circulated under separate cover for review prior to this
meeting.

Audit New Zealand have completed an audit of the 2015/16 Annual Report.

No significant issues have been identified.
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9. Audit New Zealand will be providing a verbal clearance to the Committee that the report is

compliant and fairly reflects Council’s financial position for the year ended 30 June 2016.

Signatory

Authoriser

David Bryant, General Manager Corporate
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Item 16

Attachment 1

AUDIT NEW ZEALAND

Hamilton City Council

Update to the Audit Committee - 13 September 2016 (dated 6 September 2016)
Audit update

Overall, we are comfortable with the annual report process and we expect to ssue an
vnmodified audit opinion on the adopted annual report once cur final audit reviews over the

vpdated annual report is completed. We will provide a verbal update at the meeting.

We have discussed our detailed findings with management during the audit and these will be
reported in greater detail as part of our final management report.,

Please consider the items under “General Discussion” below and update us on anything that we
should be aware of in relation to Subsequent Events, Fraud, Related Parties (disclosure) and
Legislative Compliance.

Areas of audit emphasis

Subject to final reviews, we are materially comfortable with the fellowing areas of focus which
were reported in our Audit Arrangements Letter dated 29 April 2016:

. Plant, property and equipment;
. Service performance information;
. sale of pensioner housing; and

. group consolidations.

Audit progress

. Improvements In timing and delivery of information have been beneficial to this year's
audit.
. Information underlying non-finandial performance and work in progress has improved

as a result of increased focus from management in this area.

. We are continuing to work through our final reviews of the audit and will provide a
verbal update at the meeting.

Independence

. We confirm that we have complied with the independence requirements of the
Auditor General which include the requirements of the International Standards of
Auditing and, where necessary, have ensured restrictions on audit staff from areas to
avoid potential conflicts.
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Progress against key deliverables

Detail Agreed Actual | Estimated
Draft Finandal Statements avalloble to Audit B August 2016 & August 2016
Final finandial statements available to Audit 24 August 2016 24 August 2016
Arnual Report avallable 24 August 2016 Qutstanding

Verbal audit clearance

2 September 2016

13 September 2016

Adoption of the Annual Report {and audit opinion
fssued)

23 September 2016

29 September 2016

Management Report:
. Draft
. Final

16 September 2016
3 October 2016

16 September 2016
28 September 2016

General discussion (based on our Engagement Letter)

Subsequent events

Please let us know if you are aware of any circumstances that could impact on, or should be

disclosed In, the Annual Report that happened since year end up to the adoption of the Annual

Report.

Fraud

. Please let us know if you are aware of any actual or suspected frauds.

. We have received fraud questionnaires and specific representation in the letter of

representation about your responsibility to ensure systems and controls are in place to

mitigote or detect fraud.

Related parties

Please ensure you are comfortable with the Related Party disclosure in the Financial

Statements, If not, please inform us.

Legislative compliance

It is the responsibility of The Council to ensure compliance with |legislation.

We only look at, and report against, legislative compliance that could impact on our opinion.

e e e ]
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Resolution to Exclude the Public
Section 48, Local Government Official Information and Meetings Act 1987

The following motion is submitted for consideration:

That the public be excluded from the following parts of the proceedings of this meeting, namely
consideration of the public excluded agenda.

The general subject of each matter to be considered while the public is excluded, the reason for passing
this resolution in relation to each matter, and the specific grounds under section 48(1) of the Local
Government Official Information and Meetings Act 1987 for the passing of this resolution follows.

General subject of each matterto Reasons  for  passing  this Ground(s) under section 48(1) for

be considered resolution in relation to each the passing of this resolution
matter
C1. Audit and Risk Committee - ) Good reason to withhold Section 48(1)(a)
Public Excluded Minutes - 8 ) information exists under
June 2016 ) Section 7 Local Government

C2. Audit and Risk Committee - ) Official Information and
Public Excluded Action List - ) Meetings Act 1987
13 September 2016 )

C3. Overdue Debtor - Review of
Account

C4. Investigation of Fraudulent
Transactions Involving HCC
Purchasing Card

This resolution is made in reliance on section 48(1)(a) of the Local Government Official Information and
Meetings Act 1987 and the particular interest or interests protected by Section 6 or Section 7 of that Act
which would be prejudiced by the holding of the whole or relevant part of the proceedings of the meeting
in public, as follows:

Item C1. to prevent the disclosure or use of official Section 7 (2) (j)
information for improper gain or improper
advantage
Item C2. to prevent the disclosure or use of official Section 7 (2) (j)
information for improper gain or improper
advantage
Item C3. to maintain legal professional privilege Section 7 (2) (g)
Item C4. to protect the privacy of natural persons Section 7 (2) (a)
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