Notice of Meeting:

b Hamilton

Te kaunihera o Kirikiriroa

| hereby give notice that an ordinary Meeting of the Audit & Risk Committee will be held on:

Date:

Time:

Meeting Room:
Venue:

Monday 18 December 2017

12.30pm

Committee Room 1

Municipal Building, Garden Place, Hamilton

Richard Briggs
Chief Executive

Audit & Risk Committee
OPEN AGENDA

Membership

Chairperson:

Membership:

Meeting frequency:

Quorum:

External appointee - Paul Connell

External appointee - Keiran Horne

Mayor Andrew King

Chairperson of the Finance Committee — Cr Garry Mallett

Chairperson of the Growth and Infrastructure Committee — Cr Dave
Macpherson

Chairperson of the Community and Services Committee — Cr Paula Southgate
Deputy Chairperson of the Finance Committee - Cr Rob Pascoe

As required — no less than four times a year

Four members (including one external appointee)

Lee-Ann Jordan
Governance Manager

11 December 2017
Telephone: 07 838 6439

lee-ann.jordan@hcc.govt.nz
www.hamilton.govt.nz

Audit & Risk Committee Agenda 18 December 2017- OPEN Page 1 of 83



Purpose:
The Audit and Rick Committee is responsible for:

1.

Providing objective advice and recommendations to the governing body on the adequacy and
functioning of the Council’s risk management, control and governance frameworks and processes.

Ensuring Council fulfils its legal responsibilities.
Monitoring the Council’s external and internal audit process.
Ensuring the independence and effectiveness of Council’s Internal Audit processes.

Monitoring existing corporate policies and recommending new or amended policies to prevent and
prohibit unethical, questionable or illegal activities.

Providing a communication link between management, internal auditors/external auditors and
Council.

Supporting measures to improve management performance and internal controls.

The Committee is delegated the following Terms of Reference and powers:

Terms of Reference:
External Audit

1. Engage with Council’s external auditors regarding the external audit work programme and agree the
proposed terms and arrangements of the external audit.

2. Recommend to Council the terms and arrangements for the external audit programme.

3. Review the effectiveness of the Annual Plan audit and 10 Year Plan audit.

4. Assess management response to audit reports and the extent to which external audit
recommendations concerning internal accounting controls and other matters are implemented.

Internal Audit

5. In conjunction with the Chief Executive, agree the scope of the annual internal audit work programme.

6. Monitor the delivery of the internal audit work programme.

7. Assess whether Internal Audit’s recommendations have been properly implemented by management.

8. Review the annual Internal Audit Plans to ensure appropriate organisational structures, authority,
access, independence, resourcing and reporting arrangements are in place.

Other Matters

9. Review the effectiveness of the risk control environment established by management to safeguard
Council’s financial and non-financial assets, including the adequacy and appropriateness of insurance
policies in place and management’s actions to mitigate risks.

10. Review the effectiveness of the systems for monitoring the Council's compliance with laws (including
governance legislation, regulations and associated government policies), Council's own standards, and
best practice guidelines, including on health and safety.

11. Engage with internal and external auditors on any specific one-off audit assignments.

12. Conduct and monitor special investigations in accordance with Council policy and approved budget,

including engaging expert assistance, on matters within its Terms of Reference.
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The Committee is delegated the following recommendatory powers:

e The Committee has no decision-making powers.

e The Committee may make recommendations to the Council and/or the Chief Executive, as
appropriate.

Special Notes:

e In fulfilling their role on the committee, members shall be impartial and independent at all times.

e Members are appointed for an initial term of no more than three years that aligns with the triennial
elections, after which they may be eligible for extension or reappointment.

e Council appoints the external members of the committee; the terms of the appointment to be
recorded in a contract. External member contracts are to be reviewed and assessed six (6) months
after each triennial election.

e The Chief Executive and Internal Auditor are required to attend all meetings but are not members and
have no voting rights. Other Council officers may attend the committee meetings, as required.

Oversight of Policies:
e Risk Management Policy
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1 Apologies

2 Confirmation of Agenda
The Committee to confirm the agenda.

3 Declaration of Interest
Members are reminded of the need to be vigilant to stand aside from decision making when a
conflict arises between their role as an elected representative and any private or other external
interest they might have.

4 Public Forum
As per Hamilton City Council’s Standing Orders, a period of up to 30 minutes has been set aside for
a public forum. Each speaker during the public forum section of this meeting may speak for three
minutes or longer at the discretion of the Chair.

Please note that the public forum is to be confined to those items falling within the terms of the
reference of this meeting.

Speakers will be put on a Public Forum speaking list on a first come first served basis in the
Committee Room prior to the start of the Meeting. A member of the Council Democracy Team will
be available to co-ordinate this. As many speakers as possible will be heard within the allocated
time.

If you have any questions regarding Public Forum please contact Democracy by telephoning 07 838
6439.
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Council Report

Commiittee:
Author:
Position:

Report Name:

Audit & Risk Committee Date: 18 December 2017
Rebecca Watson Authoriser:
Committee Advisor Position:

Audit and Risk Committee Unconfirmed Minutes - Open - 5 September
2017

Report Status

Open

Staff Recommendation

That the Audit and Risk Committee confirm the Open Minutes of the Committee Meeting held on 5
September 2017 as a true and correct record.

Attachments

Attachment 1 - Audit & Risk Committee Minutes - Open - Unconfirmed - 5 September 2017 .
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Audit & Risk Committee 5 SEPTEMBER 2017 - OPEN

Hamilton |

Te kaunihera o Kirikiriroa

Audit & Risk Committee

OPEN MINUTES

Minutes of a meeting of the Audit & Risk Committee held in Committee Room One, Municipal
Building, Garden Place, Hamilton on Tuesday 5 September 2017 at 1.00pm.

PRESENT

Members: Paul Connell — Chairperson
Mayor Andrew King
Keiran Horne
Cr Garry Mallett
Cr Paula Southgate
Cr Rob Pascoe

Attendees: David Bryant — General Manager Corporate
Tracey Musty — Financial Controller
Sean Murray — General Manager Venues Tourism and Major Events
Kelvyn Eglinton — General Manager City Growth
Barnaby Pace - Risk Manager
Andre Chatfield — Risk and Insurance Manager
Dan Finn - People, Safety & Wellness Manager
Jen Baird — Unit Manager Communications and Marketing
Nigel Ward - Communication Team Leader
Leon Pieterse — Audit Director of Audit NZ

Governance Advisors: Lee-Ann Jordan — Governance Manager
Claire Guthrie , Amy Viggers, Rebecca Watson - Committee Advisors

1. Apologies
Resolved: (Mr Connell/Cr Mallett)

That the apologies from Mayor King (for lateness) and Cr Macpherson are accepted.

2. Confirmation of Agenda
Resolved: (Mr Connell/Cr Southgate)

That the agenda is confirmed.

Page 1of 5
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Audit & Risk Committee 5 SEPTEMBER 2017 - OPEN

3. Declarations of Interest

No members of the Council declared a Conflict of Interest.
4, Public Forum

No members of public wished to speak.

5. Audit and Risk Committee Unconfirmed Minutes - Open - 13 June 2017

Resolved: (Crs Mallett/Pascoe)

That the Committee confirm the Open Minutes of the Audit and Risk Committee Meeting held on
13 June 2017 as a true and correct record.

6. Organisational Improvement Programme Update Report
The Risk Manager spoke to the report and noted that the number of items identified on the
Organisational Improvement Programme report had been reduced from over 150 items to 7 in the
last 18 months.
Staff responded to questions from Committee Members concerning the status of items and

whether there was a risk that the organisation could be operating outside of statutory legislative
compliance.

Resolved: {Ms Horne/Mayor King)
That the Audit and Risk Committee receives the report.

Mayor King joined the meeting at 1.10pm during the above item. He was present when the matter was
vated on.

Page 2 of 5
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Audit & Risk Committee 5 SEPTEMBER 2017 - OPEN

Risk Management Report

The Risk and Insurance Manager spoke to the report, he noted that there were three key risks
identified at a recent workshop for the Audit and Risk committee to consider whether they
should/should not remain on the Risk Management Report. These included:

- Reputation of Hamilton
- Financial Strategy Failures
- Cyber-Attacks.

Resolved: (Crs Mallett/Pascoe)

That the Audit and Risk Committee receives the report; and notes the following advice to
management regarding the risk register:

Resolved: (Cr Mallett/Mayor King)
That the reputation of Hamilton be removed from the key risk register.

Crs Pascoe and Southgate Dissenting.

Resolved: (Mr Connell/Cr Southgate)

That the Audit and Risk Committee request the Chief Executive to review and update the Financial
Strategy Failures risk wording and circulate to members for feedback once updated.

Resolved: (Mr Connell/Mayor King)

That cyber-attacks remain as a separate item on the key risk register.

Health and Safety Report
The People, Safety & Wellness Manager took the report as read. Key staff from the newly formed
People, Safety & Wellness team were introduced to the Committee. The focus for the team would

be working on framework and strategy, and fostering a safe and just culture within the
organisation.

Resolved: (Mayor King/Cr Mallett)

That the Audit and Risk Committee receives the report.

Audit NZ Interim Management Report 2016/17

The Financial Controller introduced the report and responded to questions from Committee
Members concerning fixed asset stocktake controls and how these were being managed.

Resolved: (Crs Pascoe/Mallett)

That the Audit and Risk Committee receives the report.

Page3of 5
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Audit & Risk Committee 5 SEPTEMBER 2017 - OPEN

10.

11.

12.

13.

2016/17 Annual Report and Audit NZ Clearance

The Financial Controller, along with Leon Pieterse from Audit NZ introduced the report and noted

that there were some delays finalising the audit report. The finalised accounts would be available
for adoption at the 18 October 2017 Council meeting, not the 21 September 2017 Council meeting
as originally planned.

Resolved: (Mr Connell/Cr Southgate)

That the Audit and Risk Committee receives the report.

2016/17 Internal Audit Update Quarter 4

The Financial Controller took the report as read. Staff responded to questions from Committee
Members concerning the ‘Unusual Transaction Analysis’ report and the ‘Procurement’ Report.

Resolved: (Mr Connell/Cr Pascoe)
That the Audit and Risk Committee:
a) receives the report; and

b) notes that the 2016/17 internal audit programme has been completed except for one
part of the unusual transactions analysis which is due to be completed by 8 September

2017.

Draft Internal Audit Plan for the 2017/18 Year

The Financial Controller spoke to the report, and noted that PWC had been appointed as Internal
Auditors for the organisation for the next three years. The plan and timing for future internal
audits was outlined in the staff report.

Resolved: (Cr Mallett/Mr Connell)
That the Audit and Risk Committee:
a) receives the report; and

b) approves the proposed development of the three year internal audit plan, the 2017/18
internal audit plan and the commencement of the next phase of internal audit work
relating to cyber risk.

Resolved: (Mayor King/Mr Connell)

That the Audit and Risk Committee requests that staff report back to the 7 December 2017 Audit
and Risk Committee meeting with costs associated to the running of the Audit and Risk Committee
as well as the cost savings made.

Resolution to Exclude the Public

Resolved: (Crs Southgate/Mallett)

Section 48, Local Government Official Information and Meetings Act 1987

The following motion is submitted for consideration:

Page 4 of 5
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Audit & Risk Committee 5 SEPTEMBER 2017 - OPEN

That the public be excluded from the following parts of the proceedings of this meeting, namely
consideration of the public excluded agenda.

The general subject of each matter to be considered while the public is excluded, the reason for
passing this resolution in relation to each matter, and the specific grounds under section 48(1) of
the Local Government Official Information and Meetings Act 1987 for the passing of this
resolution follows.

General subject of each Reasons for passing this Ground(s)under section 48(1)

matter to be considered resolution in relation to each for the passing of this
matter resolution
Cl. Audit and Risk ) Good reason to withhold Section 43(1)(a)
Committee Unconfirmed ) information exists under
Minutes - Public ) Section 7 Local Government

Excluded - 13 June 2017 ) Official Information and
) Meetings Act 1987

This resolution is made in reliance on section 48(1){a} of the Llocal Government Official
Information and Meetings Act 1987 and the particular interest or interests protected by Section 6
or Section 7 of that Act which would be prejudiced by the holding of the whole or relevant part of
the proceedings of the meeting in public, as follows:

Item C1. to maintain legal professional privilege Section 7 (2) (g)

The meeting went into a public excluded session at 4.20pm.

The meeting was declared closed at 5.10pm.
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Council Report

Commiittee:
Author:
Position:

Report Name:

Audit & Risk Committee Date: 18 December 2017
Rebecca Watson Authoriser:
Committee Advisor Position:

Audit and Risk Committee Unconfirmed Minutes - Extraordinary Meeting -
Open - 13 October 2017

Report Status

Open

Staff Recommendation

That the Audit & Risk Committee confirm the Open Minutes of the Extraordinary Committee Meeting
held 13 October 2017.

Attachments

Attachment 1 - Audit & Risk Committee Minutes - Extraordinary - Open - 13 October 2017.
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Audit & Risk Committee 13 OCTOBER 2017 - OPEN

9 Hamilton

Te kaunihera o Kirikiriroa

Audit & Risk Committee

OPEN MINUTES

Minutes of a meeting of the Audit & Risk Committee held in Committee Room 1, Municipal
Building, Garden Place, Hamilton on Friday 13 October 2017 at 2.00pm.

PRESENT

Members: Paul Connell - Chairperson
Mayor Andrew King
Cr Garry Mallett
Cr Paula Southgate

Attendees: David Bryant — General Manager Corporate
Tracey Musty — Financial Controller
Leon Pieterse — Audit Director of Audit NZ
Jared Williams — Manager Audit NZ
Nigel Ward — Communication Team Leader
Tamara Jankovic — Organisational Support Team Leader

Governance Advisors: Becca Brooke — Governance Team Leader

Rebecca Watson — Committee Advisor

1. Apologies

Resolved: {Mr Connell/Cr Mallett)

That the apologies from Cr Macpherson, and Ms Horne, be accepted.
2. Leave of Absence

Leave of absence for Cr Pascoe (19 September 2017 to 24 October 2017 inclusive).

3. Confirmation of Agenda

Resolved: (Mr Connell/Cr Mallett)

That the agenda is confirmed.

Pagelof2
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Audit & Risk Committee 13 OCTOBER 2017 - OPEN

1. Declarations of Interest

No members of the Committee declared a Conflict of Interest.
5. Public Forum

No members of the public wished to speak.

6. Annual Report 2016/2017 and Audit NZ Clearance — {Recommendation to Council)

Staff and Leon Pieterse from Audit NZ spoke to the Annual Report, and noted that there were some
minor changes to be made, primarily spelling errors and the inclusion of a paragraph into the audit
letter regarding health and safety, before this was recommended to the Council.

Resolved: {Mr Connell/Cr Mallett)
That the Audit and Risk Committee:

a receives the report; and

b. recommends to Council the adoption of the Annual Report 2016/17, subject to minor
changes and spelling corrections, and the inclusion of a paragraph regarding health and
safety.

The meeting was declared closed at 2.27pm.

Page 2 of 2
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Council Report

Committee: Audit & Risk Committee Date: 18 December 2017
Author: Andre Chatfield Authoriser: David Bryant
Position: Risk and Insurance Manager Position: General Manager Corporate

Report Name: Organisational Improvement Programme Update

Report Status Open

Purpose

1. To inform the Audit & Risk Committee on the status of Council’s Organisational Improvement
Programme.

Staff Recommendation

That the Audit & Risk Committee receives the report.

Background

2. Council’s risk management programme includes the completion of internal audits by
PricewaterhouseCoopers and external audits by Audit New Zealand.

3. Actions and recommendations resulting from these audits are recorded and monitored
through the Organisational Improvement Programme Register (Attachment 1).

4, There are currently 22 open items on the Organisational Improvement Programme Register.

5. Since the last reporting period 2 items have been closed with a further seven items marked for
closing.

6. There are no overdue items.

Attachments

Attachment 1 - Organisational Improvement Register Dec 2017.
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ational Improvement Programme Register: Database (Open Items)

Internal
Ref

No.

Status [0,C)

Open

Property, plant

Audit Comment

Ergure dizposal and addifons in the azsar

Audit Information

AuditNZ DraftInterim

Agree Management Response

Sraff agres, Hanzan 8 was only partially oparations for parks

Risk Assessment

Risk Rating

Improvement Action Plan

Actlon to be Taken

Follow Up Commant 18/05/16

Crumer

Targat
Completing
Date

Evidence

end of the manth, The reconcliatiors ara now baing
approvad. Dally raconciliation praparar and reviewesr
audit trafl Is maintainad in tha systam. Monthiy
reconciliation reports are printed and signed as
evidence of review,

Follow Up comment 180516

From our review of the revenue systems at H3, we
have identified that management do not see any
risks around involces not being indapandenthy
revdewad prior to be s2nk 10 customers or new
debrors not belng independantly chacked. Thisis
because every invoice or new debteor is supported by
& contract and customers would complainis the
amountirmeiced would be incorrect.
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and aquipment  |managamant sysrems ara reconsider o the financial | AuditManagament awmarsin 2014/2015. From 1 July 2015 Harsan B iz baing usad by An agsat manegemant ceganizational improvement plan has beaan put in place to
system on a monthly bast and also formaliza the Rapart Juma 2017 Parks and Open Speces and Hamilton Gerdens. Thrae watars addrass this fswe. Currently, manthly racor b the aszar
process around disposals and capitalisations reticulation assets will be cperation in HE by the end of Decembier, systems and the finance systems are not being perfarmed, Further work s regquired
Reconciliations between H8 and AX financial are being prepared 1o ensure that the gystems are generating data that can be reconcled caslly ana
June 2017: rmonthly from July 2015, frequent basts so this process s not time consuming and difficult
We note that reconciliations have not been prepared As we gre developing new systems policy and procedures need to
in a timely marner, and have not been subject to be documented. We have identffied that with the changesin High Fellow Up Commant 7/11/2017 Firmancial 14/03/28|  GM Coporate
Independent reviaw, resparsibilities for the management of assetinformation therals The AMPS are nearing completion with the pending approval of the LTP, In support of | Controller
We recommend that these recanciliations are anead for more ralning and devalopment of formal policies. this Is the Asset Management Impr thatinchudes improvement
preparad each manth and are Independently 1o reconciliation of asset data.
reviewed
Recommerdation is mext quarterly review a progress reper tis obtaired to corfirm
improvement finding address and if proven submitted for dosing.
LR A strategy document (“Operational Property Plan for | PWE Intermal Audit PB A Strategic Flan for the management of Councl's property will be Update: May 2017
Hamil bon City Coundl™) was drafted inin March Seraregic Leaza davalopad and submitrad ro Councl far approval. Coundl haz ggnad off on tha reactivation of Hamilton Proparny Lrd, Wark currantdy
2011, This document indudad objactivas for Proparty Procass undar way on approved fmambla.
proparty maragament acthitias and & strategy for Assasamant Councll has adopted & new Munidpal and Domain Endowment Updata: August 2017
A strategy for achieving these objecthves, However It was not Funds Policy and resolved to reactivate Hamilton Properties Council has sgned off on the reactivation of Hamilton Property Itd, Work currently
the presented to Coundl or approved. There isno Lirnited. Coundl will consider a report with further cptionson & underway on approved dmetable,
current formalised strategy documentin place © March 2017 Update: Dec 2017 .
management of Smategic
strategiclesse provida draction to the activities of the SPU in Arascluton to dissolva Hamilton Property Led s currantly underway. The Companies Property .
Qpen bee  |21Rtien to strateglc lease proparties. High Office will be advertising the intention on 14/12/2017 and there will be & 0 day it AYOUI0NE|  GM Try Growth
D;UP'L b " Manegamant should rafrash tha strategy documant parfod that natice remaing live. This iz sxpected fwithout objecfons) o be finalizad h;:' -
dt;t‘ﬂtlpcd :Ibd and deardy define the srategic objectives and the on 16/01/2018 el
Implamentad strategy to be fdllowed for property management
activities, induding disposal and future property
acquisition. Once developed, the strategy should be
submitted to Councl for approval andimplemented.
315 Open |Other less An interral review performed over H2's reverue and | Audit N2 Draft I nterim Pa Staff agree and the newly appointed H3 finance Manger will be Follow Up Comment: 13/11/17
sigrificant expenditure systemns to ensure adequate contrels Audit Maragement address the matters as follows: The enly itemn that was outstanding is the creditor master file which is still being
matters arein place Report June 2017 A integrity Controf register will be estabished within H2 Group to addressed by anupgrade to the systemn. Confirm whether additional functicnality
lupea 2017 managa tha racarding of kay intagrity chacks, This will ba raparted aupports this mitdgation will ha daterminad and an alrarnative mitgation will ba
H3 now has processes In place whare new debtors o management as a part ot the regular iInternal reparfng. Identitied. Lipdare sxpected end of December 2017,
are approved before baing entered into the system.
Invoices are still not reviewed before being sent out
to the debtor.
Tha craditar Mastarfila raport iz still not baing run.
H3 are working on working cut a method of how that
raport can be generatad, Thay ara currently in tha
process of deciding the parameters that would be
required o be ran,
Bark recondilfations are prepared dally and at the
Moderate H3 AY0R/20E|  GMH3 B Events
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Strategic
Procurement
Improvements

TR Eiirrent overall procurement SHAtegy was
created in 2010 and neads to be refrashed, The
strategy should be developed on a holistic basis to
ensure it aligns with everall Coundl strategy.

Thelack of strategic procurement directfon at an “all
of Council” level means that some larger groups have)
under taken thalr own analysls and abtaln extemal
advice on procurement strategy.

Strategic p sheould also be applied atan
Indhvidual procurament level In tarms of agreatar
focus on upfront planning and communication with
suppliers {refer to appendix 1V},

Risk / Implication

Withaut an "all of Coundll” procurament siraragy
Councll risks groups undertaking procuraments that
ara notalignad to Councl's strategy and value for
maney may not be achieved.

PwCinternal Audit
Sirategy Procurement
Framework

Aug 2517

PS5

The Procurement strategy was completed in 2011 and updated in
2014 for NZTA funded aspects of the strategy. The proposed
scope s wider than previously covered by the HCC Frocurement
strategy. The strategy will be reviewad during the naxt financsl
year.

AGREED RECOMMENDATIONS

1.1 Refresh the “all of Coundil” procurement strategy and ensure
thatitis regularly updated

1.2 Consider having yearly procurement strategies in place for
each major purchasing group

Follow Up Meeting 3/11/17
Targetis to commence inFebruary 2018 with engagement with a full plan o be

busi requirements for what is contained in the scope of the
strategy are agread and buy in from SLT is cbrained. Tametis completion by end of
financial year,

Procuremen
tManager

15/0/2018

M Corporate

359

Open

Cutdated
procurement
templates

Observation

The templates within the procurement manual don't
racessarily align with the neads of the groups. This
means that there Is duplication of documents
betweaengroup rermplates {self-devalopad) and
Procurement termplates.

The Councl marual is still using 3510:2003 which has
been superseded by the latest version Is 391 0:2013
which s now the standard In the constructfon
Irvlusery.

Risk / Implication

[« fised pr A =l regular
updates and may not mast the requiremants af all
users, resulting Infneffidendes, duplication and
warlators in practice,

Outdated contract templates (e.g. 29100 may
Increasa the rlsk to Counl,
4.1 1f the Councll wanes to continue to use flead

than thay egularly {6
monthiy} and incorperate feedback from the users o
procurement could approve certaingroups
templates o be usedin addition o the standard
emplares.
4.2 Update the 3910 conract documentation to the
2013 version, once appropriate training has been

PwInternel Audit
Strategy Frocurement

hug 2517

The Procurement Policy and Frocedures Manusl and templates
goes through a bwo yearly review cycle as well as mird reviews of
any urgent updates on an as required basis. Amajor review is
being undertaken this year and this includes areview of all
N252910 standard templates with 2 view to moving 1o the current
standard, The current N252910 standard does not hold significant
changes from the maodified NZS2910 standard Ceundl currently
uses,

Fellow Up Mesting 3/11/17

Frocurement have the Serior Procurement Adviser back from maternity lesve for twol
cays & wesk from late Qctober and her focus will be on addressing these findings.

We have commenced the review of the NZ52910in conjunction with Tompkins Wake
Tn the last week of October,

Target s ew N25391 0 termplates available for senior users and procurement marual
updates in place by Decernber, Trairing and full rell outis espected by March 2018,

Frocuremen
tManager

01208

GM Corporate

r

Open

Business
|t ligence

Sean
Light Quality and
Process

There is no proagramene across the argarfsation to
ensure that master data and data quality are
managed appropriatsly.

Recommendations:

Introduce the role of data subject matter axperts
(SMEs) within the business, so that it s dear
ownership of the data, The data SME will then drive
the management of the data w ensure quality.

Aogust 2517
PWC Unusual
Transacdon Analysis
Intarmal Audit Report

The abowe exerdse {1.(371)) will address the areas of Goverrance
and Er within which the 1t for Data Quality
and Procass Ownership will be casrly definad

Follow Up Comment: /1272017
A5 dbove (3T0) inance response to this gwill be

Financial
Controller

/0312018

@ Corperate

349

Property
management
system should
be considered to
Incraase the
efficdency of
property
management
procasses

The strategic property portfolio maragement
processas ara currently supportad by a Micrasaft
Accass database and a papar basad filing systam,
s such, property files Including contracts,
correspondence with leases, rental assessments etc,
are all retaired in hard-copy and are ineffident
manage.

The current system does not facllitate efficiant
budgeting, raporting, and management at an
Individual property level. THs reduces the qualiy of
any budgeting and reporting for the $PU as awhale,

PWC Internal Audit
Strategic Leasa
Property Process
Assessment.

[k

will consider ting a property management

system to batter support and facilitate the strategle property
MANBZAMAaNt pFOCessas.

Update: Dac 2017

As par above updat: 244 and th o ramave HPLEd fram the
Compary Offica racords, this matter will be submittad for dosng at the next
quarterly ARC meeting,

Strategic
Property
Lnit

Manager

0B/ E

@M Gty Growth

351

Procurement,
policy and
manual good
practice
Improvemants

Observation

When comparing the Councll policy and manual to
good practice, we noted a number of areas where
improvernents could be made to strengthen the
PelicyMarual. These are induded in appendix 1,

A procurement marual update was programmed for
this year.

Risk f Implication

Councll’s policy and marual do not suppertgood
practice andIncrease the Thelthoodimpact of
procurement risks affectng Coundl,

Srrategy Procurement
Framework Assessment
Aug 25/17

The Procurement Policy and Frocedures Manual goes through a
two yearly review cycle as well as minl reviews of any urgent
updates on anas required basis. The major review is being
under taken this year and suggestions will be reviewed and
incorporate wher e appropriate,

Follow Up Meeting 3/11/17
Review started last week of Oct. In conjunction with Tomkins Wake and in house statf
and will continue movirg forward on a part time bases due to staffing fsues.
Updated drafts should be in place prier to Christmas,

Work Plan will be formulated and putin Trim

Procuremen
tManager

0022018

GM Corporate
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Open

Operational
improvernents

Observation

The use of a gateway mechanism o control the
procurement process can potentally add an
attimatad 14 ro 35 days anto the procuramant
process (based on 2-5 days to approve each
gateway). This also is ralative to the rumber of
procurement advisors (2) and their warklcad,

The gateway mechanism o eates an impression that
procurement are fooussed on compliance, whereas a
different approach could vield the same quality
contral and be more collaborative and mare stratagic)
tocussad rather than compliance focussed,

Qur undarstanding s that the gateway process s a
auality assurar | dinl State
sector highrisk projects and while it may be useful
ensure that inexperienced Courdl staff undertaking
procurements are following the correct processes,
tor statf that are experenced It is s28n as an

The procurement process is inefficent for internal
users and external tenderers due to the addtonal
fme added,

The Councll Is not seen as a good commercial parmer
o tender with and tenderers may price this into

their tenders.

21 Coundl should review tha gatewsy systam o saa
It itls tha mest effident machanism to contral

Pw Internal Audit
Srrategy Frocurement
Framework

Aug 2517

P7

A review will be ¢

pleted o st whether th

mechanism 15 e for purpose,

we will also review the Procurement Specielists and alignment
with Groups. This includas lacking at what resaurcing levels ara
required to achiewe this level of service,

EL)

Open

Professional
Services Panel
{PER)
improvamants

Observation

Whila groups thought the PSP are a usaful
procuramant aption. They relsad a rumbar of
limitatfons with how they operate that cauzad tham
concerns that:

» the adminisrative process that users go through o
appoint a panel member to perfarm wark is
inefficient for lower value work.

» it is hard to ascertain value for money and price
tersion, espacially for lange scale works

= it drives direct appointments.

Risk / Implication

PSP risks being bypassed if not effident and Courdl
miay not be cbtaining the best value for money.

51 Implerment staff awarensss and training on how
best to use the Professional Services Panals and
simplify the paparwark

52 Make it dear that there [s the ability to request
multiple parel members to guote for works above a
certainvalus.

PwC Irtermal Audit
Srategy Frocurament
Framewark Assessmant|
Aug 2517

g

The current PSP process allows for offers of service from one or
multiple consultants. We ara currently davaloaping & staff training
package on PSP process and this will be resmphaszed during It
A review s also being undertakan on straamiining aspacts of tha
PSP process,

Follow Up Meeting 3/11/17
Hoping for 2008/19 budget toindude a resource tm help with this process,
work Plan will be formulated and putin Trim

Frocurement commenced a trial with two serior staff members in the Procurament
Specialistrolas last year to try and get more resource to guide insxparienced staff
through the procurement process,

This needs to be reviewed to understand resourcing levels and skills that are required
1o hit the required levels of service.

Pracurenen
t Manager

/032018

GM Corporate

361

Open

Froperty, plant
and aquipment -
stock takes not
performed

We updated our understanding of the Ciny Coundl’s
systems of internal control for property, plant and
equipment. Fram this review we noted that there
Fave bazen no fieed asset stock takes per formed in
racentyears. Thiz iz a marrer of good stewardship
and craates a risk around tha accuracy of physical
amsars raflactad within the City Coundll’s financial
stanements a5 the assets may no lorger be in the
City Council’s possesdan fwhether as aresultof
theft, damage or other circumstances).
Racommandation

We racommend that fhead asset stocktakes are
completad on a cyclical basis to ensure that assats
recerded on the City Coundil's fixed asset reglsters
remalnunder Councll”s control. Any infarmation
regarding the condition or state of assets should also
be reflected within the fixed asset register following
these reviews {that is, Impafrment or disposal if
applicable).

As part of the Asser Management Infarmation
Strategy (ourrently under development) and the

| Asset Maragement Improvemnent Programme for
each activity ares, we will consider the inclusion of
fieedd assat stocktakes,

AuditNZ Draft Interim
Audit Maregement
Report June 2016

F5

| Assat reglsters are updated and data verified at varfous dmes
including as partof:

* Revaluation

» Cenditfon assessment programmes

» Sraff and contractor observafons during maintenance weorks
= Renewsls and new works.

A partof the Asser Managerment Information Strategy {currently
under developrment) and the Asset Management Improwement
Programme for each activity area, we will consider the Inclusion of
i ad msser stocktakes.

Projact DAN -lead by Financa

Follow Up Maeting 3/11/17

Trials commencad and of Aug o snwure paymant process [ working. Davalopmant of
process in place to be complatad by the and of Decwith a rola curin the Naw Yaar.
Updara March 2018

There are two areas of follow up:

1. Pracess Simplification - The vast majority of interactions relate to the payment
process and we are running a trial to make that simpler, That commenced at the end
of August and we will be locking toiron out and roll out in the New Year,

Z Training - Module for PSP developad inJan/Feb 18 with first training deliveredin
Mar 18

Procuremen
tMansgar

Yo7/ anE

5M Corparate

367

Open

Conflices of
Interast Policies

We recornmend Uat addiGonal guidence s Induced
on the differences bebwesn pecunfany and non-
pecuniary intarests, and actual, percaived or
potential conflicts of interests as part of upcoming
reviews of the Elected Memnbers Code of Conduct
and Cenflicts of Interest Policy. This will ersure that
thara s a canral point of rafarance for guidance on
these matters.

Audit NZ Draftinterim
Ayt Managamant
Report June 2017

Confiicts of Interest Policy need to incorperate pecuniary and non-
pecuniary intarasts into both policias and will ansura that is dona.

Pecuniary and NonPacuniary interests was incorparated into the

induction process for Elected Members,

Follow Up Comment: 3/11/17

Coundl are currently going through a wider crganisational focus on fived asser
stocktakes and lead by Finance with project DAN. The Asset Management Centre of
Excellence is also uploading all asset registers inta |PS an asset register platform.

15 Unit has all HOC 1T Assats racordad In tha Configuration Managemant Databasa,
tha aszats ara also coverad under the Ten Yaar Plan for funding o ensura ranawal

ard currency of assets,

Update on progress is expected in March 2018,

Q0 and
Finance
Controller

14£03/2012

M Corparate
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Fellow Up Commant 10/11/17

The Cade of Conduct incdludes & section on conflicts of Interast— thera iz nota
separate policy, Tha Codeis currently being reviewed and will be submittad to
Council for approval at its March or April 2018 meetings. The updated Code of
Corduct will sddress the Audit N2 recommendation and this finding will be submitted
for dosure.

Governance
Manager

1/04/2018

EM Corparata
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Deparments that completed the questionmalre were August 2517 HCC have identified the need to advance the organisaton’s Bl and
afver the followirg features: PWC Unusual amalytics capability o better support both repeatable enterprise
* reports with drill-down and filtering functionality Transacton Analysis reporting end advanced analyticel modelling with the use of
» statistical Rnalyss f modalling techniques Internal Audit Rapart histarical data. The Information Management Tearm in partnership
capability with the Growth Team ara currentdy defining the stratagic case far
» forward leoking analytcs based upon Wstarical Imvastment. This will take the form of 2 full Bl and Analytics
data Roadmap and an accompanying Business Case,
Recommandations:
We recomnmend star tirg with organisation-wide Follow Up Outline: 6/12/2017
areas {typically Finance & HA) to expose awider Opal3 s a 61 tool that has been adopted by parts of the
audience to regular & visual reparting. This will organization to accumulate and réport on non financal
ancourage a shift fram the current snap-shot style of information, Whilaitis not clear whathar the system has been Follow Up Comment 6/12/17
siness reporting towards raporting that is more dynamic adopted formally by 15 or the whole of HCC, Finance has Finance s cumrently invesbigatng 2 obwous opbions for development into the Bl space.
& and insightful, As a first stage, we recommend commenced initfal Imvestigation into whether the system weuld [Neither option involves capital investment and our objective at this stage s touse the  |Finandial

370 Open  [ntellieence  {andinsighth ” PS o & exercise 1o better understand what tools we have avalable as part of business as usud  |Controllerscl| 3070372018 G Corporate
Maturity Scan | focussing on only a smisll set of reports, which should be able to meet our current and develcpment Bl needs for efore we consider wider options o
Light Reporting | be @ common view of the datarecelvers. The Financlal information, Key to this Is the abllity to @p nto existing :

reguirements should be business driven and data sources such as Microsoft AX and Authoring.

deliverad against in astructured and repsatable

fashien wsing resources from the Data Services Team PowerBI s an add-on to the current Microsfot AX Financdal system

ard the business, Onee successiul this protetype can thiat cornes bundled with the planned AX upgrade in 201819,

be expanded over tme, Finance is reviewirg this toal In comparisen with Opal3, Noting

1.2 Implement ragular revfews of the actual use of that Power Bl could be purchasad indepandently prior to

the individual reports {currenty: around 1000} ©o upgrading AX.

ensure that old reports are identffied and removed

fram the enterprise repor ting platform. Finance will wark with 1S and Growth in this develapment. Qur

initial investigations should be completed early in 2018,

Thereis a lack of data accessibility across the August 2517 HCC have identified the nead to advance the arganisation’s Bl and

erganisation. Alack of process decumentation PWC Unusual aralytics capabllity to better support both repeatable enterprise

causes data to beinaccessible by other departments, | Transaction Aralysis reporting and advanced analytical medelling with the use of

creating ineffidendes where the same data s Intermal Audit Report histerical data. The Information Management Team in partner ship
Business collacted by difterent deparoments to sult thefr 'with the Growth Team are currenty detining the srateglc case tor
| telligence Rmpd& . ::w;:‘nmr;;hls will rke the torHr: :f a luI([ Bl and Analytics

ecommendations: oadmap and an accom usiness Case,
in Open [Viaturiy Scan Ersure that the availability of data is dearly Fe ' pire FollowUp Comment: 8/12/20L7 [ nancial 30/03/2018|GM Corporate
Light T (A5 above (370) inance response to this findingwill be addressed collectively. Contraller
| rfarmation documented and understoad, This will improwe
Acoess to data o that datarecelvers can cbiain
thalr informiaticn in a modarn and user frisndly way,
=0 that pra-dafined Information that combine
different data sources can easily be made available
aswell.
PwC notes that the practices of rewarding August 25/17 The above exercise {1.{371)) will address the areas of Dalivery
employess for providing valuable indghts and FWC Unusuat Maodel and Parformances within which the requirement to build
empowerment by the business to challerge the Transactdon Analysis out the organisational capabilities (skills and resources) and
current ways of working Is only implementedinthe | Intemal Audit Report identify the process for iterative devalopment {DevOps) in support)
growth area, This is lacking in other areas, of data driven insights will be dearly defined.
particularly through the lack of resource available in

| the Finance department required to achiewve this.

- Open Inra!ll;_ervse The data SME reles may in some cases be delivered - Follow Up Comment: 6/12/2017 . . Financial 032012 | M Corporste
Maturity Scan by eeisting staff in corjunction with their existing As abave (370) finance response to this finding will be addressad collectively. [Contraller
ight People reles; and that in other cases itmay be necessary to

provide a dedicated rescurce depending on the
ratura af the businass unlt and thalr spadfic nead o
improve the way they coniral, use and share their
data.
The strategic vision s not aligned with the business’s August 2517 The 81 and Analytics Roadmap and accompanying Business Case
business intelligence capability. PWC Unusual will dlearly define the alignment of business BI capabiity and the
Business Recommendations: Tramsactfon Aralysis strategic vision of the orgarfsation Subsaquent actividas will
I meligence Infroduce a mandated approach and programme of Internal Audit Report identify refevant KPis for this program of work.
. 'work thatis aligned with HCC's strategic vision. The Follow Up Comment: 6/12/2017 [Financial
a4 Open E::?:"l' SN | irpose of this will be to fund and drive the 7 As &nm‘:ﬁ?ni finance response to this finding will be addressed collectively. comraller | 3Y03/2018|GM Corporate
Organisation technclogy and business charge required for HOCs
future reporting. Bl and analytics capability.
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329 We have noted in prior years that Council has Audit NZ Fact Sheet P28 |TheIT DRP is awaitng finalisadon with the pending changes to Update 3/11/17
continued to defer the developmentand testing of | HCC Ingerim April 2008 Dieskrop as a service, and server hosting redundancy services Critical IT Infrastructure suppliers Fujitsu and Vocus has been werified to have both
an organisaticnal Business Contnuity Flan and aniT currenty under nagotation with Fujitsu and Azure. Disaster Recovery systems and processes in place to ensure the services provided by
Dizaster Racovary Flan During tha yaar the Azura demcantra was down for ona dey and tham ara coverad.
there was no backup senvce avallable to the counil.
Respongdbiity for Onganisational Business Contruity lies with Areviewis undarway of all backup and restore procedures to ensure the
anather area within coundil. effectiveness thereof and make any adustments where needed
Audit NZ Draft Interim We contirue t | that cound develops and tests The progress of the |T Disaster Recovery Flan has been slow due to the vacancy of the|
June 2017: Audit Managemant organisational business continuity and | T disaster recovery plans. Infrastructure Team Leadrole, thisrole at this point would not be filled until eardy
We continue to recommend that Councll pricridses Report June 2017 2018,
devalopment and testing of Orgarisational Business The Risk and Assurance Manager has commenced organisational
ITIssue -NO | Continuity andIT Disaster Racovery plans. business impact analyses for development of the organisaticnal
Organisational || o date in 2015. The preject to autsaurce all 1T Businass Continuity plan
Open Busingss  |oypport and datacentre hosting to Fujitsu, will This will then drive development of the IT Disaster Recovery plan. | Nacessary ao WY03/2018|  GM Comporate
Cantirulty PIAR |joude development of rew T Disaster Recovery Irnprovernents bave been made to 1T infrastructure to mitigate
or IT Disaster | management systems and processes, rsks related to potental network fallures
Raceovery Flan
33 The Legislative Compliance Policy formally approved | AuditN2 Draftinterim P2 Council has been establishing a wider compliance framework as Update: August 2017
by Council ard made avallable te staff throughout Audit Marsgement part of its improvemnent programme for complisnce management Compliance framework currently urder development to align with new risk
the organisaticn. The pelicy [s due to be formally Report une 2017 (15019600} Policy review underway but delays to approval management framework.
adopted by 1 December 2016, We will review the process due toresource issues mid 2017.
policy as part of the 2006/17 audit. Update Nov 1 2017
Adoptionaf The revisad framework and policy has been complatad and Is currendy baing -
Open legislative Hacesacy reviewad by HCC Comgliance Champion and peer reviewed by Stratagy for final Imsurance 10572018 M Corporate
compliance submission to 5T for approval and implernentation. This is expected to be finalisedin Manager
policy March 2018,
As ar the date of our interm audt, the policy was
pat to be formally adopted. W continue to
recormmend that the policy is formally approved and
rmade available to all staff troughout the
crganisation.
340 Wa racommend & review around &l the lagislation Audit N7 Draft Intarim P Councll has basn astablishing a8 wider compliance framework as Updata: August 2017
that the City Council must comply with be AuditManagement part of its Improvement programmne far compliance management Compliance framework currently under develapment to align with new ris
performed, The resporsibility for each of the Report June 2017 (15019600} Palicy review underway but delays to approval management framework,
diferentlagislation should be documented and process due toresource issues mid 2017,
formally communicated to each of the staff Update Nov 12017
memb-ers with responsibility. This will ensure that The revised framework and policy has been completed and s currenty being
aach staft mamber understands their areas of reviawad by HOC Comgliance Champion and peer reviewead by Strategy for final
Revew ot |resparsibility around lagislative compliance and can submission to 5T for approval and implementation. This is expected to be finalisedin -
Open r!nmm::;::; actively monitar the City Councl's compliance. Nacesser March 2018, Insurance 170672018 &M Corperate
o Manager
responsibility
Ths review has not yet been completed. We
understand that the Gty Councll expects to complata)
this revdew by September 2017,
Tha City Cound] doas not hava anlT risk framework | AuditNZ Draft Intarim IT Risks ara In the pracess of being slignad with the orgarisation Fallew Up Comment 3/11/17
in place 1o assess, monitor and respond 1o 1T risks, Audit Maragement risk framework. The IT risks are being managed as evidentin the |5 are migrating to the organisational risk framework currentdy under Improvement
We understand that project risks are monitored a5 Report June 2017 recent discussion at Auditand Risk Commites on Cyber Security with the CAMMS Risk Module, 15 has implemented the organisational Risk Registers
paryof the IT project methadelogy. and auditis progress surrounding Cyber Security. for operational teams and are currently reviewing them,
Racommandation In addirion 15 are adopring the Proractive Sacurity Requirament (PSR} framewori: to
T Risk Wa racommand that an IT risk framework ba auppart thalr current improvemants. This iz yar to ba astablished as itz & widar
L Open i armework rafdentify, aszess, manitor and respond PE Necessary erganizational imyp 1t maasura haing d by 15 ard Risk busgness units, ao SeplE GM Cosporate
o IT risks. This framework should be consistent with
the City Councll's organisatdonal sk framewark,
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The City Council's IT palicles were due for reviewin
2016 but have notyet beenreviewed and vpdated,
In addition, we note that there is no overarching 15
sacurity framework,

We understand that a cybersacurity governance
rendew s underway and this will drive the
development of a new security framewark and

AuditNZ Draft Interim
Audit Maregement
Reportjune 2007

Information Services has just recently procured the MPA 1T Policy

=Y systerm for impl wation. Part of this

i VEtion would the review and communication of
policias to stakeholders as applicabla.

Follow Up Comment 3/11/17
The new palicy management system is makirg good progress, policies have been

d and sent back for formatting into the system. It is expected the final draft
will ha complated by the vendor and a two waak SLA purtin place for implemantartion
axpactad 1o be fully complated Jan 2018,

which ne lorger appear to be used,

Review and polices, We note that during the yeer an online |T
update IT induction training course has been developed to
Policies and assist in raining new staff,
366 Open develop policy Recarmendation Fa Necessary o A28 GM Corporate
awareness We recommaend that the City Council priceifise the
F daye tof the T security framework and
updating of IT policdes. A policy awar eress and
enforcernent programme should be induded in the
IT sacurity framework.
Additionally, we recommend that the Cfty Councll
recuire all statf and confractors to complets the new
1T enline induction programme.,
The City Council does not have proceduresinplace | Audit N2 Draftinterim Fujitsu has been engaged to review HOC's on boarding and off Follow Up Comment 3/11/17
Management of for reviewing and (enjovim redundant generic Audt Management boarding process, focussing on Active Directory, Securlty levels As related to updated comment above {366 the policy manegement Improvements
Generie {shared) {sharad) netwark login accounts, Rapart une 2017 and generle logins are induded In this review. will addrass this finding, Processes have basn implamented and currantly oparating
368 Open We browsed the natwork accourt fist and noted 2 2] Nacassary fer contractor parsonnal, ae a0/ ams GM Corporate
nelwori: login High number of these types of accounts - many of
accounts
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Council Report

Committee: Audit & Risk Committee Date: 18 December 2017
Author: Andre Chatfield Authoriser: David Bryant
Position: Risk and Insurance Manager Position: General Manager Corporate

Report Name: Risk Management Report

Report Status Open
Purpose
1. To inform the Audit & Risk Committee of progress managing Council’s Material Risks.

Staff Recommendation

That the Audit & Risk Committee receives the report.

Background

2. Hamilton City Council has eight key Material Risks that are managed by the Risk Manager in
conjunction with the Risk Owners on behalf of the Chief Executive.

Discussion

3. In late 2016 an improvement review of Council’s risk register management was conducted to
identify an effective and efficient risk management solution to support organisational risk
maturity assessing.

4, Council currently has 27 risk registers for the material risks, business units and specific
projects.

5. A risk solution software called CAMMS Risk was identified in July 2017 which is designed to
centralise all identified organisational risks into a single repository for analysis and reporting
purposes. The risk register data is currently being migrated into CAMMS Risk.

6. This will provide an ability to assess organisational risk maturity, identify high risks across the
organisation and allow the senior leadership team to seek clarification and centrally challenge
the controls and mitigations to support reporting requirements for this committee.

7. This risk solution is expected to be fully implemented by March 2018.

Attachments

Attachment 1 - Material Risk Report - December 2017.
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Material Risks Summary — December 2017

Rank | Risk Description Inherent Risk Residual Risk
Rating Rating
Rated before Rated after the
controls are controls have bene
implemented implemented
1 H&S — Workers (incl contracted workers and volunteer workers. | Extreme* High
Failure to create and maintain a safe environment for staff
leading to death, serious injury. O @
Very High
2 H&S - Community Extreme™ High
Failure to create and maintain a safe environment for the Q O
community leading to death, serious injury.
ery High
3 Failure of critical assets Extreme Very High
Incorrect investment (timing and/or amounts) results in the
unexpected failure of critical assets (loss of levels of service). . O
4 Failure of BCP Very High Medium
Failure of, or inadequate Business Continuity Plans (when they
are required), result in unacceptable business interruption and O O
disrupted customer service.
5 Inad te civil defence resp Extreme Very High
Failure to respond adequately during a civil defence emergency
results in undue harm to members of the community and delays . Q
in restoring the city to an operational standard.
6 Financial Strategy Failures High High
Implementation of Council’s Financial Strategy is not effective in
guiding appropriate decision making to meet the financial O O
pressures associated with maintaining the assets and amenities
of the city whilst investing in growth infrastructure
7 Cyber attack Wery High Very High
Inappropriate access and/or use of Council information or
ratepayer data, or inability to operate Council systems due toa O O
cyber-attack resulting in reputational, legal and financial damage
and potentially loss of service continuity.
8 Poor data, analysis and response Very High Medium
Inaccurate data, weak or incorrect analysis leading to inaccurate
growth forecasts, financial modelling and untimely responses to O O
trends resulting in inappropriate levels of investment in public
assets.

* There is a very strong relationship between the likelihood and severity (consequence) of H&S incidents. The likelihood of
rminor injuries is much higher than an incident which could result in a death.

** We take the safety of our people and the community seriously and are working hard to reduce the likelihood of a
serious harm incident. Due to the focus and definition of this risk relating to death or a serious injury, the risk rating (and
by extension the target risk rating) can never reduce below ‘High’ because we consider the consequence to be
‘catastrophic’.
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Inherent Risk

CONSEQUENCE

Moderate

Serious

Almost
certain

Likely

Possible

UKELIHOOD

Unlikely

Catastrophic

M H VH VH
H VH
M H

Risk Description Rank
H&S — Workers includes contracted and volunteer workers
Failure to create and maintain a safe environment for HCC workers leading Ra n k 1
to death or a serious injury incident.
Risk Owner David Bryant Category People
{GM Corporate)
Risk Triggers
¢ HA&S roles and responsibilities across the organisation not fully understood or accepted
e Poor understanding of the H&S risks within the organisation
* H&S management system ineffective or inefficient
* Poor safety / organisational culture
¢ Human error / inappropriate behaviours / complacency
* Unsafe or poorly maintained equipment

There iz a very strong
relationship between the
likelihood and severity
(consequence) of H&S
incidents. The likelihood of
minor injuries is much higher
than an incident which could
result in a death.

Risk of serious injury ar
death

Risk of other serious harm

incidents (as defined in the
Health and Safety at Wark
Act).

Existing Controls and Mitigations

* Health and Safety Management System — system development phases

* Includes Plans, procedures for work practices/activities for all high-risk areas
® Pre-qualification engagement program — contractors
e QOrganisation Engagement Survey

Residual Risk

CONSEQUENCE

Moderate

Serious

Almost
certain

H

VH

Likely

Possible

Unlikely

LIKELIHOOD

Catastrophic

Audit & Risk Committee Agenda 18 December 2017- OPEN

There iz a very strong
relationship between the
likelihood and severity
(consequence) of H&S
incidents. The likelihood of
minor injuries is much higher
than an incident which could
result in a death.

Risk of serious injury or
death

Risk of other serious harm

o incidents (as defined in the
Health and Safety at Work
Act).
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1. Establish a governance framework .
for the engagement and
management of contractors

2. Enhance the safety behaviours /
culture program (take it to the next
level of maturity)

3. Design and implementan
appropriate monitoring approach
(audits and reviews by both .
external parties and leadership
inspections) and reporting
framework to ensure oversight and
focus on resolving actions .

4. Enhance understanding of key risk
scenarios and commonality of
critical controls. Ensure on-going
monitoring of effectiveness of
critical controls.

Further Actions Required Update —-December 2017

A suite of Current Best Practice
Principals and Guidelines is being
developed with emphasis on the
12 critical H&S risks still yet to be
finalised. Consultation planning
with business units is underway
prior to final approval for
implementation.

There has been a 28% reduction
in LTI’s over the last 12-month
period. Further detail is outlined
in the H&S Committee Report.
H&S Prequalification contractor
management is now fully
operational across the region
with improvement and
assurance programmes yet to be
established.

A H&S training programme
review is being established to
ensure alignment with Current
Best Practices. This is expected
to be initiated in March 2018.

A People Safety and Wellness
Strategic Plan is being developed
to support the H&S Assurance
and Engagement Leads.

Action Owner
David Bryant
(General Manager
Corporate)

Audit & Risk Committee Agenda 18 December 2017- OPEN

Page 28 of 83



Risk Description Rank
H&S - Community
Failure to create and maintain a safe environment for the community R a n k 2
leading to death or a serious injury incident.
Risk Owner David Bryant Category People
{GM Corporate)
Risk Triggers

community

e Crime

* Human error / inappropriate behaviours

Poor HCC understanding of the H&S risks within the Community
Failures in safety-in-design planning for our amenities and services provided to the community

* Inadequate understanding of the scope of HCC's health and safety responsibilities towards the

Inherent Risk

CONSEQUENCE

Unlikely

LIKELIHOOD

Rare

Minor Moderate Serious
Almost H v VH
certain
\&\
Likely M H \\3|

Catastrophic

M H VH VH
M M H VH
M H

There is a very strong
relationship between the
likelihoed and severity
{consequence) of H&S
incidents. The likelihood of
minar injuries is much higher
than an incident which could
result in a death.

Risk of serious injury or
@ death

Risk of other serious harm
incidents (as defined in the

Health and Safety at Work

Act).

Existing Controls and Mitigations

e Health and Safety Management program implemented

¢ Includes Plans, procedures for work practices/activities for all high-risk areas
Includes Pre-qualification engagement program — contractors

¢ Audit functions implemented with risk assessment practices embedded within BU’s.

+ Call Centre feedback and HCC Website capability for community to report hazards. Incl social
media monitoring by Communications

Residual Risk

CONSEQUENCE

Moderate Serious

Almost
certain

H VH

Likely M

Unlikely

LIKELIHOOD

H VH

Catastrophic

N
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Further Actions Required

Update — December 2017

Action Owner

1

Design and implementan
appropriate monitoring
approach (audits and
reviews by both external
parties and leadership
inspections) and reporting
framework to ensure
oversight and focus on
resolving actions

Enhance understanding of
key risk scenarios and
commonality of critical
controls.

Ensure on-going monitoring
of effectiveness of critical
controls where community
is exposed. Yet to be
established

The H&S Team have initiated combined
support with the Community Group for
Safety and Design factors within
projects to ensure H&S risks are
identified and mitigated during
development/modifications of
infrastructure and public facilities.

A review of Project Contractor
Management during project gateways is
yet to be established to ensure H&S
risks are being managed appropriately.
This is expected to commence after
March 2018.

A Central Govt Initiative called
Protective Security Requirements (PSR)
has been reviewed for consideration by
SLT to adopt in support of managing
security and safety to HCC's major
venues. This is expected to be
presented to SLT early 2018 after a gap
analysis has bene completed.

David Bryant
(General Manager
Corporate)
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Failure of critical assets
Incorrect investment (timing and/or amounts) results in the unexpected
failure of critical assets (loss of service levels).

Rank

)

Risk Owner Chris Allen Category Financial
(GM City
Infrastructure)

Risk Triggers
e Poor response management and knowledge across HCC
e Poor understanding of requirements to support Hamilton City in an event
® lack of experience with real life emergency situations
e Turnover of trained staff
+ Poor contract management
¢ lack of critical equipment and resourcing
¢ Cross-jurisdictional responsibilities
¢ Poor critical asset management
Inherent Inherent Inherent Risk Extreme
Likelihood Consequence Rating

Drivers

Safety &

Almost Wellbeing,
Certain Financial, Catastrophic .

Service

Delivery,

Compliance

Social and

Cultural

Existing Controls and Mitigations

* Asset Management Centre of Excellence is in place to drive organisational consistency of asset

management overseen by the GM City Infrastructure
e  AMP renewals with associated governance at SLT levels

+ Resilience considerations fed into long term asset planning to extend asset life
* Financial peer reviews of critical assets and supported by Council insurance programme

Residua
Rating

Residual
Consequence
Drivers
Safety &
Wellbeing,
Financial,
Service
Delivery,
Compliance
Social and
Cultural

Residual
Likelihood

Unlikely Catastrophic

I Risk

Very High

O
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Further Actions Required

Update — December 2017

Action Owner

1. Identify critical assets within AMP
providing a critical service

2. Develop asset condition
management strategy

3. Increase detailed budget planning
from 3 and 10 years to 30-year
period

4. Independent reviews across all
Asset Management Plans
established Feb 2017.

5. Infrastructure performance
measures to enable ongoing
monitoring should be reported to
the ARC.

s  Critical infrastructure assets
have been identified for the
activity and forecasting
required renewals and
maintenance programmes.

* Asset Management Plans
(AMPs) have been prepared
for use in 2018-28 10-Year
Plan and will be approved
after the 10-year plan has
been approved.

e External independent reviews
of AMPs have been conducted.

e The Organisational
Improvement programme for
asset management has been
updated following an external
maturity assessment in August
and September 2017,

Chris Allen (General
Manager City
Infrastructure)

Audit & Risk Committee Agenda 18 December 2017- OPEN

Page 32 of 83



Failure of BCP

Failure of, or inadequate Business Continuity Plans (when they are
required), result in unacceptable business interruption and disrupted
customer service.

Rank: 4

Risk Owner

Disaster Recovery/
Business Continuity

David Bryant Category

{GM Corporate)

Risk Triggers

Business Continuity Plans are not communicated effectively

Untested Business Continuity Plans

Business Continuity Plans haven't contemplated all the scenarios

Business Continuity Management framework not established, implemented or communicated
within organisation

Business Continuity Plans are untested, inadequate, not communicated effectively, or are not up
to date.

Inherent Inherent Inherent Risk Very High
Likelihood Consequence Rating
Likely Driver Serious O
Service
Delivery

Existing Controls and Mitigations

1. Business Continuity Plans in place for all critical activities and business units
2. HCC Crisis Management Guide has been established in support of an integrated response
capability.
3. Business Continuity Plans are reviewed quarterly by Risk & Insurance business unit
4. Business Continuity Plans are integrated as part of asset management planning
5. Business Continuity Plans are reviewed on an ad hoc basis by Internal Audit
Residual Residual Overall Medium
Likelihood Consequence Residual Risk
Unlikely Driver Serious Rating O
Service
Delivery

Further Actions Required

Update — December 2017 Action Owner

David Bryant
(General Manager
Corporate)

The BCP testing programme has
been established for
implementation with cross
support from Civil Defence.
Emphasis will be placed on
critical services to the city.

An integrated approach to
incident management has been
established outlining emergency,
crisis and business continuity for
the organisation. The roll out of
this framework is still yet to be

Visibility and ownership of .
Business Continuity Plans to be
outlined to all assigned SLT
members

Velocity site to be updated with
easy access instructions in
response to an event. .
Business Continuity Plan testing
plans extended to Nov 2017 due
to priority matters related to LTP
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fully implemented and
communicated concurrently.
PSR framework is expected to
influence and support this
integrated response capability.
Additional works still being
established to support the PSR
framework and expected to be
fully implemented Nov 2017
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Inadequate civil defence response

Failure to respond adequately during a civil defence emergency results in
undue harm to members of the community and delays in restoring the city
to an operational standard.

Rank: 5

Risk Owner Blair Bowcott Category Disaster Recovery
{Special Projects
Director)

Risk Triggers

* Poor response management and knowledge across HCC

® Poor understanding of requirements to support Hamilton City in an event
* Lack of experience with real life emergency situations

¢ Turnover of trained staff

e Poor contract management

® lack of critical equipment and resourcing

e Cross-jurisdictional responsibilities

* Poor critical asset management

Inherent Inherent Inherent Risk Extreme

Likelihood Consequence Rating
Driver
Safety &
Likely Wellbeing, Catastrophic
Service
Delivery,
Social,
Cultural and
Environment

Existing Controls and Mitigations

* Regional Group Contract Initiative (RGCI) Approved 05/09/2016 by Counc

+ Simulation exercises will be conducted in accordance with Group Contract requirements

+ CIMS model of training program to staff to meet civil defence standards
* Dedicated emergency operations centre till Oct 2016 from Regional EOC
* Civil Defence Standard Operating Procedures

* Capability Assessment 2017

* Annual self-assessment of HCC's preparedness for a civil defence emergency
* Audits from the Ministry of Civil Defence and Emergency Management every 3 years
Residual Residual Residual Risk Very High

Likelihood Consequence Rating
Driver
Safety &
Wellbeing,
Unlikely Service Catastrophic
Delivery,
Social,
Cultural and

Environment
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Further Actions Required

Update — December 2017

Action Owner

1. Monitoring of SLA in place with
WRC and reporting bi-annual
progress reports.

2. Review and communicate
emergency response procedure to
lift civil defence awareness through
the organisation

3. Develop succession plan for critical
Emergency Management
knowledge

¢ Civil Defence Work Plan for 2017
by WRC (Group) in place and
significant progress against the
plan has been accomplished YTD

e Establishment of a National
Public Alert System still ongoing
and recently tested through the
national text services.

e HCC continues to have
significant investment in staff
training with 317 staff having
completed some type of CDEM
training year to date

e The CDEM Foundation course is
now available as an online
course and can be used be used
as a refresher or as an
alternative to face-to-face
training

o The construction of the new IL4
Genesis building) which will be
the base for delivery of CDEM
services) remains on tract and
should be operational at the
time of this committee meeting.

e The HCC Recovery Manager has
been appointed to support any
response to an event.

Blair Bowcott
{GM - Special
Projects)
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Financial Strategy Failures

Implementation of Council’s Financial Strategy is not effective in guiding
appropriate decision making to meet the financial pressures associated
with maintaining the assets and amenities of the city whilst investing in
growth infrastructure

Rank: 6

Risk Owner Richard Briggs Category Financial
(CE)
Risk Triggers
¢ Materially incorrect financial strategy assumptions
+ Significant unforeseen event
Inherent Inherent Inherent Risk High
Likelihood Consequence Rating
Possible Drivers Serious
Safety &
Wellbeing, O
Financial,
Service
Delivery,
Compliance
Social and
Cultural

Existing Controls and Mitigations

The Financial Strategy is reviewed three yearly in conjunction with the development of Council’s
10-Year Plan and revised if appropriate. Part of this process includes a review of Council’s
Revenue and Financing Policy, Funding Needs Analysis Policy and Rating Policy and making any
revisions where appropriate.

The Financial Strategy is reviewed three yearly in conjunction with the development of Council’s
Annual Plan and revised if appropriate.

The Financial Strategy is used to guide decision making where significant expenditure is
required. Council’s delegated authority limits result in these items being referred to meetings of
the Council where details of the expenditure and associated risks are identified and reviewed
before decisions are made.

Council’s Monitoring Report is used to provide visibility of Council’s financial performance at
each Finance Committee. This enables comparison to Council’s Financial Strategy limits and for
any irregularities to be discussed and addressed.

Internal financial reporting is used to provide visibility of Council’s financial performance at each
monthly Senior Leadership Team meeting. This enables comparison to Council’s Financial
Strategy limits and for any irregularities to be discussed and addressed.

Residual Residual Residual Risk High
Likelihood Possible Consequence Serious Rating
Drivers
Safety & Wellbeing, O
Financial,

Service Delivery,
Compliance Social
and Cultural
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2018-28 10-Year Plan process.

¢ Review Council’s Revenue and
Financing Policy, Funding Needs
Analysis Policy, and Rating
Policy. .

recommended to Council by the
Financial Strategy and Revenue
Taskforce and accepted at
Council’'s 24 August 2017 meeting.
The Financial Strategy will be
finalised as part of the 2018-28 10
Year Plan process.

Further Actions Required Update — December 2017 Action Owner
* Review Council’s Financial ¢ The working Financial Strategy Richard Briggs
Strategy underway as part of the measures have been (CE — Council)
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Cyber attack Rank' 7

Inappropriate access and/or use of Council information or ratepayer data,
or inability to operate Council systems due to a cyber-attack resulting in
reputational, legal and financial damage and potentially loss of service

continuity.
Risk Owner David Bryant Category Technology/
{GM Corporate) Information/ Data
Management
Risk Triggers

* Inadequate IT security environment
+ Staff not following IT security procedures [lack of general awareness / culture]
¢ Targeted and potentially malicious exploitation of security vulnerabilities in operating systems or
applications
Inherent Inherent Inherent Risk Very High
Likelihood Consequence Rating
Driver
Information
Management/ O
Possible Information Catastrophic
Technology,
Service
Delivery,
Safety &
Wellbeing

Existing Controls and Mitigations

e 3 lines of Defence implemented (1) Hardware + Systems Controls (2) Process Management (3)
technical Experts — architects, technical and operations personnel {i.e. Fujitsu)

* Managed desktop environment implemented conforms with DIAAOG — (Department of Internal
Affairs and All of Government) desktop offering and standards

e Data and system backups —daily, weekly, monthly regime aligned to critical services list

e Technical support from key vendors - Microsoft and Fujitsu

e [T Security Management Policies and Procedures

e External and internal security audit and reviews

Residual Residual Residual Risk Very High

Likelihood Consequence Rating

Driver

Infarmation
Unlikely Management/ | Catastrophic

Information
Technology,
Service
Delivery

14
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Further Actions Required

Update — December 2017

Action Owner

Enhance understanding of key
activities where we need back up or
manual intervention.

Develop action plans to ensure
there is a backup in place for critical
activities.

Ensure on-going monitoring of
effectiveness of critical controls.
Develop and implement procedures
for monitoring unusual network
activity.

¢ PwC have completed a Cyber
Security Governance audit in
August 2017 and are now
engaged in completing a more
detailed review of Council’s
control environment. The final
audit report is still pending and
will not be completed for this
committee meeting.

e The Business Services
Catalogue (BSC) has been
established and includes
categorising of all services and
now part of BAU

e An IS Organisation Critical
Services list that supports the
BSC has been established and
managed by the CTO and
reviewed on a quarterly basis

e Disaster Recovery Plan (DRP) is
currently being developed and
considered a living document
due to its purpose.
Development is now being
managed by Information
Services and will include an
Incident Management Plan for
council’s environment.

David Bryant

{General Manager

Corporate)

Audit & Risk Committee Agenda 18 December 2017- OPEN
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Poor data, analysis and response

Inaccurate data, weak or incorrect analysis leading to inaccurate growth
forecasts, financial modelling and untimely responses to trends resulting in
inappropriate levels of investment in public assets.

Rank: 8

Risk Owner Kelvyn Eglinton Category Strategic
{GM City Growth)
Risk Triggers
¢ Inadequate modelling and scenario planning
e Inadequate data inputs
¢ Poor cross-organisational sharing of data
¢ Inadequate access to analytical skills
Inherent Inherent Inherent Risk Very High
Likelihood Consequence Rating
Likely Driver Major O
Social,
Cultural and

Environment

Existing Controls and Mitigations

District plan renewed every 10 years and undergoes a rigorous consultation and appeal process
Future proof growth modelling around sub-regional plans are reviewed by the Executive Director
Special Projects

Growth forecasts and modelling around developer contributions reviewed by General Manager
City Growth

Quarterly reviews (part of the Hamilton Urban Growth Strategy) to monitor progress against the
planin terms of serviceable land availability. Results of the monitoring are reported through to
the Senior Leadership Team for discussion and action

New Development Contribution model and tool has been established to provide improved data
analysis. Hamilton Housing Market & Economy Growth Indicator Report.

Adopted across the sub- region

Residual Residual Overall Medium
Likelihood Consequence Residual Risk
Unlikely Driver Serious Rating
Social, O

Cultural and
Environment

Further Actions Required

Update — December 2017 Action Owner

Kelvyn Eglinton
(General Manager
City Growth)

A review and documented
improvements to growth and

Establish a process of rigorous .
modelling and scenario planning
Establish a suite of relevant,
trusted data sources

transport model calculations is
established with continual
improvement consideration to
improve research calibre.

* Technical phase reviews are in
place and include district growth
and sub-region approach.

e NPSis enacted by legislation. A
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sub-regional review of land use,
demand and supply is underway.
Tracking infill development
against 47% growth target.
Quarterly analysis of external
housing, market drivers is
captured in the Hamilton Housing
Market & Economy Growth
Indicator Report

Business case for HIF submission
confirmed supply and demand
analysis and a positive cost
benefit analysis — awaiting
outcome of HIF submission.
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APPENDIX A = RISK RATING

This matrix is used to map the likelihood and consequence levels of a risk and provide a
pictorial representation of the relativity of that risk to other risks within a Unit, or Project,

and can also be used for mapping key risks across Council.

This matrix also provides an indication of the correlation between risk appetite and risk

tolerance levels Senior Leadership Team and Council are prepared to accept relevant to
the key service areas discussed throughout this document.

CONSEQUENCE

Minor Moderate Serious Catastrophic
Almost H H VH
certain
Likely M H VH

(=]
(=]
o
g ! ’ -
[*7)
4
=]

Unlikely VH

H

By using this matrix, a decision can be made as to the level of escalation for management

acceptance that is required and the frequencies with which accepted risks are to be

reviewed.
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ACTION REQUIRED FOR RISK

Extreme Risk — Immediate action required:
Risk escalated as appropriate to the Audit &
Risk Committee. Action plans and
management responsibility specified with
scrutiny required.

Only the Chief Executive and/or
Council/audit and Risk Committee can
accept this level of risk.

APPENDIX B — ACTION REQUIRED AND REPORTING

The following table details the required actions and reporting for each risk:

RISK REPORTING

Organisational Risks

ARC (Quarterly)

SLT (Monthly)

Project Risks
Council Finance Committee (Six
Weekly)

Programme Manager (Monthly)

Project Sponsor {(Monthly)

Very High Risk — Senior Leadership Team
advised. Action plans and management
responsibility specified with periodic
scrutiny required.

The relevant GM, sponsor, risk manager and
programme manager can accept this level
of risk.

ARC (Quarterly)

SLT (Menthly)

Council Finance Committee (Six
Weekly)

Programme Manager (Monthly)

Project Sponsor (Monthly)

High Risk = Senior Leadership Team
advised. Action plans and management
responsibility specified with periodic
scrutiny required.

The relevant GM, sponsor, risk manager and
programme manager can accept this level
of risk.

SLT (Monthly)

Council Finance Committee (Six
Weekly)

Programme Manager (Monthly)

Project Sponsor (Monthly)

Medium Risk — Management responsibility
specified. Managed by specific monitoring
and procedures.

The relevant programme, unit manager or

risk manager can accept this level of risk.

Wider Leadership Group (As
required)

Program Manager (Monthly)

Low Risk — Manage by routine procedures,
Unlikely to require specific application of
resourees,

The relevant activity manager can accept
this level of risk.

Wider Leadership Group (As
required)

Program Manager (Monthly)

1 <, Unit M,
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APPENDIX C = RISK MATRIX LEGEND

Risk Matrix Legend

Description

Reputation
- Council suffers severe political

Health and Safety

Loss of life.

Service Delivery (Strategy incl)
. Sewvere compromise of the strategic

Financial

Impact cannot be managed without

and/or reputational damage.

. Council suffers reputational damage
and loses confidence in senior
management.

. Mayor and Chief Executive need to
be briefed and regularly updated.

. Media interest is sustained for up to
a week with minor criticism levelled
at Council.

. Key stakeholders need to be
informed and kept up to date with
any developments that affect them.

. Council breaches the law, which
leads to legal action by affected
stakeholders.

. External/independent investigation
conducted by law enforcement
and/or government agencies.

. Communications and recovery can
be managed internally.

incident involving multiple members
of staff and/or members of the
public.

The injured party or parties suffer
significant injuries with long-term
effects that leave them permanently
affected.

WorkSafe investigates Council’s
safety practices and Council is
found to be inadequate.

strategic objectives and goals of
Council.

. Compromise of the strategic
objectives of Hamilton City.

. Significant on-going impact on
service delivery across one or more
business units.

. Skills shortages affect the ability of
Council to meet its objectives and
goals.

. Staff work hours are increased by
more than 38% (10 — 15 hours per
week) for 30 days.

. Between a 3% and 10% increase in
staff turnover in a six-month peried
that can be directly attributed to the
risk eventuating.

s Catastrophic and/or reputational damage that e  Major health and safety incident objectives and goals of the Council. additional funding from Council.
cannot easily recover from. involving members of staff and/or . Severe on-going impact on service . Impact cannot be managed without
. Council suffers severe negative members of the public. delivery across Council and significant extra human resources.
reputational impact, and the Mayor . The injured party or parties suffer business units. e  Yearly operating costs increase by
loses confidence in senior major injuries with long-term effects e Skills shortages severely affect the more than 12%.
management. that leave them permanently ability of Council to meet its . One-time financial cost greater than
. Mayor and Chief Executive need to affected. objectives and goals. $100,000.
be briefed and regularly updated. . An external authority investigates . Staff work hours are increased by
. Media interest is sustained for a Council’s safety practices and more than 50% (20 hours per week)
prolonged period (i.e., over a week) Council is found to be negligent. for more than 30 days.
with major criticism levelled at the . Between a 10% or more increase in
Council. staff turnover in a six-month period
. Council breaches multiple laws, that can be directly attributed to the
which leads to legal action by risk eventuating
affected stakeholders.
. External/independent investigation
conducted by law enforcement
and/or government agencies.
4 Major . Council suffers significant palitical . A significant health and safety . Significant compromise of the . Impact cannot be managed without

re-prioritisation of work
programmes.

Impact cannot be managed without
extra financial and human
resources.

Yearly operating costs increase by
10% to 12%.

One-time financial cost between
$50,000 and $100,000.
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Council suffers limited political
and/or reputation damage.

The Chief Executive and senior
management need to be briefed and
regularly updated.

Council breaches its compliance
obligations.

Media interest is sustained for less
than a week with minor criticism
levelled at Council.

Key stakeholders need to be
informed and kept up to date with
any developments that affect them.
Externalindependent investigation
is conducted by law enforcement
and/or government agencies.

Most communications and recovery
can be managed internally.

Health and safety incident involving
multiple members of staff or one or
more members of the public.

The injured party or parties suffer
injuries with long-term effects and
are not permanently affected.
Council's safety practices are
questioned and found to be
inadequate.

Compromise of the strategic
objectives and goals of Council.
Moderate impact on service delivery
across one or more business unit's
due to prolonged service failure.
Staff work hours are increased by
less than 25% (8 — 10 hours per
week) for a two to four-week period.
Between a 1% and 3% increase in
staff turnover in a six-month period
that can be directly attributed to the
risk eventuating.

Impact can be managed with some
re-planning and modest extra
financial or human resources.
Yearly operating costs increase by
7% to 10%.

One-time financial cost of $20,000
to $50,000.

Senior management and/or key
stakeholders believe that Council’s
reputation has been damaged.
The Chief Executive needs to be
advised and SLT needs to be
briefed.

Media interest is short-lived (i.e., a
couple of days) and no blame is
directed at Council.

Key stakeholders need to be
informed.

Communications and recovery can
be managed internally.

Minor health and safety incident
involving multiple members of staff
or a member of the public.

The injured party or parties suffers
minor injuries with only short-term
effects and are not permanently
affected.

Minor impact on service delivery
across one or more business unit's
due to brief service failure.

Limited effect on the outcomes
and/or ohjectives of more than one
business unit.

Staff work hours are increased by
less than 15% (6 hours per week)
for less than two weeks.

Less than a 1% increase in staff
turnover in a six-month period that
can be directly attributed to the risk
eventuating.

Impact can be managed within
current resources, with some re-
planning.

Increase of between 5% and 7% in
yearly operating costs.

One time financial cost between
$10,000 and $20,000.

3 Serious
2 Moderate
1 Minor

Reputation is not affected.

No media attention.

All communications and recovery
can be managed internally.

No loss or significant threat to health
or life.

Council's safety practices are
questioned but are found to be
appropriate.

Limited effect on the outcomes
and/or ohjectives of a business unit.
Staff work hours are increased by
less than 5% (1 - 2 hours per week)
for less than seven days.

No increase in staff turnover
because of the risk eventuating.

Impact can be managed within
current resources, with no re-
planning.

Increase of less than 5% in yearly
operating costs.

One time financial cost of less than
$10,000.
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Council Report

Committee: Audit & Risk Committee Date: 18 December 2017
Author: Andre Chatfield Authoriser: David Bryant
Position: Risk and Insurance Manager Position: General Manager Corporate

Report Name: Insurance Report 2017/18

Report Status Open
Purpose
1. To inform the Audit & Risk Committee on the 2017/18 insurance renewal programme.

Staff Recommendation

That the Audit & Risk Committee receives the report.

Background

2.

Council continues to collectively tender its insurance programme under the Waikato Local
Authority Shared Service (WLASS) company umbrella with Aon New Zealand as the insurance
broker.

The purpose of this relationship is to leverage the region’s collective insurance requirements to
deliver economies of scale through reducing brokerage costs and reducing the exposure to
market increases in premium costs while also ensuring adequate coverage of risk.

Council uses a ‘Probable Maximum Loss’ (PML) reinstatement value approach rather than
replacement value for all council assets. The benefit for this approach is to ensure our Material
Damage, Business Interruption and Infrastructure arrangements provide adequate cover.

Council’s insurance programme is regarded as a risk management tool to mitigate against the
financial impacts associated with any catastrophic or serious event.

Council’s Infrastructure insurance programme specifically addresses losses to underground
assets such as water supply, waste water, storm water assets and bridges.

Discussion

7.

The Kaikoura earthquake of November 2016 has become a catalyst for property insurance
markets (and reinsurance markets) in New Zealand to move from a soft market to a hard
market cycle. Claims reported for this earthquake are estimated at USS5billion and that is
likely to increase as detailed engineers reports and investigations are completed. For some
buildings, this will result in demolition, where repairs are neither feasible nor cost-effective.

These recent developments continue to put pressure on premium rates. This hard market
cycle from New Zealand insurers can be seen in increasing rates on the Material Damage and

Audit & Risk Committee Agenda 18 December 2017- OPEN Page 47 of 83

Item 9



6 Wal

10.

11.

12.

Business Interruption policies. Those areas most impacted by recent events are seeing the
greatest premium rating increases.

One of Council’s insurance policies, our infrastructure insurance policy, is a Long-Term
Agreement (LTA) with WLASS and has a premium rate hold for two years. Despite the
information outlined in the paragraphs above the London markets continue to honour this
agreement and have renewed the second year which ends on 31 October 2018.

It is too early to determine what the impact of recent significant earthquake events in New
Zealand will have on the next infrastructure programme renewal although a moderate increase
in premium rate is anticipated.

Aon has remarketed the WLASS Motor Insurance programme and secured a new insurer due
to our previous insurer providing uncompetitive terms.

Motor premiums are largely driven by claims performance and the programme has not run
well over the last three 3 years. The vehicle claim loss ratio for WLASS for the last 3 years is
running at nearly 90% and a break down per council has been requested to identify where the
problem lies.

Financial Considerations

13.  Council’s total insurance premium cost for the 2017/18 year ending 31 October 2018 has
increased 11.2 percent compared to last year and is now $1,818,281.
Attachments

Attachment 1 - 2017 MD BI Premium Allocation.
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Council Report

Committee:
Author:

Position:

Audit & Risk Committee
Dan Finn

People, Safety & Wellness
Manager

Report Name: Safety and Wellness Report

Date: 18 December 2017
Authoriser: David Bryant

Position: General Manager Corporate

Report Status Open
Purpose
1. To inform the Audit & Risk Committee on the safety and wellness activities and key

performance indicators for Quarter One 2017/18.

Staff Recommendation

That the Audit & Risk Committee receives the report.

Attachments

Attachment 1 - Safety and Wellness Report - Quarter One 2017.

Audit & Risk Committee Agenda 18 December 2017- OPEN

Page 50 of 83




Safety and Wellness Report 1 July to 31 October 2017
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e ‘:, Hamilton City Council

Te kaunihera o Kirikiriroa
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Safety and Wellness Report 1 July to 31 October 2017

Executive Summary

The Safety and Wellness team have been continuing to develop and implement our Health and Safety Management Framework to provide a solid foundation for continuous
improvement and to support our operational areas in the management of their critical risks. Work continues to be carried out in raising the awareness of our critical risks
throughout Council and how they relate to tasks and day to day activities for our workers.

Our overall safety performance is steady and we are tracking below our key performance targets for 2017/18, which is positive, however there remains opportunity through
improved reporting, investigation and better injury management.

We have recently undertaken our annual staff survey, which showed that our people are most satisfied with Health and Safety, above all other things. The survey results
tell us that our people look after themselves and others, their managers take action when issues are identified and our people have access to the appropriate training to
deal with health and safety matters.

Whilst our safety culture remains positive we want to avoid being complacent and are looking to make a significant step change in how engage, manage and develop our
approach to safety and wellness at Council. Critical to this thinking will be our continued focus and delivery of our strategic imperatives, which include:

1. Systems that are fit for purpose and provide timely and accurate data
2. Systematically managing our critical risks

3. Building safety leadership and capability at all levels of business, and
4. Providing workers with a safe and just culture.

N

D-2553951
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Safety and Wellness Report 1 July to 31 October 2017

During the period between 1 July 2017 to 31 October 2017 there were two notifiable events reported. Our own internal Investigations were carried out and neither
incident required further investigation by WorkSafe.

Incident Type  Critical Risk Incident Action Taken Business Unit

First Aid Injury Working at Height During an arena pack out an empty Investigation was carried out on incidentand H3
burlap bag used as part of the the contributing factoridentified was thatthe
protection for the rigging straps person feeding the chain looked away from
dislodged from the hauling line while the activity, which lead to a lapse in
a rigging chain was being lowered to concentration. The importance to remain
the ground. The bag landed on the focused when lowering or raising equipment
head of the person who was feeding from height has been reiterated.
the chain into its storage case at the
time leading to a first aid injury. The
person was wearing all required PPE
atthe time including a rigging helmet.

Property Damage Not Applicable A 20mm gas service line was Workers were re-trained in using the correct City Delivery
damaged while excavating a water process when locating underground services.
main trench causing an escape of gas. Shovels and hand tools only to be used to
The gas service was marked on the reduce the risk of damaging services.
underground services plan.

D-2553951
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Safety and Wellness Report

1 July to 31 October 2017

Statistics

A A Notifiable Event = 2x notifiable incidents (lag)

Lost Time Injuries/Ilinesses

35
.- Lost tim injuries (lag) 3
2.5
_ First Aid {lag) 151
1
_ No Treatment (lag) 0.5 7
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Figure 1: Performance Indicators for events 1 July to 31 October Figure 3: Lost time injuries by month
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Figure 2: Total recordable injury frequency rate Figure 4: Lost time injury frequency rate
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Safety and Wellness Report 1 July to 31 October 2017

An analysis of events reported between 1 July 2017 — 31 October 2017 has been
carried out for the purposes of tracking the number of incidents relating to our
critical risks. The critical risks that featured most prominent in those events
reported were “driving on the road” and “dealing with aggressive and/or violent
people”. Of those events that resulted in injury during the above period were not
related to any of our critical risks. Refer to Appendix 1.

Our analysis also identified that manual handling, slips trips and falls and using plant
and equipment were the other key contributing factors associated with these
events.

Lost Time Injuries

Between 1 July 2017 and 31 October 2017 there were eight lost time injuries
recorded, which is the same number of lost time injuries for the same period last
year. This resulted in an average of 1.3 days lost per injury. The key contributing
factors that accounted for 88% of lost time injuries were manual handling activities
and slip, trips and falls, which is where we will be looking to target our efforts
moving forward.

Our Lost Time Injury Frequency Rate (LTIFR) is currently 2.7 which is tracking below
our target of <3.0 for FY2017/18. Early reporting and intervention, supported by
pro-active injury management would minimise the amount of lost time injuries
incurred. To drive further improvements, it is also important for the safety and
wellbeing team to continue to work closely with the business in supporting the
injury management and return to work processes.

D-2553951
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Hazard/Risk Injury Type Number of
Injuries
| Manual Handling Strain/Sprain 4 | 5
| Slips, Trips and falls Strain/Sprain 3 | 3
Plant and Equipment Foreign Object 1 | 2

Table 1: Breakdown of Hazards associated to lost time injuries.

Medical Treatment and First Aid
Between 1 July 2017 and 31 October 2017, we had 7 medical treatment and 40 first
aid incidents reported.

Qur current Total Recordable Injury Frequency Rate (TRIFR) is currently at 5.63
which is tracking below our target of <7.5 for the FY2017/18.

Near Hit Reporting

Between 1July 2017 and 31 October 2017, we have had 266 near hits reported and
continue to be on track in reaching our target >971. To improve our data set and
responsiveness, we are encouraging quality near hit reporting to enable
appropriate preventive measures being applied to mitigate reoccurrence.

Audits, monitoring and reviews

Between 1 July 2017 and 31 October 2017, we carried out 66 health and safety
audits, which were made up of 33 manager audits, 35 worksite and contractor
audits.

Team Leaders and Managers across business units have also carried out 286 safety
observations, which provides an opportunity to have a positive safety conversation.
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Internal

We have been working with WorkSafe and other local body councils within the
Waikato Region to develop a protocol document that provides a clear
communication and escalation process involving key stakeholders and emergency
services to better manage the risk to the public in the event of an asbestos incident
occurring. This document is now in its final draft before it being formally endorsed
by key signatories in early 2018.

We have recently undertaken our annual staff survey, which showed that our
people are most satisfied with Health and Safety, above all other things. The survey
results tell us that our people look after themselves and others, their managers
take action when issues are identified and our people have access to the
appropriate training to deal with health and safety matters.

Ttem Conadl 2014

Image 1: Health and Safety Engagement Survey result.

External and Legislation

ACC, WorkSafe and the Ministry of Business, Innovation and Employment have
released information relating to the new SafePlus framewaork, which is designed to
replace the previous WSMP program. A key notable difference is a greater focus on

D-2553951
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Safety and Wellness Report 1 July to 31 October 2017

improving safety behaviour and culture through continuous improvement, rather
than being weighted more towards documentation. The new SafePlus framework
and tools will be available in 2018.

New regulations that cover hazardous substances come into effect 1 December
2017. One of the keys changes that we need to be aware of is the management of
hazardous waste that is produced, stored or disposed of. The Safety and Wellness
team have commenced a gap analysis against the new regulations on all areas
within Hamilton City Council that use hazardous substances to identify any required
actions to meet compliance.

Current Health and Safety Initiatives

The Safety and Wellness team has been working with Life Care Consultants Itd
in the development of a Mental Health First Aid training program which will be
made available from the start of 2018. The aim of this course is to establish
further improvements in the areas of mental health awareness, wellbeing and
mindfulness that is associated with improved staff engagement, reduced
absenteeism, increased productivity, improved morale and higher job
satisfaction.

Elected Members Health and Safety Briefing

A further safety briefing for our elected members is being planned for March
2018 to raise further awareness and to ensure that we are satisfying their due
diligence requirements under the Health and Safety at Work Act. This briefing
will highlight other critical risks, not already presented and will include:

. Working alone/ in isolation.
. Driving on the roads

. Working on or near roads

. Working with energy

. Unguarded machinery

. Working over or near water
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Drug and Alcohol Policy and Testing

To support our updated Drug and Alcohol Policy, which comes into effect in early
2018, The Drug Detection Agency’ (TDDA) is carrying out training for managers and
those workers in safety sensitive roles. The key amendment to the policy is the
introduction of random testing for those roles classified as safety sensitive.

Key Activities

Training and Competency

We continue to provide workers access to appropriate safety training to ensure that
they are equipped in dealing with health and safety matters that they encounter as
part of their daily work. We are currently reviewing the course content of our safety
programs to ensure that the content and material is current, engaging and up to
date. We have also developed a health and safety career pathway to provide further
their career development for those wanting to progress further in the field of health
and safety.

NUMBER
COURSE PROVIDED ATTENDED
Risk Assessment and Hazard Identification 7
Accident/Incident Investigation 5
Fire Warden 13
Train the Trainer 10
Health and Safety Representative Training 10
Workplace Inspections completed 1

Table 2: Health and Safety training completed 1 July — 31 October

D-2553951
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Contractor Management

In September, an audit was carried out on the Local Authority Shared Services
(LASS) Contractor Pre-Qualification Scheme. The purpose of the audit was to
evaluate the system performance and identify any recommendations for
improvement where gaps or operating deficiencies were identified. Several non-
conformances have been found and presented back to the Waikato LASS group for
further follow-up.

In addition to this audit we are also undertaking a review to ensure that
contractors working for Hamilton City Council are meeting our requirement
standards and safety expectations.

Health and Wellbeing

Bullying and Harassment Monitoring
Bullying and harassment occurrences are captured and categorised by:

1. Peer support contact (early intervention)
2. Informal reports (investigated internally)
3. Formal reports (investigated externally)

Formal
Reports

Informal
Reports

Peer

Support

Total for period 1 July
| 2017 — 31 October 2017

Table 3: Bullying and Harassment

There have been no reports received from the peer support network between 1
July 2017 and 31 October 2017. There were 3 formal investigations that were
reported and are in various stages of resolution.
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Safety and Wellness Report 1 July to 31 October 2017

Wellbeing Initiatives

In support of Mental Health Awareness Week and World Mental Health Day
(Tuesday 10 October), we promoted and encouraged workers to get out of the
office for an hour at lunchtime and take opportunity to connect with the many
green spaces in and around Hamilton City. We had great support across business

units with many teams downing tools and participating.

Image 2: H3 team mental health awareness day photo

D-2553951
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In Summary

Qur safety performance remains steady and we are continuing to implement the key
foundations through the development of our health and safety management
framework.

Our safety culture remains positive however we are looking to make a
fundamental step change in how engage, manage and develop our approach to
safety and wellness at Council. Our core belief is that we want everybody to think
safe, work safe and return home safe every day, so that every person can enjoy the
things that matter most to them.

Looking forward and as part of our strategic imperatives we will continue to focus on
delivering:

1. Systems that are fit for purpose and provide timely and accurate data
2. Systematically managing our critical risks

3. Building safety leadership and capability at all levels of business, and
4. Providing workers with a safe and just culture.
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Appendix 1

e

Working at Height/
over Depth

Critical Risks
Critical Risk | Events

& Events

2 Venues, Tourism and

Major Events
& Community

Internal/external inspections,
audits, obsarvations, monitor
Review hazard and controls at
least annually and after an
event. Refreshar training, drills
scenario training

isk | Events

Dangerous

Animals

2 Events

| Events by Group

1 Community
1 City Growth

ontrols for this Risk

Trained and competent
Workers, conduct scanario/drill
trainings regularly. Comply with
Standard Operating Procedures.
monitor

Review hazard and controls at
least annually and after an
event.

S

Confined

Spaces

1 Event

1 City Infrastructure

Internal/external inspections,
audits, obsarvations, monitor
Review hazard and contrals at
least annually and after an
event. Refresher training, drills,
scenario training

A 4
‘Working Over or
Near water

1 Events

1 City Infrastructure

Internal/external inspections,
audits, observations, monitor
Review hazard and controls at
least annually and after an
event. Refresher training, drills,
scenario training

?o

‘Working on or
Mear Roads

am
-
‘Working Remotaly

or In Isolation

o

Unguarded
Machinery

&

Trenches and
Open Excavations
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Trained and competent
‘Workers, Approved traffic
management plans,
Internal/external inspections,
menitor, Review hazard and
controls at least annually and
after an event.
Internal/external inspections,
audits, observations, monitor
Review hazard and controls at
least annually and after an
event. Refreshar training, drills,
scenario training

Internal/external inspactions,
audits, observations, monitor
Review hazard and controls at
least annually and after an
event. Comply with AS4024 =
Safety of Machinery

Internal/external inspections,
audits, observations, monitor
Review hazard and controls at
least annually and after an
event. Refresher training, drills
scenario training

ay

Aggressive or
Vielent Peaple

Energy

Sources

=

Driving on
the Road

Hazardous
Substances

71 Events

10 Events

35 Events

8 Events

40 City Growth
30 Community
1 City Infrastructure

S Community
1 Corporate

4 City Growth
6 City Infrastructure
17 Community
4 Venues, Tourism and
Major Events

| 4 Corporate
1 Venues, Tourism and
Major Events
5City Infrastructure
3 Community

Refresher training, drills,
scanario training, Fear Free

training programme.

3760:2011, Isolate, lockout and
tag electrical aquipment before
maintenance, Comply with
legislative
requiremants/Standards/Approv
ed Codes of Practice/Guidelines

Obsarvations, assessmant,
vehicle checks, GPS monitoring,
Review hazard and contraols at
least annually and after an
event.

Internal/External Inspectians,
audits, observations, monitar,
Review hazard and controls at
least annually and after an
event, Refresher training, drills,
scenario training
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Council Report

Commiittee:
Author:

Position:

Report Name:

Audit & Risk Committee Date: 18 December 2017
David Bryant Authoriser: David Bryant
General Manager Corporate Position: General Manager Corporate

Audit & Risk Committee Self Assessment

Report Status Open
Report Status Open
Purpose

1. The Chair of the Audit & Risk Committee will use the attached report as the basis for a self
assessment discussion.

Staff Recommendation

That the Audit & Risk Committee receives the report.

Attachments

Attachment 1 - Audit and Risk Committee Self Review

Audit & Risk Committee Agenda 18 December 2017- OPEN Page 60 of 83




Committee: Audit and Risk Committee Date: 6 December 2017

Report nhame: Committee Chair annual review Author: Paul Connell

Purpose

The purpose of this report is to review the performance of the Audit and Risk
Committee (“ARC”) during the current calendar year.

Recommendation

That the Committee receive the report.

Meetings

The ARC met four times during 2017 during the following months

* 14 March — inaugural meeting
¢ 13 June

o 5 September

*

13 October Extraordinary meeting to review the annual report
Afifth meeting will be held on 18 December.
In addition the committee held the following workshops:

+ Risk workshop
¢ Annual Report preparation workshop

Chair activities
The Chair met with PWC;

o before every ARC meeting to review their reports and findings;
+ to discuss the future audit plan and ;
¢ with HCC management PWC to review the scope for the Cyber review.

The chair sat on appointment panels to;

¢ select a new independent ARC member

o review RFP responses and recommend the appointment of an internal
auditor.
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In addition the Chair maintained regular phone contact with the HCC General
Manager Corporate and the external auditor, Audit New Zealand.

The Chair attended a Council meeting to present the Annual Report for adoption by
Council.

Work programme
During the year the ARC undertook a work programme which included considering:

Risk Management

Insurance

Health and Safety

Financial risk management including the management of swaps and debt
Organisational improvements

Audit arrangements with the external auditor

Reports from the internal auditor PWC.

Annual report process

The ARC managed the engagement with the external auditor and oversaw the
completion of the financial statements and annual report.

Where appropriate the ARC reviewed key accounting estimates, accounting policies
and asset impairment.

Organisational improvement

The ARC reviewed recommendations for improvement and tracked actions arising in
response to previous recommendations from external parties including:

Audit New Zealand
PWC
IANZ: building consents

Conclusion

The ARC has fulfilled its role in supporting Council in governance issues in
accordance with is terms of reference.

External membership has been refreshed providing a succession plan for the current
Chair.
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Council Report

Committee: Audit & Risk Committee Date: 18 December 2017
Author: Russell Hynd Authoriser: David Bryant
Position: Finance Manager Position: General Manager Corporate

Report Name: 2017/18 Internal Audit Update Quarter 1

Report Status Open

Purpose

1. The purpose of this report is to update the Audit & Risk Committee on PwC'’s Internal Audit
progress for FY17/18 Quarter One.

Staff Recommendation

2. That the Audit & Risk Committee:
a) receives the report;

b) notes that the final part of the unusual transactions analysis from 2016/17 has been
completed;

c) approves the draft HCC Internal Audit Plan — December 2017; and

d) notes that the scoping for the first engagement of the plan regarding Cyber security is
being progressed with management.

Discussion

3. Unusual Transactions Analysis

4, The final part of the unusual transactions analysis engagement has been completed. This
focussed on purchase order and vendor analysis. The results have been shared with
management.

5. The analysis identified that 84% of purchase orders in the population were approved within a

day and 96% within a week.

6. There were still a small number of vendors with spend over $50,000 that were being managed
through the Purchase Order system, rather than a contract process.

7. Management are following up on the results and insights provided by the analysis.
8. Internal Audit Plan
9. The internal audit plan has been developed with a focus on value, strategic alignment and

innovative delivery.

10. PwC ran a workshop with the Senior Leadership Team and senior management to assist in co-
creating the content of the internal audit plan with a focus on Hamilton City Council’s eight
material risks and Council senior management’s three strategic imperatives — Embrace growth,
Build a great river city, and Best in business
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11.

12.

13.

14.

The workshop entailed unpacking what value means for Hamilton City Council, prioritising
what value to protect and what value to create, to inform the content of the internal audit
plan.

Hamilton City Council management have challenged PwC to bring innovation into the internal
audit space. The workshop was a clear step change in how we think about internal audit and
the resultant internal audit plan includes a number of areas that will be delivered through the
use of data and technology. As well as providing the assurance we are looking for through our
internal audit plan we anticipate this approach will assist in identifying strategic challenges or
opportunities and drive process improvements.

With PwC focussed on delivering the strategic value enhancement engagements that bring to
bear their subject matter expertise, the value protection element of internal audit will be
delivered through the use of an internal Hamilton City Council resource (plan to be established
in the new year).

PwC will assist the Hamilton City Council resource to develop an internal audit programme that
will focus on delivering the more traditional internal audit areas on a regular basis. This will
allow broader coverage in a more cost effective way.

Financial Considerations

15.

The cost of the annual internal audit programme is $150,000 (GST excl.) and is budgeted.

Attachments

Attachment 1 - Draft Internal Audit Plan - December 2017.
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Hamalton City
Council

Internal Audit
Plan

December 2017
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I Administrative Matters

" Internal Audit Plan Development
Approach

Consistent with our internal audit proposal we took a different approach to developing the internal audit plan this year. We continued
to utilise the information around risk and assurance that HCC already has in place, with an added focus on value, strategic alignment
and innovative delivery.

To enable us to achieve this we held a workshop with members of the Senior Leadership Team (SLT) and senior management to assist in
co-creating the content for a draft inlernal audil plan thal is aligned to HCC's strategy and delivers a balance of value protection and
value enhancement, as outlined on the following page. As well as using the material risks register in the workshop, there was a focus on
the Fi stralegic initiatives - great river cily, embracing growth and best in business.

The workshop entailed unpacking what value means for HCC, prioritising what value to protect and what value to create, identifying the
risks associated with value (whal happens if it goes wrong) and prioritising areas for the internal audit plan. We also asked participants
to explore what innovation could look like for those prioritised areas.

The output of this workshop has been twofold — firstly informing the content of the three year plan and the prioritisation for the next 18
months and secondly other opportunities for HCC to do things differently. The latter outputs are not included in this document but
have been shared with members of the SLT.

During the internal audit proposal process HCC management challenged us to bring innovation into the internal audit space to drive
value to HCC. We have started this through the workshop and have continued through into the internal audit plan. You will see that the
PwC engagements are focussed on delivering innovation and extracting more value from the internal audit activity through the use of
Data and Technology that will help HCC identify strategic challenges or opportunities and drive process improvements.

In order to also deliver the value protection side of internal audit, we are working with HCC to build your internal capability with HCC
resource to deliver an internal assurance programme, so that less complex processes and areas can be covered in a more cost effective
way.

This blend of value protection and value enhancement is a choice which is considered by HCC as part of the overarching Internal Audit
Strategy.
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Internal Audit Plan Development
S Internal Audit Strategy

I Internal Audit Plan

I Internal Audit Plan

Value

There is no predefined approach to internal audit or setting the right balance between value protection and value enhancement (as
) ) set out in the diagram below). In refreshing HCC’s internal audit plan the focus of the internal audit strategy was clearly on value

I Administrative Matters enhancement. The focus of value enhancement is more forward looking, where we work with HCC on a more real time basis to put

emphasis on future governance, risk and control and business performance. Whereas, in the past five vears the focus has been more on

value protection - “have we got the right controls in place and are they operating effectively?”.

enhancement

Delivering
Juture value

Efficiency Process Monetary
Fains improvement| savings

Improving business
performance

Systems Investment || Emerging Due
development| decisions risks diligence
Assessing fulure

governanee, risk
management and control

Value

protection

Value protection will still be covered, with HCC looking to deliver this more cost effectively through the use of internal resource to
perform the bread and butter internal audit work, with the support of PwC to provide coaching and provide quality assurance.
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" Internal Audit Plan Development
I Internal Audit Plan Approach

Development

I Internal Audit Plan The following summarises our approach, tailored for HCC:

I Administrative Matters

Audit and Risk
Commillee
Approval

Material IA planning Plan creation Consultation
risks workshop process

Obtain material risks |l Involving members of Outputs from the CE, ARC# reviews the
register as reviewed the SLT and key planning workshop Internal Audit Plan
2 management supplemented by to ensure proposed
the risk workshop input from SLT and engagements link to
anagement to derive
a draft Internal Audit

Plan value for HCC

Coverage of Defines value, @Focus on complex[l Internal Audit Internal Audit
material risks [ the benefits and areas and Plan is aligned [ Plan aligns with
oulcomes and veragi CC to HCC strategy @risk management
prioritises effort

appropriate
# ARC appointed members

PwC
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Internal Audit Plan
Development

I Internal Audit Plan

I Administrative Matters

Internal Audit Plan Outline

The plan for the next 18 months focuses on the F1 strategic objectives and the value priorities identified from the planning workshop, it
then connects these to the malerial risks register and the Internal Audit strategy (value enhancement vs value protection), before
considering what the internal audit response will be. In addition to the scope of work we have outlined what you can expect as the
outcome from the internal audil projects.

‘We note that this is very much a plan at a point in lime and will be subject lo ongoing review with the GM Corporate Services and Risk
Manager to ensure that it continues to deliver to the current needs of HCC.

All our internal audil engagements will be undertaken in accordance with our new contracl, including our Terms of Business and
detailed Terms of Reference agreed for each engagement. The estimated internal audit fee for each financial vear is $150K exclusive of
GST and expenses as agreed.

We hold detailed scoping meetings prior to work commencing to establish the Terms of Reference for that particular project. The
scoping meetings held, together with changes in the Council, may require the scope to be extended or shortened, with commensurate

adjustments to hours and coslts. All changes will be agreed and approved via a Terms of Reference prior to work commencing.

Value / Internal
Audit Strategy

Business Process eod
Systems

Business continuity
Resilience

High availability

Rapid recovery

Material Risk* /
Strategic
Objective linkage
Cyber

Critical assets

Health & Safety (Internal
& External)

Internal audit
response

Detailed testing of the

priority systems.

Value protection

Summary scope

Assessment of the cyber
threat to HCC's eritical
infrastructure.

Deliverable

Identification and recommendations to
improve the cyber security of critical
infrastructure areas.

Process improventent
Right outcome for the
customer

Bestin Business
Poor data, analysis and
response

Benchmarking corparate
and core services,

Value ernhancernent

Benchmark selected core
activities for customer
experience and delivery
cost to comparable
organisations.

Identification of cost drivers and
opportunities to perform activities
differently to improve customer
experience and delivery.

Process optimisation.
- Capital WIP
- Procurement

- Asset Management

Value enhancement

Assess process flows and
use visualisation tools to
identify the true process
trails.

Identification of inefficiencies in an
operational process to enable focused
effort on areas for efficiency gains.

*HCC's Material Risks are included on page 16
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Internal Audit Plan
Development

I Internal Audit Plan

I Administrative Matters

Value / Internal

Audit Strategy

Process Improvement

Optimising investment in

assets

. 60% of budget pa is
“pre spent” on asset
management

- 80% of spend is an
infrastructure

. $80om p.a. increasing
Lo $220m p.a. on
infrastructure

. Change in capital
delivery model from
12 to 36 months

Liveability of Hamilton

Material Risk* /
Strategic
Objective linkage

Hest in Business
Critical assets
Financial strategy
failures

Poor data, analysis and
response

|
Internal Audit Plan Outline

Internal audit
response

Assessing the quality of
decision making
informaticn,

Value enhancement

Summary scope

Optimisation analysis over
how asset maintenance data
is captured and utilised for
improved decision-making
and efficiencies on asset
maintenance and renewals.

We will assess whether HCC
captures the right data and
how itis used to support
decision-making.

Deliverable

Recommendations for optimising how
asset maintenance data is caphmred,
analysed and utilised. Optimised asset
maintenance can lead to significant
long term cost savings compared to
reactive maintenance.

Optimising eapital
management and
expenditure,

Vilue enhancement

Assess whether the current
capital project delivery
process is fit for purpose to
deliver the increased level of
expenditure,

Recommendations and insights over
the best use of internal organisational
structures and identification of
operational efficiencies to deliver
capital expenditure when intended.

Optimising whole-of-life-
cost of assets,

Value enfancement

Assess how operating

expenditure is factored into

asset management at HCC.

This will cover how the

following are considered:

»  whole-of-life-costs

+  consequential
operational expenditure

Identification of any improvements in
how operating expenditure is
considered for:

«  asset design

+  vested assets

»  asset management planning
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|
| S Internal Audit Plan Outline

Development

I Internal Audit Plan

I Administrative Matters

Financial year 2017/18

Assel m
data

Capital menagement and
expendihure

Internal audit programme management and ARC meetings

Financial year 2018/19

Process optimisation -
capital WIP

Assel management &
operating expenditure
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|
Proposed Internal Audit Plan — further out

The following areas were identified as needing inclusion in the internal audit plan. Their prioritisation has been based on a number of

factors, including: relative level of risk and benefit, whether they have been subject to internal audit in recent years, known changes in
the tools available in the future.

Internal Audit Plan
Development

I Internal Audit Plan

I Administrative Matters

For example, we anticipate the use of predictive data analyties for Health and Safely as an improved way of helping to prioritise activities
and safeguards. To make besl use of these tools, there needs Lo be a certain quantity and quality of dala available, which Vault should
provide in the future. We will continue to monilor the development of these different opportunilies and keep management up to date as

an when such lools become available.

Value

Positive H&S culture that supports openness, learning and
constantly adjusts

Material Risk /

Opportunity

Health & Safety — workers

Internal Audil

Safety culture improvement
Predictive data analytics

Hamilton is perceived as a safe place to live

Health & Safety — community

Community risk identification
Predictive data analytics

City keeps running

Failure of BCP

BCP framework
BCP preparedness

Simulation exercises

Cur community is prepared

Inadequate civil defence response

Civil defence readiness assessment

Weinvest in the right things at the right time

Financial strategy failures

Planmning / right information

Better strategic and operational planning based upon properly
informed decisions

Poor data, analysis and response

Data requirements/capability

Analytical tools

Well planned growth leads to better city to livein

Embrace growth

Planning / right information
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Internal Audit Flan
Development

I Internal Audit Plan

I Administrative Matters

Tighter connection to

v

Bringing an innovative

il
A

Performance Measurement of the Internal Audit Plan

HCC was clear thal they wanted an internal audil provider who worked in partnership with them, supporting your growth and
transformation challenges. PwC are committed to team with you and deliver a strategic internal audit partner that delivers trust and
confidence through:

Pragmatie

your strategic - ¢ and transformative recommendations that not
agenda, helping you = = lens to everything v only support a sound control
influence change, . ~ internal audit does. environment but align with
Ievemgi.ng agile delivery - where you want to take the
mechanisms. organisation strategically.
: |
Proactive a» Everything we do being fit for

Providing even greater
business confidence
and insights using data
and technology

[

involvement in your
culture change,
helping you accelerate
and get it right first

time.

purpose, continuing to flex our
engagement model to optimise
your return on investment.

We will work with management to identify appropriate measures by which we can evaluate our performance.

Audit & Risk Committee Agenda 18 December 2017- OPEN

Page 76 of 83



"

Audit & Risk Committee Agenda 18 December 2017- OPEN

V-
! |

% Administrative Matters

Page 77 of 83

ltem 12

Attachment 1



T Jusawyoeny

¢T wal|

Your core Internal Audit team and Subject Matter Experts

Internal Audit Flan
Development . : 1 2 _
I i e R This is your core internal audil team and subject matter experts that will be used Lo deliver the proposed engagements.

I Core Internal Audit Team

Administrative Matters

Patrick Lyon Mirko Von Schroder David Walker
€ ki SME Process ation SME
PwC Auckland PwC Aucklond
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. Communication and Reporting Protocols
Internal Audit Plan

Development

I Ternal AldEPlan Below is a detailed and collaborative communication plan for the execution of the internal audit, outlining our approach to achieving

timely, open and honest communication, and how we will work with you to ensure we meet your expectations.

I Administrative Matters

First day of fieldwork Pre Auditand Risk Committee
+' == Approximately 2 weeks priorto : <11 Sponsor, PwC worl Meetings with GM Corporate
fieldwork Agreed fieldwork Dates: 2 weeks before Audit and Risk
» Sponsor, GM Corporate, timing Committee Meeting
Finanecial Controller, PwC PwC/yourteam Responsible: GM Corporate, PwC
v
Internal Audit
Engagement
Dgﬁve-py and I Atthe end of fieldwork
Reporting | 2 111+ Sponsor, PwC
2l Pre Auditand Risk
= Committee Meetings with
=] Chair g
“ = :
Scoping Meeting 1 4 ‘C‘:j i ! 3?$&ﬁb$;$ht;
Dates: Approximately 3 weeks =il =i 3
= prior to fieldwork =l =] Responsible: Chair, PwC
Internal Audit B " i L,
& esponsible: GM Corporate, 1|
Planning Financial Controller, PwC
Dt Approximately 2 weeks
after fieldwork
A a~ Sponsor. GM 4 AuditandRiskCommittee
Annual Planning Regular Status Catch Ups Cor;;orate Finm‘:(u:ia] Czymt‘roller PaperSubmission
with CEO, GM Corporate PwC ’ ’ Approximately 1 Dates: 3 weeks before Audit
Dates: Annual and Financial Controller weekafter receiving and Risk Committee meetin
Responsible: Audit and Risk B % thiv management & e
Committee, Senior Leadership ates: Bi-monthly Responsible: GM Corporate,
team, 1A team, Innovation Responsible: CEO, GM OpenlestiesTradidng Financial Controller, PwC
G 1] Contrall ponsibl .
Partner, SMEs as approp o ﬁmm ol Sponsor, Firianciil Dates: Quarterly
a 1:: In"l:tuemu e Controller, PwC Responsible: Financial z =
PP=op! Controller, Risk Manager Audit and Risk
Committee Attendance

and Reporting
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Internal Audit Plan
Development

I Internal Audit Plan

I Administrative Matters

City scape of engagements delivered

Our cily scape illustrates the focus of internal audil across the previous five years, starling with specific risk based projects (value
enhancement) while management focussed on embedding core processes. Moving through to assessing the consistency of application
of these core processes and controls (value protection), with a mix of value enhancement when required.

¢

mﬁﬁ%mﬂd)
# Health & Safety
# Ring Road @
¢ Event Management <
¢ Procurement
and Contracts
¢ Business Caze Ml

2012/13
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# Risk Management
Pramework O
% Policy Pramework ©
¢ PMO Framework ll
# Development
Contributions <
# Review Progress
on Past Issues ©
® Waterworld Accounts
Receivable
& Cash Handling &
¢ ERPProject @
Tumquummwmo

2013/14

L ]
L]

L

Ungerboeck Controls <
Main Building Accounts
Receivable & Online Portal
assessment
Governance Reporting Il
Review Resolution of Prior
Recommendations <
Business Continuity
Planning <

# Value for Council Model

o
I

Assessment O
Zoo Revenue ©

# Theatre Operations <
2014/15

% Cash Handling ©
¢ Payroll ©
: Procure to Pay ©
Cyber Security ll
Unusual Transaction
Analyzis ©
T Strategic Leace Property Ml # Procurement @

2015/16

2016/17
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Internal Audit Plan
Development

I Internal Audit Plan

I Administrative Matters

|
HCC Material Risks

Rank | Risk Description Inherent Risk Residual Risk
Rating Rating
Hated before Rated aftar the
_°°":'“"'3 - controls have bene

1 H&S = Workers (ind contracted workers and volunteer Extreme™® High
workers. C)
Failure to create and maintain a safe environment for
staff leading to death, serious injury. ery High

2 H&S - Community Extreme™® High
Failure to create and maintain a safe environment for the Q O
community leading to death, serious injury.

ery High

3 Fallure of critical assets Extreme Very High
Incorrect investment (timing and,/or amounts) results in
the unexpected failure of critical assets (loss of levels of . O
sarvica),

1 Failure of BCP Very High Medium
Failure of, or inadequate Business Continuity Plans {when
they are required], result in unacceptable business O O
interruption and disrupted customer service.

5 Inad civil defe resp Extreme ‘ery High
Failure to respond adequately during a civil defence
emergency results in undue harm to members of the . O
community and delays in restoring the city toan
operational standard.

6 Financial Strategy Failures Very High Very High
Council's Financial Strategy is not effective in guiding
appropriate decision making to meet the financial O O
pressures associated with looking after the assets and
amenities of the city whilst investing in growth
infrastructure

7 Cyber attack Very High Very High
Inapprapriate access and/ar use of Council infarmation
or ratepayer data, or inability to operate Council systems O O
due to a cyber-attack resulting in reputational, legal and
financial damage and potentially loss of service
continuity.,

8 Poor data, analysis and response Very High Medium
Inaccurate data, weak or incorrect analysis leading to
inaccurate growth forecasts, financial modelling and O D
untimely responses to trends resulting in inappropriate
levels of investment in public assets.
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* Ther e i5.3 vary strang redationship between the likelinand and seventy {consequence) of HES incdents. The
kel h higher than an inced hich d result in 3 death.

f rinar

y of our progle and th

seriausly g hardto reduuce the likelihand

of 3 srious harm ircident. Due to the focus and defingion of this rigk relating to death or 3 serious injury, the sk
rating [and by mtenson the target s rating) tan never roduce below Hgh betausewe tonader the
conmequenceto be ‘catatrophic”,
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